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1. OBJETO

 
Contratação, por pregão eletrônico, de serviço de conteúdo na modalidade assíncrona em
formato SaaS (Software as a Service - Software como Serviço) para treinamento do corpo
funcional, utilizando a solução KNOWBE4 SECURITY AWARENESS TRAINING (KSAT) –
SaaS – DIAMOND para 3.500 (três mil e quinhentos) usuários, sendo 1 (um) mês para ativação
das licenças, a contar da assinatura do Contrato/Pedido de Compras,  e 60 (sessenta)
meses para disponibilização das licenças e para o serviço gerenciado da plataforma (sob
demanda), a contar do termo de aceite da ativação das licenças - contemplando cláusula
rescisória.
Importante destacar que a previsão de cláusula de rescisão antecipada para esta contratação
se deve, para além de garantir a possibilidade de um encerramento prévio sem conflitos, à
estratégia corporativa para a adoção de um modelo de contratação de treinamento de
segurança da informação em uma plataforma da marca Knowbe4 já conhecida e utilizada pela
DATAPREV. A cláusula prevê que é facultado a DATAPREV a rescisão contratual sem ônus,
mediante aviso prévio de 60 (sessenta) dias, motivados por mudança de estratégia da empresa
em relação á disseminação e tratamento do temática de segurança da informação.
 

ITEM QUANTITATIVO MODALIDADE CARGA
HORÁRIA
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KNOWBE4
SECURITY
AWARENESS
TRAINING
(KSAT) – SaaS
– DIAMON

3.500 licenças Remoto Ilimitada

Serviço
gerenciado da

plataforma

300 horas (limitadas a
60h/ano) Remoto  sob

demanda

 
 

2. DAS ESPECIFICAÇÕES DO OBJETO

 
2.1 Disponibilização de plataforma exclusiva com catálogo de treinamentos Knowbe4 voltados
para a conscientização em Segurança da Informação, em diferentes níveis de maturidade. Com
possibilidade de carregamento de conteúdos próprios da Dataprev, em vídeo, .pdf ou padrão
SCORM, e com a customização da identidade visual com personalização de logotipo, cores e
mensagens aos usuários.
2.2 Todas as ações de treinamento realizadas na plataforma poderão ser gerenciadas pela
Equipe de Treinamento da Dataprev. A plataforma também inclui avaliações de conhecimento e
de cultura de Segurança da Informação.
2.3 O serviço deverá ser prestado observando-se os requisitos mínimos descritos a seguir:
2.3.1 Licenciamento para nível de acesso III (Diamond) para a biblioteca de conteúdos da
KnowBe4 e acesso à plataforma de treinamento pelo período de 60 (sessenta) meses;
2.3.2 Possibilidade de download de conteúdos por igual período;
2.3.3 Acesso ilimitado à biblioteca com mais de 1.440 (mil quatrocentos e quarenta) conteúdos
Knowbe4, contendo:
2.3.3.1 Training Module (Módulos de Treinamento)
2.3.3.2 Games (Jogos)
2.3.3.3 Video Modules (Módulos de Vídeo)
2.3.3.4 Newsletters & Documents (Documentos e Newsletters)
2.3.3.5 Posters & Artwork (Arte e Pôsteres)
2.3.3.6 Assessments (Pesquisas de avaliação)
2.3.3.7 Audiocast (Transmissão de áudio)
2.3.3.8 Avaliação organizacional
2.3.4 Disponibilização de plataforma para configuração de campanhas de treinamento e
simulações de phishing automatizadas e customizadas com e-mails de lembrete agendados;
2.3.4.1 Possibilidade de selecionar módulos de treinamento por grupos de usuários;
2.3.4.2 Possibilidade de atribuir automaticamente treinamentos a novos usuários;
2.3.4.3 Possibilidade de configurar disparo automático de e-mails lembrete para usuários com
treinamentos pendentes.
2.3.5 Recurso de ludificação/gamificação, que permite que os participantes possam interagir e
competir com seus colegas em placares de líderes e ganhar emblemas ao mesmo tempo em
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que aprendem. Este recurso aumenta o engajamento, a motivação, tornando o processo de
aprendizagem mais envolvente, agradável e desafiador.
2.3.6 Possibilidade de carregar usuários de maneira autônoma por meio de arquivo .CSV;
2.3.7 Possibilidade de inativar usuários na plataforma sem prejuízo ao histórico de dados de
treinamento destes usuários.
2.3.8 Metodologia KMSAT (Kevin Mitnick Security Awareness Training), que utiliza uma série de
recursos - multimídia, softwares especiais, simulações - para entregar conhecimento. Também
estimulam os participantes a avaliarem seus conhecimentos, seja através de perguntas em
quizzes (questionários rápidos), seja através da tomada de decisões em ambientes que
simulam suas atividades cotidianas. Incluindo feedback imediato para as respostas e escolhas
do colaborador.
2.3.9 Possibilidade de adicionar conteúdos personalizados com a identidade visual da Dataprev
tanto no início quanto no final dos módulos de treinamentos construídos com a ferramenta de
criação da KnowBe4, o que permite adicionar elementos da organização, incluindo logotipo e
cores, e personalização das mensagens dirigidas aos colaboradores;
2.3.10 Possibilidade de carregar conteúdos próprios de treinamento em segurança da
informação da Dataprev, em vídeo, .pdf ou padrão SCORM, e gerenciá-lo juntamente com os
conteúdos disponíveis na biblioteca da KnowBe4, viabilizando a criação de trilhas e formações
determinadas pela Equipe de Treinamento da Dataprev e direcionadas à perfis ou grupos
específicos de colaboradores.
2.3.11 Possibilidade de ofertar módulos por nível de proficiência, do básico ao avançado,
passando pelo intermediário.
2.3.12 Ambiente de gestão para acompanhamento online da progressão e desempenho dos
participantes, consolidação em dashboards.
a) Possibilidade de criação de grupos de usuários baseados no comportamento frente às
simulações, treinamentos e atribuições de cada colaborador para personalizar e automatizar as
campanhas de phishing.
2.3.13 Disponibilização de relatórios avançados, executivos e de gestão, sobre as campanhas e
resultados de treinamentos, com possibilidade de personalização e integração com ferramentas
de BI, API de integração.
2.3.14 Integração com o LMS/Sistema Corporativo da Dataprev via API para migração de status
e histórico.
2.3.15 Disponibilização de perfis de acesso (security roles) que permitam configurar permissões
por usuários e grupos, para fins de gestão de resultados, gestão de campanhas de treinamento
e auditoria.
2.3.16 Possibilidade de criar Smart Groups, grupos de usuários baseados nos resultados de
treinamentos e atribuições de cada colaborador para personalizar e automatizar as campanhas
de aprendizagem e os relatórios.
2.3.17 Previsão e atendimento de suporte técnico.
2.3.18 Consumo, sob demanda, de 300 horas limitadas a 60h/ano de serviço gerenciado da
plataforma, contemplando as seguintes atividades:

Elaboração e customização de conteúdo personalizado de acordo com as necessidades da
Dataprev, incluindo formato live e palestra e entregáveis (que podem ser vídeos, áudios,
pílulas etc);
Treinamento de até 8h para simulações de phishing;
Integração com o LMS/Sistema Corporativo da Dataprev via API para cômputo de status
e histórico dos cursos em até 1 (um) dia útil, conforme especificações Anexo I (0199605);
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Suporte técnico 24x7;
Avaliações de maturidade e nível de risco.

O formato SaaS - Software as a Service refere-se ao fornecimento estruturado de conteúdo
para consumo online, onde os usuários acessam e utilizam um aplicativo hospedado na nuvem
(servidores do provedor) mediante licenciamento, acessível via navegador, sem a necessidade
de instalação local ou infraestrutura própria pelo cliente. O acesso à plataforma é
comercializado no modelo de assinatura SaaS.
Apesar do art. 32, inciso III, da Lei nº 13.303/2016, orientar o favorecimento ao parcelamento do
objeto, não indicamos porque a contratação envolve uma solução integrada que engloba tanto
as simulações de phishing quanto a formação das trilhas de aprendizagem. Esses serviços
compõem um único produto, cujo valor já inclui ambos os componentes, não sendo
comercializados separadamente pela plataforma. Além disso, as trilhas de aprendizagem são
geradas a partir dos resultados das simulações parametrizadas na própria plataforma, o que
reforça a natureza indivisível da solução.
 
 

3. DAS CONDIÇÕES PARA HABILITAÇÃO

 
3 . 1 A PROPONENTE deverá encaminhar proposta comercial detalhada atendendo ao
especificado no objeto e na planilha de preços, informando os valores dos serviços por pessoa
e hora, quando o caso, e valor total para atender ao quantitativo disposto neste Termo.
3 . 2 A Proposta Comercial apresentada pela PROPONENTE deverá conter a Planilha de
Preços, que encontra-se anexo a este Termo de Referência.
3.3 A PROPONENTE deverá comprovar sua qualificação técnica apresentando atestado(s) de
capacidade técnica (declaração ou certidão), em papel timbrado e com identificação do emitente
(nome completo, e-mail e telefone de contato), original ou em cópia autenticada, emitido(s) por
empresa(s) pública(s) ou privada(s) que possua(m), através do(s) qual(is) fique comprovada a
prestação satisfatória do serviço de disponibilização de plataforma online de treinamentos
Knowbe4 na solução KNOWBE4 SECURITY AWARENESS TRAINING (KSAT) – SaaS –
DIAMOND.
3.4 A PROPONENTE deverá apresentar, juntamente com a documentação de habilitação,
declaração formal de compromisso de que realizará seu credenciamento junto à KnowBe4,
obrigatoriamente, antes da assinatura do contrato, como condição para a contratação.
 

4. DA DISPONIBILIZAÇÃO DO SERVIÇO

 
4.1 Após a assinatura do Pedido de Compras, a CONTRATADA deverá se reunir com a
DATAPREV em até 05 (cinco) dias úteis, contados a partir da solicitação realizada pela
DATAPREV, para realizar o alinhamento sobre o programa de treinamento e apresentação de
todas as funcionalidades da plataforma. Nesta ocasião deverão ser apresentados todos os
canais de contato para atendimento e suporte.
4.2 O acesso à plataforma deverá ser disponibilizado para a equipe gestora do programa de
treinamento em até 05 (cinco) dias úteis a contar da solicitação formal da área de Gestão de
Treinamento e Desenvolvimento da Dataprev (DIGT), o que ocorrerá somente após a realização
da reunião de alinhamento.
4.3 O consumo do serviço gerenciado da plataforma será sob demanda e, para fins de
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produção de treinamento, o tempo de utilização do serviço deverá ser limitado exclusivamente à
carga horária definida para a capacitação.

 

5. DA VIGÊNCIA CONTRATUAL

 
5.1 A ativação das licenças para os participantes será realizada em lote único, por meio de
carga inicial a ser executada pela CONTRATADA e decorre de solicitação formal encaminhada
à CONTRATADA pela área de Gestão de Treinamento e Desenvolvimento da Dataprev (DIGT).
Tal solicitação poderá ocorrer em até 20 (dias) dias corridos a contar da emissão do Pedido
de Compra (PC).
5 .2 A qualquer momento, durante a vigência do contrato, a DATAPREV poderá efetuar a
substituição de empregados ativos na plataforma.
5.3 O prazo de disponibilização dos serviços será de  60 (sessenta) meses a contar da data de
ativação das licenças na plataforma para DATAPREV.
5.4 O prazo para ativação das licenças será 30 (trinta) dias a partir da assinatura do
contrato/pedido de compras.
5.5 A CONTRATADA deverá estar apta a disponibilizar o serviço imediatamente após a
assinatura do Pedido de Compra (PC).
5.6 A vigência contratual será disciplinada na forma deste item - sendo 1 (um) mês para
ativação das licenças, a contar da assinatura do Contrato/Pedido de Compras,  e 60
(sessenta) meses para disponibilização das licenças e para o serviço gerenciado da
plataforma (sob demanda), a contar do termo de aceite da ativação das licenças -,
respeitando as condições estabelecidas na Lei nº 13.303/2016, podendo ser rescindido pela
Dataprev a qualquer tempo mediante aviso prévio de 60 (sessenta) dias.
5.7 O reajustamento do valor dos serviços do contrato, se dará pelo IPCA (Índice Nacional de
Preço ao Consumidor Amplo), calculado pelo IBGE, ou outro índice oficial que venha a
substituí-lo, observado as disposições legais e contratuais que regulam o assunto.
 
 

6. DAS OBRIGAÇÕES DA CONTRATADA

 
6.1 Prestar os serviços em total conformidade com as especificações do item 2 (Da
Especificação do Objeto) deste Termo.
6.2. Cumprir os prazos estabelecidos no item 4 (Da Disponibilização do Serviço) deste Termo.
6.3. Reunir-se virtualmente com a DATAPREV após assinatura do Pedido de Compra (PC),
para apresentar todas as funcionalidades da plataforma KnowBe4 que permitam a plena
utilização dos recursos para acesso, criação e automatização de campanhas de treinamento,
criação e gestão das simulações de phishing, extração dos principais relatórios etc.
6.4 Fornecer catálogo com pelo menos 803 conteúdos em português, e/ou legendados em
português, sendo esses conteúdos formatados como cursos, pôsteres, vídeos, jogos, além dos
outros formatos de Educação à Distância que sejam cabíveis.
6.5 Fornecer serviço de orientação ao cliente que garanta as instruções de utilização da
plataforma e das simulações de phishing com atendimento telefônico ou por e-mail.
6.6 Fornecer, na totalidade, os conteúdos da biblioteca Knowbe4 proposto na modalidade
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online.
6.7 Notificar a DATAPREV com antecedência mínima de 30 (trinta) dias corridos sempre que
houver previsão de exclusão de algum conteúdo da biblioteca;
6.8 Informar à DATAPREV sobre eventuais problemas que possam prejudicar ou impossibilitar
o bom andamento dos cursos;
6.9 Disponibilizar plataforma adequada para realização dos cursos online e simulações de
phishing;
6.10 Suportar e corrigir possíveis problemas técnicos, em termos de infraestrutura tecnológica;
6.11 Caso o descumprimento de uma das obrigações ocorra em decorrência de caso fortuito ou
força maior, devidamente comprovado, a contratada fica isenta da devida penalização. No
entanto, tal isenção não a exime da obrigação de realizar, posteriormente, em comum acordo
com a DATAPREV, ações complementares que se fizerem necessárias tendo em vista a
entrega integral do objeto contratado, especialmente no que diz respeito ao conteúdo
programático.
6.12 Prestar o serviço em plena conformidade com as determinações contidas neste Termo de
Referência;
6.13 Responder, para todos os fins e efeitos jurídicos, como única e exclusiva responsável
pelas obrigações trabalhistas e previdenciárias relativas aos profissionais utilizados na
execução dos serviços objetos do presente Contrato, permanecendo a DATAPREV isenta de
toda e qualquer responsabilidade.
6.14 Garantir a disponibilidade do ambiente virtual, com acesso ilimitado e disponibilização de
conteúdo online 24 horas por dia/sete dias por semana;
6.15 Disponibilizar suporte técnico a plataforma em até 24 horas, em caso de lentidão,
problemas técnicos ou dúvidas quanto ao uso ou configuração dos recursos disponíveis na
plataforma;
6.16 Realizar atualização constante do conteúdo dos cursos durante a vigência contratual;
6.17 Disponibilizar ambiente de aprendizagem em Português (BR);
6.18 Disponibilizar conteúdos dublados/legendados em Português (BR) para os cursos do
catálogo Knowbe4, garantindo acessibilidade, conforme Anexo II (0207030);
6.19 Permitir acesso à plataforma através de dispositivos móveis;
6.20 Permitir a navegação dos cursos em múltiplos navegadores, como Google Chrome, Mozilla
Firefox e Microsoft Edge;
6.21 Fornecer ambiente de gestão e usuário específico para acompanhamento online da
progressão e desempenho dos alunos matriculados pela área de Gestão de Treinamento e
Desenvolvimento da DATAPREV;
6.22 Fornecer relatórios avançados, executivos e de gestão, contendo no mínimo dados sobre
acesso, progresso e conclusão por participante e por módulos de treinamento, módulos de
vídeo e jogos; além de resultados de avaliação;
6.23 Possibilitar o gerenciamento de acesso por meio da configuração de perfis de acesso com
funções específicas na plataforma, sendo no mínimo: gestores de treinamento, gestores de
campanha de treinamento, gestores de campanha de phishing e administrador com acesso
total;
6.24 Dispor de canal de comunicação com os participantes em seu AVA e atender-lhes em suas
solicitações no prazo de até 48 (quarenta e oito) horas;
6.25 Permitir o download dos pacotes scorm em versão 1.2 e em formato vídeo, com opções de
legenda ou dublagem em Português do Brasil;
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6.26 A CONTRATADA deverá indicar um preposto, que fará a interlocução com a Gestão
Técnica e com a Gestão Administrativa do Contrato, bem como tratará de assuntos
relacionados à presente contratação, informando o número do telefone e e-mail, para contato
em caso de necessidade;
6.27 Manter-se habilitada e qualificada para a adequada prestação dos serviços contratados,
para o atendimento das demandas da DATAPREV, com qualidade e tempestividade;
6.28 Encaminhar à DATAPREV, quando solicitado, os contatos da Seguradora, responsável
pela emissão do Seguro Garantia do contrato.
 
6.29    Em relação ao tratamento dos dados pessoais em treinamentos online síncronos
ou assíncronos:

a.    A coleta de dados dos empregados se dará em observância aos termos da LGPD, estando
as partes cientes de que a DATAPREV é controladora dos dados dos seus empregados, os
quais devem ser utilizados estritamente para a finalidade do objeto contratual.

b.    É vedada a CONTRATADA o compartilhamento dos dados dos empregados da
DATAPREV com terceiros ou empresas subcontratadas sem o prévio consentimento da
DATAPREV a quem compete assegurar o consentimento ou esclarecimento quanto ao
tratamento dos dados perante seus empregados.

c.    Fica ciente a CONTRATADA que o tratamento dos dados pessoais a que tiver acesso deve
ocorrer em conformidade com a LGPD e nível de segurança adequado à classificação das
informações que serão tratadas durante a execução do contrato.

d.    A CONTRATADA se compromete a utilizar os dados pessoais exclusivamente para a
finalidade de inscrição, acompanhamento de progresso e certificação, quando aplicáveis.
Nos casos em que o dado pessoal for um requisito para inscrição ou cadastro em ambientes
virtuais de aprendizagem externos, a CONTRATADA fica obrigada a assinar Termo de Sigilo e
Privacidade - Anexo III.(0183700)

e.    É obrigação da CONTRATADA evidenciar para a DATAPREV o descarte seguro dos dados
pessoais a que tiver acesso após a finalização do serviço objeto deste Termo de Referência
 

7. DAS OBRIGAÇÕES DA DATAPREV

 
7.1 Agendar a reunião de alinhamento com a CONTRATADA, após assinatura do Pedido de
Compra para definição do cronograma de execução, prazos e ferramental online para execução
do curso;
7.2 Comunicar à CONTRATADA, a relação nominal de treinandos, contendo nome e e-mail,
para que sejam iniciados todos os preparativos necessários a adequada prestação do serviço;
7.3 Informar período de realização, horário e dados para acesso à plataforma de cursos online
aos participantes envolvidos;
7.4 Fiscalizar e acompanhar a prestação do serviço/objeto contratual, comunicando a
CONTRATADA toda e qualquer deficiência e/ou irregularidade relacionada com a entrega do
objeto, diligenciando nos casos que exigirem providencias corretivas;
7.5 Monitorar o cumprimento das especificações e condições estabelecidas neste Termo de
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Referência;
7.6 Aferir a qualidade da prestação do serviço por meio da Avaliação do Fornecedor.
7.7 Efetuar o pagamento do serviço prestado e consignado no contrato, nos termos do art. 69,
inciso III da Lei nº. 13.303/2016.

 

8. SANÇÕES ADMINISTRATIVAS

8.1 Por inadimplência de qualquer cláusula ou condição do presente Termo, seja por
imperfeição, erro ou atraso, a CONTRATADA incorrerá em infração contratual, ficando sujeita
às sanções constantes desta cláusula aplicável isolada ou cumulativamente, a critério da
DATAPREV, ressalvados os motivos de força maior ou caso fortuito comprovados pela
CONTRATADA e aceitos pela DATAPREV.

8.2 Com fundamento nos artigos 82, 83  e 84 da Lei nº 13.303/2016, a CONTRATADA ficará
sujeita, no caso de inexecução parcial ou inexecução total da obrigação, sem prejuízo das
responsabilidades civil e criminal, assegurada a prévia e ampla defesa, às seguintes penalidades:

a. Advertência;

b. Multa;

c. Suspensão temporária de participar em licitação e impedimento de contratar com a
DATAPREV, por prazo não superior a 02 (dois) anos.

8.3 As penalidades de advertência e suspensão poderão ser aplicadas juntamente com a de
multa.

8.4 As penalidades previstas acima não excluem a aplicação, quando cabíveis, de outras
previstas em legislação própria.

8.5 Em qualquer hipótese de aplicação de sanções será assegurado o contraditório e a ampla
defesa, garantindo a defesa prévia no prazo de 10 (dez) dias úteis da intimação, sem prejuízo às
sanções estabelecidas nos Artigos 82 e 83 da Lei nº 13.303/2016.

8.6 Especificamente, para efeito de aplicação de multas, às infrações são atribuídos graus,
conforme as tabelas 1 e 2 a seguir.

8.7 O somatório das multas de cada competência ficará limitado a 10% (dez por cento) do valor
total semestral do contrato, a ser aplicado na fatura da competência subsequente à dos fatos
geradores que as originaram, salvo no caso da última competência do contrato, sobre a qual
incidirão os valores das multas nela originadas.

8.8 O atraso injustificado, pelo período superior a 30 dias, na entrega dos serviços, configura
inexecução total do contrato, podendo ser, a critério da Administração, rescindido unilateralmente;

8.9 Caracterizará inexecução parcial do contrato a reincidência das infrações de grau 04 da
Tabela 1. Por conseguinte, uma nova reincidência de infrações dessa natureza, implicará na
inexecução total do contrato, podendo, a critério da DATAPREV, ensejar rescisão contratual de
forma unilateral.

 

 

TABELA 1

ITEM INFRAÇÃO GRAU
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01
Deixar de prestar os serviços em total conformidade com
as especificações do item 02 deste Termo de
Referência.

04

02 Deixar de zelar pela preservação do sigilo e pelo uso
restrito dos dados da DATAPREV. 04

03 Descumprir os prazos e condições estabelecidos no item
04 deste Termo de Referência. 03

04
Não dispor de infraestrutura física e tecnológica
necessária à execução do serviço, conforme estabelecido
no item 06 deste Termo de Referência.

03

05 Subcontratar, total ou parcialmente, o objeto do contrato. 03

06 Suspender ou interromper, salvo motivo de força maior ou
caso fortuito, a execução dos serviços. 04

07 Recusar-se a executar serviço determinado pela
DATAPREV, sem motivo justificado. 03

08

Deixar de cumprir quaisquer dos itens do Edital e/ou
Termo de Referência, mesmo que não previstos nesta
tabela, após reincidência formalmente notificada pela
fiscalização.

01

09
Deixar de responder, dentro do prazo estabelecido, as
comunicações oficiais da DATAPREV (correspondência
externa e e-mail).

01

10 Interromper a comunicação com a gestão do contrato. 01

11
Deixar de informar, imediatamente, a alteração de
qualquer dos contatos indicados no Plano
de Comunicação.

01

12 Deixar de indicar o preposto, em até 24 horas, após
notificação da DATAPREV. 01

13 Deixar de manter as condições de habilitação da licitação
durante a vigência do contrato. 01

14

Não corrigir possíveis problemas técnicos na plataforma,
garantindo o acesso dos participantes aos cursos e
demais recursos e ferramentas que deles façam parte,
visando sua adequada utilização.

02

 

TABELA 1

ITEM INFRAÇÃO GRAU
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15
Deixar de cumprir qualquer exigência legal, trabalhista ou
fiscal durante a vigência do contrato firmado com a
DATAPREV.

03

16 Não realizar integração via API com solução LMS
Dataprev/Sistema Corporativo, conforme especificado.

04

 

TABELA 1

ITEM INFRAÇÃO GRAU

 

TABELA 2

GRAU PERCENTUAL DA MULTA

01 1% sobre o valor da medição do serviço, por
ocorrência e por dia de atraso.

02 2% sobre o valor da medição do serviço, por
ocorrência e por dia de atraso.

03 4% sobre o valor da medição do serviço, por
ocorrência e por dia de atraso.

04 6% sobre o valor da medição do serviço, por
ocorrência e por dia de atraso.

 

9. DAS CONDIÇÕES DE FATURAMENTO E PAGAMENTO

 
O faturamento se dará das seguintes formas:
9.1 25% do valor total do contrato , mediante emissão de Termo de Aceite pela DATAPREV
em até 5 (cinco) dias úteis após a disponibilização dos acessos aos administradores e carga
total dos usuários na plataforma; e
9.2 75% do valor total do contrato distribuídos da seguinte forma: uma parcela anual, a cada
período de 12 meses de 15%, mediante emissão de Termo de Aceite pela DATAPREV, sendo o
da primeira parcela emitida 12 (doze) meses após a ativação dos acessos dos usuários.
9.3 A emissão da Nota Fiscal somente poderá ser realizada pela CONTRATADA, após o envio
do relatório de medição pela DATAPREV, e deverá ser encaminhada para
atendimento.ucr@dataprev.gov.br;
9.4 A CONTRATADA deverá indicar, na Nota Fiscal, o número do contrato, o número da
medição e o período de prestação dos serviços.
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9.5 O pagamento deverá ser efetuado pela DATAPREV no prazo de até 15 (quinze) dias
corridos após a apresentação da Nota Fiscal ou Fatura da prestação dos serviços.
9.6 A DATAPREV não pagará juros de mora por atraso de pagamento de Faturas referentes à
prestação dos serviços com ausência total ou parcial de documentação hábil ou pendente de
cumprimento de quaisquer cláusulas contratuais.
9.7 A gestão administrativa do contrato informará o endereço do portal, para que a
CONTRATADA realize do upload da documentação indicada entre os itens 9.7.1 e 9.7.6;
9.7.1. Certidão Conjunta de Débitos relativos a Tributos Federais e à Dívida Ativa da União.
9.7.2. Certidões Negativas de Débitos do Estado e do Município.
9.7.3. Certificado de Regularidade do FGTS - CRF emitido pela Caixa Econômica Federal.
9.7.4. Certidão Negativa de Débitos Trabalhistas – CNDT emitida pelo Poder Judiciário do
Trabalho.
9.7.5. SICAF – Sistema de Cadastramento Unificado de Fornecedores.
9.7.6. Para a empresa optante pelo simples, enviar a “declaração a ser apresentada pela
Pessoa Jurídica constante do Inciso Xl, do art. 4º da Instrução Normativa da RFB nº 1.234 de
11/01/2012” e o comprovante de pagamento do DAS (Documento de. Arrecadação do Simples
Nacional).
9.8 A Nota Fiscal da CONTRATADA com retenção do INSS deverá ser encaminhada para a
DATAPREV, pelo endereço eletrônico: atendimento.ucr@dataprev.gov.br, (os demais
documentos exigidos mantêm o prazo já estabelecido), em atendimento a implementação da
Escrituração Fiscal Digital de Retenções e Outras Informações Fiscais (EFD-Reinf), que faz
parte das obrigações acessórias do e-Social. O envio em atraso poderá incorrer em encargos
moratórios para a CONTRATADA.
 

10. DAS CONDIÇÕES GERAIS DA GARANTIA CONTRATUAL

10.1 Para garantir a fiel execução do contrato, a CONTRATADA deverá prestar, no prazo
máximo de 10 dias úteis, prorrogáveis por igual período, contados da assinatura do contrato, a
garantia de 5% (cinco por cento) do valor da contratação, em uma das modalidades previstas
na Lei n° 13.303/16, ficando ressalvada, desde já, a exigência de eventuais reforços de
garantia, dentro dos limites da Lei;
10.2 A não apresentação da garantia contratual, autoriza a DATAPREV a promover a retenção
dos pagamentos devidos à CONTRATADA, até o limite do valor da garantia, no pagamento da
primeira fatura;
10.3 No caso de garantia na modalidade seguro-garantia ou fiança bancária, esta deverá ter
seu prazo final de vigência estabelecido excedendo em, no mínimo, 03 (três) meses do prazo
final do presente contrato (Instrução Normativa nº 12/2020);
10.4 Não serão aceitas garantias oferecidas que possuam cláusulas ou condições que
impeçam ou restrinjam seu uso em favor da DATAPREV durante a execução do contrato,
inclusive em decorrência de aplicação de penalidades e de responsabilidades civil e trabalhista;
10.5 Nos casos em que valores de multas ou indenizações venham a ser descontados da
garantia, o valor original desta deverá ser recomposto no prazo de 48 (quarenta e oito) horas,
sob pena de rescisão administrativa do contrato;
10.6 A garantia prestada pela CONTRATADA somente será liberada ou restituída após a
integral execução do contrato, bem como a comprovação de quitação de todas as sanções
eventualmente aplicadas;
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10.7 Rescindido o contrato por culpa da CONTRATADA, perderá esta, em favor da DATAPREV,
a garantia prestada.
 

11. DA GESTÃO CONTRATUAL

 
•    Gestão Técnica

o    Gerente da Divisão de Gestão de Treinamento e Desenvolvimento – DIGT.

•    Gestão Administrativa

o    Gerente da Divisão de Gestão Administrativa de Contratos Diversos - DGCD
 

12. DA AVALIAÇÃO DO FORNECEDOR

 
Objetivando a contínua melhoria de seu processo de gestão, a DATAPREV realizará a
avaliação do desempenho da CONTRATADA, considerando os seguintes critérios:

•   Comunicação: avaliação qualitativa da comunicação do fornecedor, como: clareza na
informação, formas de solicitações e questionamentos à DATAPREV, educação e nível de
formalidade no atendimento, e tempo de resposta às Solicitações da DATAPREV.

•    Confiabilidade: Prestação correta (isenta de falhas e erros) do serviço/atendimento,
comprovando a eficácia das medidas preventivas e/ou corretivas adotadas.

•    Organização: Demonstra planejamento, integração e controle das atividades, cumprindo os
prazos acordados, disponibilidade de pessoal, com domínio dos serviços e conhecimento das
atividades.
 
Para os critérios descritos acima serão atribuídas notas de 0 (zero) a 10 (dez), cuja média
resultará em um dos seguintes conceitos:

•    Péssimo (0 a 4,9) / Regular (5 a 7,4) / Bom (7,5 a 8,9) / Ótimo (de 9 a 10).
 

13. SIGILO E INVIOLABILIDADE 

 
13.1 A CONTRATADA deverá assinar TERMO DE SIGILO que se encontra no Anexo III
(0183700), a fim de garantir o sigilo e a inviolabilidade das informações a que eventualmente
possa ter acesso, durante a prestação do serviço.

13.2 A CONTRATADA deverá prestar esclarecimentos à DATAPREV sobre eventuais atos ou
fatos noticiados que se refiram à mesma.
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14. DAS DISPOSIÇÕES FINAIS

 
14.1 O cumprimento integral das obrigações previstas neste termo servirá de parâmetro à
análise pela DATAPREV da qualidade dos serviços prestados.

14.2 Aplicam-se à execução e à solução dos casos omissos a Lei nº 13.303/2016 e demais
legislações relacionadas à matéria.
 
ANEXO
 
ANEXO I - Especificação Técnica para Integração via API  (0199605)
ANEXO II - Catálogo atualizado de cursos da KnowB4 em português ( 0207030)
ANEXO III - Termo de Sigilo e Privacidade ( 0183700)
ANEXO IV - Planilha de Preços ( 0215487)
 
* Este documento se torna válido a partir da assinatura de todos os signatários
indicados. Estando automaticamente invalidadas assinaturas posteriores realizadas por
usuários não indicados.

Documento assinado eletronicamente por Raquel Goncalves Caldeira Brant Losekann , Gerente, em
17/04/2026, às 15:08, conforme horário oficial de Brasília, com fundamento no Decreto nº 8.539, de 8
de outubro de 2015 e no Decreto n° 10.543, de 13 de novembro de 2020.

Documento assinado eletronicamente por Fabricio Cicilio Granette de Souza Pinto da Silva , Gerente
Executivo, em 17/04/2026, às 17:26, conforme horário oficial de Brasília, com fundamento no Decreto
nº 8.539, de 8 de outubro de 2015 e no Decreto n° 10.543, de 13 de novembro de 2020.

Documento assinado eletronicamente por Lenildo Nasario Junior, Gerente Executivo, em 20/04/2026,
às 08:04, conforme horário oficial de Brasília, com fundamento no Decreto nº 8.539, de 8 de outubro de
2015 e no Decreto n° 10.543, de 13 de novembro de 2020.

A autenticidade deste documento pode ser conferida no site
https://dataprev.sei.gov.br/sei/controlador_externo.php?
acao=documento_conferir&id_orgao_acesso_externo=0, informando o código verificador 0227605 e o
código CRC 8E1A6324.

Referência: Processo nº 44129.011223/2025-98 SEI nº 0227605
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Especificação Técnica para Integração via API 

Os campos abaixo e suas respectivas especificações devem ser considerados 

para viabilizar a integração, via API, entre o LMS/Sistema Corporativo da 

Dataprev e a plataforma KnowBE4. 

 

1. Lista de campos:  

• Nome Fornecedor (Nome do Fornecedor)  

• Nome Usuário (Nome do Aluno)  

• E-mail Usuário (Email do Aluno)  

• Nome Curso (Nome do Curso)  

• Data Última Atividade (se não possuir, considera data da consulta se 

houve alteração em algum dado)  

• Início do Curso (Data da Matrícula)  

• Término do Curso (Data de Conclusão)  

• Duração do Curso (Carga horária do curso)  

• Status (Não Iniciado, Em andamento, Concluído (ou Aprovado), Expirado 

(algumas plataformas utilizam o termo Vencido) 

• Descritivo (campo oculto que aceita qualquer dado para fins de registro) 

 

 As plataformas parceiras devem disponibilizar estes dados via API REST, ou 

qualquer interface que retorne como resultado um JSON válido, contendo todos 

- ou parcialmente - os campos listados acima, de modo que seja possível a criação 

de um “job” no Fluig que irá consultar periodicamente - hoje definido para uma 

vez por dia - os dados de cursos e treinamentos, criando novos registros e 

atualizando os já existentes, de forma programática.  
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Havendo a necessidade de usuário e senha de autenticação, token de acesso, ou 

qualquer outro restritivo, deve também ser disponibilizado pelas aplicações 

parceiras, garantindo o acesso às informações necessárias. 

  

2. JSON Exemplo Prático 

 

[ 

  { 

    "nomeFornecedor": "Dataprev Treinamentos", 

    "nomeUsuario": "Joao Silva", 

    "emailUsuario": "joao.silva@dataprev.gov.br", 

    "nomeCurso": "Introducao a Sistemas", 

    "ultimaAtividade": "2025-12-01", 

    "inicioCurso": "2025-10-15", 

    "terminoCurso": "2025-12-15", 

    "duracaoCurso": "60h", 

    "status": "Concluido" 

  } 

] 

 

3. Definição exemplo JSON SCHEMA 

 

{ 

  "$schema": "https://json-schema.org/draft/2020-12/schema", 

  "type": "array", 
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  "items": { 

    "type": "object", 

    "additionalProperties": false, 

    "properties": { 

      "nomeFornecedor": { 

        "type": "string", 

        "description": "Nome do fornecedor" 

      }, 

      "nomeUsuario": { 

        "type": "string", 

        "description": "Nome do usuario" 

      }, 

      "emailUsuario": { 

        "type": "string", 

        "format": "email", 

        "description": "Email do usuario" 

      }, 

      "nomeCurso": { 

        "type": "string", 

        "description": "Nome do curso" 

      }, 

      "ultimaAtividade": { 

        "type": "string", 

        "format": "date", 

        "description": "Data da ultima atividade" 

      }, 

      "inicioCurso": { 
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        "type": "string", 

        "format": "date", 

        "description": "Data da matricula do curso" 

      }, 

      "terminoCurso": { 

        "type": "string", 

        "format": "date", 

        "description": "Data de conclusao do curso" 

      }, 

      "duracaoCurso": { 

        "type": "string", 

        "description": "Carga horaria do curso" 

      }, 

      "status": { 

        "type": "string", 

        "description": "Não Iniciado, Em andamento, Concluído, Expirado" 

      } 

    }, 

    "required":  

    [ 

      "nomeFornecedor", 

      "nomeUsuario", 

      "emailUsuario", 

      "nomeCurso", 

      "ultimaAtividade", 

      "inicioCurso", 

      "terminoCurso", 

      "duracaoCurso", 
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      "Status" 

    ] 

  } 

} 

 



Title Description Content TypeDuration Published Date Publisher Languages Topics Targeted Training Subscription Level
"Security Awareness Foundations (SAF)" "From social engineering and phishing to mobile and physical threats, this flagship course provides a comprehensive overview of security awareness issues. This training aims to equip your employees with knowledge on a broad range of topics which represent the foundations of maintaining security and privacy. Upon completion, users will gain a firm understanding of what’s required of them to help protect data, systems, and people."Training Module 20 2025-02-20T14:22:59Z KnowBe4 Studiosall, en-us, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sr-latn-rs, sk-sk, sl-sl, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Malware, Data Protection, Human Firewall, Email Security, Passwords & Authentication, Data Privacy, Incident Reporting Level 3
"Restricted Intelligence Season 1: Ep 03 - A Cry for Help (Email Phishing)" "Gerald, who's on business in Corsica, has had his bag stolen. With his wallet, phone and laptop now missing, he has had to send an email to Jack from an internet café to ask for some help. Chloe is immediately skeptical, believing that Gerald's email account has been hacked, and wants to know how Jack can prove the email came from Gerald himself. "Video Module 4 2018-08-08T00:01:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, hr-hr, cs-cz, da-dk, nl-nl, et-ee, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, lv-lv, lt-lt, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Email Security, Social Media, Human Firewall Level 3
"Restricted Intelligence Season 1: Ep 01 - The Test (Passwords and Access)" "It's a regular Monday morning. Ellie tells Chloe that she's having difficulties logging on to her computer, despite using a really hard to guess password. Then Lionel complains that he can't log in either, and when Jack reports that a file is missing from his laptop, Chloe begins to suspect that the office network may be under attack. But all is not what it seems..."Video Module 4 2018-08-07T20:00:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, hr-hr, cs-cz, da-dk, nl-nl, et-ee, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, lv-lv, lt-lt, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhysical Security, Passwords & Authentication, Human Firewall Level 3
"Restricted Intelligence Season 1: Ep 05 - The Leak (Social Media)" "Rebecca is on a rampage to find out how a trade industry blog got wind of their meetings with a potential joint partner in the US. She has pulled the team in to a meeting to see if they have a mole in their midst. That is, until Ellie discovers the truth. " Video Module 4 2018-08-07T16:02:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, hr-hr, cs-cz, da-dk, nl-nl, et-ee, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, lv-lv, lt-lt, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Social Media, Human Firewall Level 3
"Restricted Intelligence Season 1: Ep 04 - The Journey (Removable Devices)" "Gerald and Lionel stand talking with tea in hand as they watch Chloe dart through the office franƟcally. She rushes over and relates that she is in a hurry and needs to get a presentaƟon to Rebecca, but she put it on a USB key, which she can't find. The guys tease her a liƩle and she ends up going to extreme measures in order to retrieve the USB key, ending up in a bit of a mess.  Video Module 4 2018-08-07T06:02:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, hr-hr, cs-cz, da-dk, nl-nl, et-ee, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, lv-lv, lt-lt, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnUSB, Human Firewall Level 3
"Restricted Intelligence Season 1: Ep 02 - Browsing (Safe Surfing)" "A chain of events is revealed in flashback, as Ellie explains to Rebecca in true CSI style. Lionel was looking for an online solution to his ‘problem' but ended up on a fake site. When he downloaded the tutorial, it allowed a key-logger on to his computer, which identified his login details. That's how Gerald's crucial product presentation got leaked and why he got angry. And you wouldn't like him when he's angry... "Video Module 4 2018-08-07T02:00:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, hr-hr, cs-cz, da-dk, nl-nl, et-ee, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, lv-lv, lt-lt, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnMalware, Human Firewall Level 3
"Restricted Intelligence Season 1: Ep 06 - The Lesson (Mobile Devices)" "Rebecca calls Ellie into her office. Inside, Rebecca delivers Ellie a hypothetical scenario, in which she (Rebecca) has not listened to her own advice and asks Ellie to help her put things right. After all, it wouldn't be good for office morale if the others in the office found out. " Video Module 4 2018-08-07T00:02:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, hr-hr, cs-cz, da-dk, nl-nl, et-ee, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, lv-lv, lt-lt, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnMobile Devices, Working Remotely, Human Firewall Frequent TravelersLevel 3
"2025 KnowBe4 Security Awareness Training - 30 Minutes" "In this interactive training course, employees will learn about some of the latest cyberthreats employees face and the attack methods cybercriminals use to gain access to sensitive information. Security experts from KnowBe4 will demonstrate a cyberattack using a business communication system and help employees identify some of the red flags that could alert them to this kind of attack. Employees will also learn how to protect sensitive information with strong password habits, secure mobile device practices, and smart usage of AI chatbots. Upon completion, employees will be more aware of potential security threats and better prepared to take action and report these threats to help safeguard their organization. Note: In this course, we highlight how to use the Phish Alert Button (PAB) to report security incidents. If you choose to hide the PAB page, we advise adding information about your reporting processes using the 'Add Learning Material' or 'Brandable Content' features within the Content Manager."Training Module 30 2024-11-04T14:46:56Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sr-latn-rs, sk-sk, sl-sl, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnRansomware, Social Engineering, Data Protection, Email Security, Internet Use, Mobile Devices, Passwords & Authentication, Social Media, AI, Data Privacy, Phishing Level 1
"Danger Zone" "In this module, learners will be presented with immersive video scenarios, helping them choose the correct path for our hero, an average employee trying to get to the end of the day without any security breaches. This module builds on basic security awareness training content, so you should have completed entry-level training before starƟng this module. Training Module 5 2022-10-07T17:47:19Z KnowBe4 Studiosall, en-us, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sr-latn-rs, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Tailgating, Vishing, Human Firewall, Red Flags, Email Security, Social Media Level 2
"Using the Phish Alert Button - Report Suspicious Emails using Microsoft 365" "In this module, you’ll learn about the Phish Alert Button (PAB), an email plug-in that gives your users a safe way to handle actual or potential phishing emails. We introduce you to Sam, your Security Awareness Mentor, as he teaches you how to distinguish between spam, phishing and spear-phishing emails. Using the PAB will forward any suspicious emails to your organization’s security team for analysis and delete the email from your user’s inbox, preventing future exposure."Training Module 7 2022-02-09T00:44:49Z KnowBe4 Studiosall, en-us, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sr-latn-rs, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Human Firewall Level 1
"Using the Phish Alert Button - Report Suspicious Emails Using Microsoft Outlook" "In this module, you’ll learn about the Phish Alert Button (PAB), an email plugin that gives your users a safe way to handle actual or potential phishing emails. We introduce you to Sam, your Security Awareness Mentor, as he teaches you how to distinguish between spam, phishing, and spear-phishing emails. Using the PAB will forward any suspicious emails to your organization’s security team for analysis and delete the email from your user’s inbox, preventing future exposure."Training Module 7 2022-02-09T00:43:37Z KnowBe4 Studiosall, en-us, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sr-latn-rs, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Human Firewall Level 1
"Using the Phish Alert Button - Report Suspicious Emails Using the Chrome Extension" "In this module, you’ll learn about the Phish Alert Button (PAB), an email plugin that gives your users a safe way to handle actual or potential phishing emails. We introduce you to Sam, your Security Awareness Mentor, as he teaches you how to distinguish between spam, phishing, and spear-phishing emails. Using the PAB will forward any suspicious emails to your organization’s security team for analysis and delete the email from your user’s inbox, preventing future exposure."Training Module 7 2022-02-09T00:43:19Z KnowBe4 Studiosall, en-us, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sr-latn-rs, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Human Firewall Level 1
"Using the Phish Alert Button - Report Suspicious Emails Using the Gmail Add-on" "In this module, you’ll learn about the Phish Alert Button (PAB), an email plugin that gives your users a safe way to handle actual or potential phishing emails. We introduce you to Sam, your Security Awareness Mentor, as he teaches you how to distinguish between spam, phishing, and spear-phishing emails. Using the PAB will forward any suspicious emails to your organization’s security team for analysis and delete the email from your user’s inbox, preventing future exposure."Training Module 7 2022-02-09T00:42:32Z KnowBe4 Studiosall, en-us, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sr-latn-rs, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Human Firewall Level 1
"Creating Strong Passwords - Security Awareness Training" "A whopping 81 percent of data breaches used stolen or weak passwords. This module covers important rules for creating strong passwords, including the latest trend in password security -- the passphrase. You will also discover ways you can keep your passwords secure." Training Module 8 2021-02-26T13:06:34Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, hr-hr, cs-cz, da-dk, nl-nl, en-gb, et-ee, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, lv-lv, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Passwords & Authentication Level 2
"Spot the Phish Game: Foundational"      "Make sure you can spot a phishing aƩempt by using this condensed Spot the Phish game. With ten quick scenarios, you need to decide whether the correspondence is legit or a phish. Can you spot all the red flags?" Game 5 2020-10-02T17:08:16Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sr-latn-rs, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Spear Phishing, Email Security, CEO Fraud, Human Firewall Level 3
"Micro-module - Social Engineering" "This 5-minute micro-module defines social engineering and describes what criminals are after. It covers the three main areas of attack: digital attacks, in-person attacks, and phone attacks. " Training Module 5 2020-09-09T16:06:01Z KnowBe4 Studiosall, en-us, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, hr-hr, cs-cz, da-dk, nl-nl, en-gb, et-ee, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, lv-lv, lt-lt, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Social Engineering, Phishing, Tailgating, Vishing Level 2
"Kickoff: Introduction to Cybersecurity" "This video module raises awareness about the dangers of cybercrime and emphasizes the importance of each individual in the fight against cyberattacks. Continuous training creates the necessary awareness to recognize attacks and respond to them appropriately. The video is particularly suitable for increasing motivation at the beginning of a training campaign, but can also be used to refresh knowledge at other points."Video Module 3 2020-07-28T17:57:27Z KnowBe4 Studiosall, en-us, sq-al, ar-mod, zh-hk, zh-cn, zh-tw, hr-hr, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnInternet Use, Human Firewall Level 3
"Fake Meeting Request Demonstration" "Criminal hackers are constantly updaƟng their phishing aƩacks with new spins. A good example is phishing that uses virtual meeƟng invitaƟons. Since aƩending virtual meeƟngs has become the norm for many organizaƟons, you need to be very cauƟous when being asked to click, even if it is a simple meeƟng invite. In the following demonstraƟon, Kevin Mitnick will show how a bad actor can use an “update” to a plaƞorm such as MicrosoŌ Teams or Zoom to trick someone into unknowingly installing malicious soŌware. Video Module 5 2022-08-31T15:43:08Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sr-latn-rs, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Human Firewall Level 2
"Social Engineering Two-Factor Authentication Access Demonstration" "Today, many organizations require an extra step on top of entering a username and password. This is known as multi-factor authentication (MFA) or two-factor authentication (2FA). Using 2FA does add an extra layer of protection, but it does not mean you can let your guard down. In the following video module, Kevin Mitnick demonstrates how a bad actor can successfully break into someone's account that has 2FA set up."Video Module 5 2022-08-31T15:42:37Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sr-latn-rs, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Vishing, Human Firewall Level 2
"Using the Phish Alert Button - Basic Use with Microsoft 365" "In this module, you’ll learn about the Phish Alert BuƩon (PAB), an email plug-in that gives your users a safe way to handle actual or potenƟal phishing emails. Using the PAB will forward any suspicious emails to your organizaƟon’s security team for analysis and delete the email from your user’s inbox, prevenƟng future exposure. This module is a brief introducƟon to the PAB, so training on how to handle emails should be assigned before implemenƟng this training.  Training Module 4 2022-03-22T16:19:16Z KnowBe4 Studiosall, en-us, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Human Firewall Level 1
"Using the Phish Alert Button - Basic Use with Microsoft Outlook" "In this module, you’ll learn about the Phish Alert Button (PAB), an email plug-in that gives your users a safe way to handle actual or potential phishing emails. Using the PAB will forward any suspicious emails to your organization’s security team for analysis and delete the email from your user’s inbox, preventing future exposure. This module is a brief introduction to the PAB, so training on how to handle emails should be assigned before implementing this training. "Training Module 4 2022-03-22T16:19:09Z KnowBe4 Studiosall, en-us, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Human Firewall Level 1
"Using the Phish Alert Button - Basic Use with the Chrome Extension" "In this module, you’ll learn about the Phish Alert BuƩon (PAB), an email plug-in that gives your users a safe way to handle actual or potenƟal phishing emails. Using the PAB will forward any suspicious emails to your organizaƟon’s security team for analysis and delete the email from your user’s inbox, prevenƟng future exposure. This module is a brief introducƟon to the PAB, so training on how to handle emails should be assigned before implemenƟng this training.  Training Module 4 2022-03-22T16:18:59Z KnowBe4 Studiosall, en-us, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Human Firewall Level 1
"Using the Phish Alert Button - Basic Use with the Gmail Add-on" "In this module, you’ll learn about the Phish Alert Button (PAB), an email plug-in that gives your users a safe way to handle actual or potential phishing emails. Using the PAB will forward any suspicious emails to your organization’s security team for analysis and delete the email from your user’s inbox, preventing future exposure. This module is a brief introduction to the PAB, so training on how to handle emails should be assigned before implementing this training."Training Module 4 2022-03-22T16:18:47Z KnowBe4 Studiosall, en-us, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sr-latn-rs, es-es, es-419, sv-se, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Human Firewall Level 1
"Business Email Compromise"  "In this mobile-first training module, employees will learn how business email compromise (BEC) scams work, the warning signs of BEC, how to handle a BEC message, and simple ways to prevent BEC. " Mobile-First Module7 2022-03-14T22:24:22Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, hr-hr, cs-cz, da-dk, nl-nl, en-au, en-gb, et-ee, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, lv-lv, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnCEO Fraud, Phishing, Social Engineering, Spear Phishing, Human Firewall, Red Flags, Email Security Level 3
"Security Snapshots - 'Dance On, Carl' (Physical Access)" "It takes courage to do the right security thing sometimes. So here’s Jenny, wrestling with the perfectly natural instinct of kindness. Actually though, when it comes to physical security, she’s going to have to toughen up. Enter Carl, literally. Will Jenny do the right thing and put him on the right path? It’s for your own good Carl." Video Module 2 2020-09-18T12:36:24Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Tailgating, Physical Security Level 3
"Security Snapshots - 'All Smiles' (Oversharing/Safe Media)" "Brad has reason to be pleased with himself. He’s rocking a major project at work. Like so many people, his impulse to share the news on social media is natural, but has to be fought. The consequences of oversharing represent a huge headache for business. Sorry Brad. You’ll have to keep a lid on it next time..." Video Module 2 2020-09-18T12:36:13Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Social Engineering Level 3
"Security Snapshots - 'Take That, Brad' (Phishing)" "The thing about successful hackers and social engineers is they understand how we really behave, as opposed to how we ought to... So in the case of Carl, a perfectly nice guy, it turns out he’s actually secretly pretty envious of Brad. This is an unfortunate feature of his otherwise blemish free character and it lays him wide open to a tempting phishing email. The rest, sadly, is oh so predictable... "Video Module 2 2020-09-18T12:35:06Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Phishing, Malware, Email Security Level 3
"Security Snapshots - 'Perish the Thought' (Document Disposal)" "At work people try really hard to be the best they can. They work long hours. They ace the technical or professional skills. They buy cake on birthdays. Somehow though, they seem to lose concentration when it comes to disposing of the by-products of all this hard work. They drop the ball at the last minute, when they’re tired or distracted, and can literally throw away all that success in a few careless seconds... "Video Module 2 2020-09-18T12:35:01Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall Level 3
"Security Snapshots - 'You’re Not At Home Now... Dave' (Clean Desk Policy)" "Every workplace seems to have a ‘Dave’, someone who seems to be untouched by conventions of tidiness. This may be a charming trait in an eccentric friend, but when it comes to security it’s a whole other level of anti-social. Bad people know that the world of work is literally littered with ‘Dave’s and their inability to abide by a clean desk policy. A tidy workspace massively reduces the potential risk of secure or confidential information being seen by the wrong people..."Video Module 2 2020-09-18T12:34:55Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall Level 3
"Security Snapshots - 'Spilt Milk' (Cloud Sharing)"  "Mobile devices like laptops, phones and tablets give us the capability to be efficient and producƟve outside of the office. That includes using Cloud-based services to store and transport files and data. These are robust and secure if they’ve been set up by your IT department.  If not… things can get a bit messy." Video Module 2 2020-09-18T12:33:57Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Internet Use Level 3
"Security Snapshots - 'Tough Love' (Passwords)" "While Dave is great at holding on to his rubbish, he’s not so good at keeping his passwords secure. Like lots of people he thinks it’s OK not only to write them down, but to display them openly too. Lucky for Dave, his colleague Carl has got his back. If by ‘got his back’ you mean ‘totally owned him’. Too bad Dave. These things just seem to keep happening don’t they? "Video Module 2 2020-09-18T12:33:41Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Passwords & Authentication Level 3
"Security Snapshots - 'Working Remotely' (Public Wi-Fi)" "It’s a sad fact that hackers love places where people go to chill out. It seems that relaxation is not just about comfy sofas, but also security standards. ‘How could anything bad possibly happen in a place where there is great coffee and outstanding baked goods?’ Well, because it’s also a place with a great phony Wi-Fi hotspot..." Video Module 2 2020-09-18T12:33:32Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, WiFi, Working Remotely Level 3
"Security Snapshots - 'Hungry' (Ransomware)" "While Brenda is distracted by thoughts of lunch she falls prey to a ransomware attack. All she did was click on a link in a dodgy email and boom, there’s lunch gone and a whole world of self-recrimination. Eugh! That’s going to leave a bad taste. " Video Module 2 2020-09-18T12:32:10Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Phishing, Ransomware Level 3
"Security Snapshots - 'Lost Loves' (Mobile Devices)" "Your phone may be small but it contains your whole world. Given its contents are so precious it’s amazing how many people fail to protect their phone with even the most basic security - like a pin code that can’t be guessed. And if MFA (multi-factor authentication) is available, use it. These are simple lessons, to stop your heart getting broken if your phone or mobile device, like a tablet or laptop goes missing... Say like Monique’s... "Video Module 2 2020-09-18T12:31:37Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Mobile Devices, Passwords & Authentication Level 3
"Security Snapshots - 'You Don’t Know Where That’s Been' (Portable Storage Devices)" "Alex is doing his happy dance again. This time he’s celebrating another successful deployment of his trusty ally, the USB key. They look inoffensive enough... So inoffensive and shiny, we pick them up and plug them in without a second thought for the malware or other nasties they might contain. There could be a whole ecosystem of bugs in there. So don’t... Just don’t."Video Module 2 2020-09-18T12:30:25Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, USB Level 3
"Security Snapshots - 'Surprise Endings' (Insider Threat)" "Bye bye Brad, and good riddance. Frankly you’ve been a nightmare to work with. It’s almost like you were looking to get fired. Brad’s laughing though, because he has been quietly hoovering up all the confidential information that his workmates have carelessly let slip. He didn’t have to try that hard. It fell into his lap - all those attachments with files that weren’t meant for him, all those documents left in bins and in plain view. Today’s colleague may be tomorrow’s competitor."Video Module 2 2020-09-18T12:27:26Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Physical Security Level 3
"Business Conduct Series: Acceptable Use Policy" "When joining an organisation you are often required to acknowledge an Acceptable Use Policy. The Acceptable Use Policy stipulates constraints and practices that a user must agree to for access to a corporate network or the Internet. This module explains an Acceptable Use Policy in terms that all employees can relate to using real life practical examples. This module is an episode of the 'Business Conduct' series, but is not dependent upon preceding modules in the series so, it can be utilized as a standalone training module."Training Module 5 2018-08-15T22:24:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, hr-hr, cs-cz, da-dk, nl-nl, en-us, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, sr-latn-rs, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Working Remotely, Email Security, Incident Reporting Level 3
"Safeguarding Data: Every Employee’s Responsibility" "This video explains how data funcƟons as an organizaƟon's lifeblood and emphasizes every employee's essenƟal role in protecƟng both customer personal informaƟon and confidenƟal organizaƟon data. It highlights the ethical and legal responsibiliƟes of data protecƟon while reminding employees that, despite robust security systems, each individual remains a criƟcal guardian of sensiƟve informaƟon. This video is also in the training module IntroducƟon to Data ProtecƟon.  Video Module 1 2025-10-20T14:54:43Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy Level 3
"Reporting Incidents Immediately" "This short video provides a refresher of the importance of immediately reporting security incidents. This video is included in the training module How to Become a Human Firewall." Video Module 1 2025-09-15T18:04:15Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnIncident Reporting Level 3
"Always Following Policy"   "This video explains why following organizaƟonal security and privacy policies is essenƟal to miƟgate the risk of data breaches, compliance violaƟons, and cyberaƩacks. This video is included in the training module How to Become a Human Firewall.  " Video Module 1 2025-06-06T12:16:47Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Human Firewall Level 3
"Practicing Situational Awareness" "This short video reviews physical security is just as important as cybersecurity. This video is included in the training module How to Become a Human Firewall." Video Module 1 2025-05-21T15:29:09Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnWorking Remotely, Physical Security Level 3
"Human Firewalls: Thinking Before Clicking" "Phishing continues to be the top strategy in every cybercriminal’s playbook. This short video provides a quick refresher on how phishing scams work and how to avoid falling for them. This video is included in the training module How to Become a Human Firewall." Video Module 2 2025-05-19T20:02:53Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Human Firewall Level 3
"Human Firewalls: Protecting Access" "This short video provides a quick refresher on the importance of protecting access, both physical and digital. This video is included in the training module 'How to Become a Human Firewall'." Video Module 1 2025-03-27T19:27:27Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Passwords & Authentication, Physical Security Level 3
"Defining Human Firewalls"  "This short video reminds people that security technologies, like firewalls and email filters, can’t catch every malicious aƩack. That’s why human firewalls are a vital part of protecƟng people, data, and resources. This video is included in the training module How to Become a Human Firewall. " Video Module 2 2025-01-23T20:12:17Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Data Protection, Human Firewall Level 3
"Security Awareness Proficiency Assessment (SAPA) Frequently Asked Questions" "This document addresses common end-user questions about the Security Awareness Proficiency Assessment (SAPA). Share it with employees when assigning SAPA to clarify its purpose and importance for cybersecurity awareness." Newsletters and Documents2024-08-26T13:06:52Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall Level 1
"Introduction to Data Protection" "In this module, employees will learn what personal information is, about general privacy principles, the types of data that need protection, how to identify threats to data, and what happens when we fail to protect data. This module includes best practices that apply to most privacy regulations (such as GDPR, PIPEDA, CCPA, LGPD, POPIA, and others) and policies, and it uses definitions for privacy and personal information that are broadly applicable."Training Module 11 2022-10-26T17:45:48Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Data Protection, Data Privacy, POPIA, LGPD, PII, GDPR, PHI, PIPEDA Level 3
"Security Awareness Proficiency Assessment (SAPA)" "This assessment was created and scientifically tested using the latest research developments to assess your organization’s proficiency in seven key security awareness training topics. Each user will be presented with 21 questions (pulled randomly from larger question pools) of varying difficulty that relate to 7 distinct security awareness knowledge areas. The results can also be used to assess an individuals’ proficiency and identify their respective training needs to create more effective and targeted security awareness and behavior training programs. Note: Due to the proprietary nature of our assessments and to protect their scientific integrity, KnowBe4 does not share a list of the assessment items (questions and/or answers)."Assessment 10 2022-07-11T19:25:00Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall Level 1
"Security for Finance" "This mobile-first training module teaches employees how to stop leaks of financial data, about regulations that affect financial data, simple steps for keeping finances secure, how to spot phishing scams targeting finance, and the signs of financial fraud." Mobile-First Module7 2021-10-19T19:43:47Z KnowBe4 Studiosall, en-us, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sr-latn-rs, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Phishing, Social Engineering, Malware, Red Flags Financial Services, Finance StaffLevel 3
"How to Become A Human Firewall" "Human firewalls are the last line of defense when it comes to security threats. While information security hardware and software are helpful, protecting sensitive data is still a human process. This short course highlights the traits of a strong human firewall that will help protect your organization from internal and external threats."Training Module 15 2021-09-29T18:13:38Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Phishing, Data Protection Level 3
"Restricted Intelligence Season 3: Ep 03 - Ask the Expert (Social Media Phishing)" "This episode advises to be more wary on social media and if you join any groups to confirm if they are legitimate. Always keep up to date on any confirmed phishing attacks. If you do fall for a phishing email always report it straight away, never try to sort it yourself. " Video Module 4 2019-11-25T12:17:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sr-latn-rs, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Personal Security, Email Security, Social Media, Data Privacy, PII Level 3
"Restricted Intelligence Season 6: Ep 01 - Out of the Shadows (Cloud Services)" "Lionel is agitated about the impending arrival of a new CISO in the office. However, when Scott Hargreves presents himself, Lionel tries to make out that he is the poster boy for information security, much to the irritation of his colleagues... " Video Module 4 2019-10-31T05:21:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, hr-hr, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sr-latn-rs, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEmail Security, Human Firewall, Data Privacy Level 3
"Restricted Intelligence Season 2: Ep 02 - What’s in a Name (Phishing)" "This course advises to not give any log in details to anyone over the phone, Verify the identity of the person calling as giving the log in details to someone over the phone may not be who they say to be and gain access to sensitive information. " Video Module 5 2019-09-30T21:22:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sr-latn-rs, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Personal Security, Email Security, Passwords & Authentication, Human Firewall, Data Privacy Level 3
"Basics of Phishing (with Quiz)" "Basics of Phishing covers a simple type of attack that deceives a lot of people." Training Module 10 2019-08-28T05:08:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, hr-hr, cs-cz, da-dk, nl-nl, en-gb, et-ee, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, lv-lv, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Human Firewall Level 3
"Social Engineering Foundations"  "Social engineers use manipulaƟon to insƟgate and influence human error. This course explores the psychology behind why scammers target human emoƟons and how individuals can avoid common scams, both at work and at home. " Training Module 10 2025-12-29T12:52:50Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Phishing, Personal Security, Data Protection Level 3
"Defining Security Awareness" "The short video provides a good refresher on what security awareness truly means. It reminds people that a security aware individual is someone who recognizes cyber threats and circumvents them with strong decision making. Security awareness also means taking measures to minimize mistakes that place systems, data, and people at risk. This video is also included in the training module A New Hire's Guide to Security Awareness."Video Module 2 2025-10-13T15:34:22Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Data Protection, Human Firewall Level 3
"2026 Danger Zone"   "Test your knowledge of informaƟon security best pracƟces in this fast-paced, gamified learning experience. In Danger Zone, you'll protect sensiƟve organizaƟonal data by answering criƟcal cybersecurity quesƟons to secure an exposed workstaƟon before a hacker gains access. Do you think you can beat the hacker?  " Game 15 2025-10-07T12:24:49Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Working Remotely, Email Security, Internet Use, Mobile Devices, Passwords & Authentication, Social Media, Incident Reporting Level 2
"2026 KnowBe4 Security Awareness Training - 15 minutes" "Cybercriminals are using artificial intelligence (AI) to create more convincing and personalized attacks at scale. In this module, you will learn how quickly cybercriminals can create phishing emails that target individuals to gain access to sensitive information. You will witness two security experts from KnowBe4 demonstrate a simulated phishing attack that results in the attacker gaining access to the target’s organization’s systems. You will also learn to recognize red flags in emails and understand the critical role they play in keeping your organization safe. Note: In this course, we highlight how to use the Phish Alert Button (PAB) to report security incidents. If you choose to hide the PAB page, we advise adding information about your reporting processes using the 'Add Learning Material' or 'Brandable Content' features within the Content Manager. This course combines new content with content from 2026 Your Role: Internet Security and You and The AI Evolution in Phishing Attacks demonstration. This demTraining Module 15 2025-09-12T17:14:03Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Ransomware, Data Protection, Email Security, AI, Data Privacy, Incident Reporting Level 1
"2026 Common Threats" "This interacƟve training module provides learners with the knowledge and skills to idenƟfy and prevent security threats that exploit the Windows Run dialog (Windows+R), also known as a ClickFix aƩack. While this demonstraƟon focuses on Windows environments, similar social engineering tacƟcs apply to macOS users using Terminal. Through pracƟcal examples and interacƟve scenarios, you’ll learn to recognize decepƟve tacƟcs used by cybercriminals to trick you into performing what seem like rouƟne IT requests.   Note: In this module, we highlight using tools like the Phish Alert BuƩon (PAB) to report security incidents. If you choose to hide the PAB page, we advise adding informaƟon about your reporƟng processes using the 'Add Learning Material' or 'Brandable Content' features within the Content Manager. This module also includes the stand-alone video module Ɵtled “Command-Based Social Engineering AƩacks”. Training Module 13 2025-09-12T17:09:50Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Malware, Incident Reporting Level 2
"Malware Motives" "This video explores the diverse capabiliƟes and moƟves behind malware, from privacy invasion through keyloggers to potenƟally life-threatening ransomware aƩacks on hospitals. It emphasizes the shared responsibility to avoid malware infecƟons across all environments. This video is included in the training module Malware FoundaƟons. Video Module 2 2025-08-25T12:16:12Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnCallback Phishing, Malware Level 3
"Command-Based Social Engineering Attacks Demo" "In this video module, cybersecurity experts demonstrate how aƩackers trick employees into using the Run command (accessed by pressing Windows+R on your keyboard) to gain unauthorized access to your organizaƟon's most sensiƟve informaƟon. Although this module specifically shows the exploit on a PC computer, cybercriminals can use the same tacƟc to target Apple users (by having them access the Terminal in Mac OS). You will learn the criƟcal warning signs to watch for and simple verificaƟon steps that can protect you and your organizaƟon. Video Module 5 2025-08-04T19:10:56Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering Level 2
"A Deepfake Social Engineering Attack" "Think you can spot a fake? In this video module, members of the cast of the popular security awareness series “The Inside Man” demonstrate how cybercriminals are using AI voice cloning and video deepfake technology to impersonate people you know. By using arƟficial intelligence, social engineering, and phishing tacƟcs, cybercriminals are able to compromise an organizaƟon’s defenses through simple requests. In this demonstraƟon, you will learn the red flags to watch for to protect yourself and your organizaƟon from sophisƟcated deepfake aƩacks. Video Module 6 2025-08-04T18:29:54Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Spear Phishing, Vishing, Data Protection, Human Firewall, AI, Data Privacy Level 2
"Phishing Foundations" "Phishing continues to be one of the most common and effective cyberattacks that target organizations and individuals alike. This module presents real-life scenarios of those attacks to demonstrate how cybercriminals trick people into clicking malicious links or divulging confidential information. Users will learn how to identify common warning signs and gain an understanding of advanced phishing techniques, including business email compromise, CEO fraud, and thread hijacking."Training Module 15 2025-07-31T18:05:29Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnCEO Fraud, Social Engineering, Spear Phishing, Vishing, Smishing, Human Firewall Level 3
"Behind the Hack: Exposing Tech Support Scams" "In this video module, members of the cast of the popular security awareness series “The Inside Man” demonstrate a realisƟc scenario of a decepƟve helpdesk support interacƟon. You'll witness firsthand how cybercriminals exploit helpdesk interacƟons to gain unauthorized access to organizaƟons. One actor plays the target and the other plays the aƩacker as they take you behind the scenes of this common social engineering tacƟc used by cybercriminals. The actors share their screens and point out what to look for in a similar aƩack. You'll see how a seemingly innocent request from HR unfolds into a mulƟstage aƩack that includes a text message followed by a phishing message. The demonstraƟon reveals how aƩackers can completely take control of a computer, allowing the aƩacker to move laterally (use one computer to gain access to and move) throughout an organizaƟon.  Video Module 8 2025-07-30T14:19:27Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Ransomware, Social Engineering, Spear Phishing, Smishing, Human Firewall, Email Security Level 2
"AI Voice Cloning Demo" "In this video module, cybersecurity professionals demonstrate the dangerous reality of AI-powered voice cloning in modern social engineering aƩacks. The demonstraƟon includes a simulated aƩack in which the aƩacker uses publicly available audio to create a convincing deepfake voice of an IT manager. The aƩacker then exploits this voice clone to manipulate an employee into revealing mulƟ-factor authenƟcaƟon (MFA) codes. Users will learn acƟonable defense strategies to protect themselves and their organizaƟon from these convincing aƩacks. Video Module 5 2025-07-07T14:02:25Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, AI, Data Privacy Level 2
"The AI Evolution in Phishing Attacks Demo" "In this video module, cybersecurity professionals demonstrate how cybercriminals can use ArƟficial Intelligence (AI) tools like ChatGPT to craŌ professional-looking phishing emails with minimal effort or technical knowledge. This demonstraƟon will reveal how modern phishing aƩacks have evolved beyond the obvious grammaƟcal errors and visual cues you have been taught to idenƟfy. Learn about the red flags to watch for to protect yourself and your organizaƟon from these convincing aƩacks. Video Module 6 2025-06-30T20:25:33Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Email Security, AI Level 2
"Phishing, Physical Security, and Data Breaches, Oh My!"   "Learn essenƟal security pracƟces to protect your organizaƟon. IdenƟfy phishing aƩempts, address physical vulnerabiliƟes, and respond to data breaches. Discover why immediately reporƟng security concerns stops small issues from becoming major incidents.  " Newsletters and Documents2025-06-19T17:14:03Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Data Protection, Human Firewall, Email Security, Internet Use, Data Privacy, Personal Security, Physical Security, Workplace Safety, Incident Reporting Level 1
"2025 KnowBe4 Security Awareness Training - 45 Minutes" "In this interactive course, employees will learn about some of the latest cyberthreats employees face and the attack methods cybercriminals use to gain access to sensitive information. Security experts from KnowBe4 will demonstrate a cyberattack using a business communication system and help employees identify some of the red flags that could alert them to this kind of attack. Employees will also learn about some of the common ways cybercriminals use artificial intelligence (AI) in their attacks and how to safely use AI. Upon completion, employees will be more aware of potential security threats and better prepared to take action and report these threats to help safeguard their organization. Note: In this course, we highlight how to use the Phish Alert Button (PAB) to report security incidents. If you choose to hide the PAB page, we advise adding information about your reporting processes using the 'Add Learning Material' or 'Brandable Content' features within the Content Manager."Training Module 45 2024-11-01T19:17:24Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Ransomware, Social Engineering, Data Protection, Email Security, Internet Use, Passwords & Authentication, Social Media, AI, Data Privacy Level 1
"Scams Are Not Seasonal: Halloween" "Apply seasonal security no matter which holiday you celebrate. " Posters & Artwork 2024-10-25T17:14:19Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Data Protection, Data Privacy, Personal Security Level 3
"Generative AI: Seeing Through the Deception" "Artificial intelligence (AI) can be a helpful tool that makes tasks more efficient and improves our daily lives. Unfortunately, cybercriminals have started using AI to make their social engineering attacks more believable and effective. They are taking advantage of generative AI to scam people with phishing emails, spoofed voice calls, and fraudulent videos of real people. In this video, employees will learn about how cybercriminals use generative AI in their attacks and the warning signs that can help them identify deepfake images, videos, and voice calls."Video Module 4 2024-10-17T18:08:13Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, AI Level 3
"Scams Are Not Seasonal: Diwali" "Apply seasonal security no matter which holiday you celebrate. " Posters & Artwork 2024-10-15T15:48:05Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy, Personal Security Level 3
"Artificial Intelligence Foundations" "As artificial intelligence (AI) becomes a larger part of our lives, it’s important to understand the threat it poses to security. This module provides an overview of what AI is, how social engineers use it to launch attacks, and what people can do to protect themselves and their organizations. " Training Module 10 2024-09-09T15:25:23Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, AI Level 3
"Microsoft Teams Phishing Demo" "This video module offers a hands-on demonstration of the risks and tactics involved in a cyberattack using Microsoft Teams. The 'Target,' portrayed by one presenter, demonstrates live what it's like to receive and interact with a deceptive message from an attacker. Meanwhile, the 'Attacker,' played by another presenter, provides a walkthrough of how they exploit Teams' features and use social engineering to bypass security measures to persuade the target to divulge sensitive information. The demonstration showcases how attackers can manipulate group chats and disguise malicious intents, emphasizing the need for vigilance and prompt reporting of suspicious activity to prevent breaches and protect organizational data."Video Module 7 2024-08-15T13:51:28Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering Level 2
"Slack Attack: Cybersecurity Demo" "This video module offers a hands-on demonstration of the risks and tactics involved in a cyberattack using Slack, a business communication system. The 'Target,' portrayed by one presenter, demonstrates live what it's like to receive and interact with a deceptive message from an attacker. Meanwhile, the 'Attacker' is played by another presenter. They provide a walkthrough of how to exploit Slack’s features by using social engineering to bypass security measures and persuade the target to divulge sensitive information. The demonstration showcases how attackers can manipulate group chats and disguise malicious intents, emphasizing the need for vigilance and prompt reporting of suspicious activity to prevent breaches and protect organizational data."Video Module 6 2024-08-09T19:25:12Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering Level 2
"Cloud Ransomware Demo" "In this demonstration, a team of KnowBe4 experts shows how using cloud-based systems doesn’t always protect users from things like ransomware, which can be installed even when using cloud devices. Everyone is a critical part of their organization’s defense, even in the cloud. This demonstration will teach end users to be aware, have a healthy level of suspicion when being asked to take an action, and alert their IT team when they receive anything suspicious."Video Module 7 2024-08-06T13:37:04Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnRansomware Level 2
"Insights From A Hacker: Social Engineering Red Flags" "Formerly named 2023 Social Engineering Red Flags with updates done in April 2024. Social engineering is one of the main tricks cybercriminals use to get people to take actions that go against their or their organization's best interests. To stay safe online and protect yourself and your organization, it is vital that you don't fall for these tricks. In this module, you will meet a social engineer and learn how to spot the red flags and signs of danger associated with common social engineering methods. "Training Module 10 2024-05-14T19:46:28Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Ransomware, Social Engineering, Spear Phishing, Vishing, Smishing, Red Flags, Human Firewall, Email Security, Mobile Devices, Social Media, Personal Security, Physical Security, Incident Reporting Level 2
"Ransomware Ready" "Ransomware infections are a primary contributor to data breaches for organizations across the globe and one of the top security threats to all industries. They can result in the loss or theft of organizational data and carry financial consequences for both individuals and organizations, especially if the ransom is paid. This module will empower employees to make smart security decisions to protect against ransomware attacks."Mobile-First Module5 2024-05-10T17:12:21Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnRansomware Level 2
"Artificial Intelligence, Security, and You" "Artificial Intelligence (AI) is a powerful tool for everyone, including cybercriminals. Use this poster to spread awareness about AI." Newsletters and Documents2024-04-18T20:31:35Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Internet Use, AI Level 3
"Artificial Intelligence Awareness" "Artificial Intelligence (AI) is a powerful tool for everyone, including cybercriminals. Use this poster to spread awareness about AI." Posters & Artwork 2024-04-18T20:23:57Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, uk-ua, vi-vnAI Level 3
"Mobile Device Security" "This module will take users on a comprehensive learning journey about mobile device security. This module is designed for users of all knowledge levels and covers a range of pracƟcal, easy-to-use techniques to help them stay secure when using mobile devices.  From proacƟve and preventaƟve techniques that stop problems before they start, to how to properly recognize and respond to mobile devices that have been compromised, this module will give users all the basic skills they need.  Training Module 12 2024-03-29T20:39:57Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Mobile Devices Level 2
"IT Security in the Workplace" "This training module provides information on various aspects of IT security in the workplace. It will explain more about different working environments and the safety requirements that apply to each of them. This module will cover working in the office, from home, and while on the move. Participants will learn about measures they can implement to protect their workplace, such as using passwords, installing system updates, and using a VPN when working remotely. Learners will take a short quiz at the end."Training Module 10 2024-03-28T17:47:35Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sr-latn-rs, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnWorking Remotely, WiFi, Physical Security Level 3
"2024 Kevin Mitnick Enabled Macro Content Demonstration" "Phishing is one of the most common cyberattacks cybercriminals use, but have you ever wondered how they work? In this video, Kevin Mitnick conducts a step-by-step walkthrough of what a cybercriminal sees and gains access to when you mistakenly enable malicious content from a phishing email. " Video Module 5 2023-11-30T18:47:02Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Red Flags, Email Security, Internet Use Level 2
"Identity Theft Foundations" "Identity theft is one of the most common scams impacting millions of people every year. At the root of these scams is the ongoing rise in data breaches that leak highly sensitive personal information. This course establishes the foundations of how to prevent such breaches and the opportunities they afford cybercriminals to steal someone’s identity. "Training Module 15 2023-07-29T20:31:38Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy Level 3
"Security Culture: Attitudes for Leaders" "Leaders should set the tone of 'security is a priority'. In this short module, you will understand the role that managers have in encouraging employees toward a positive security culture. You want your team to act securely, and your ability to shape a positive attitude toward security will ensure that they do." Mobile-First Module4 2023-06-01T11:52:18Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Data Protection, Human Firewall, Data Privacy Executives & LeadersLevel 3
"Security Culture: Attitudes" "Building a positive security culture is everybody's responsibility. Your attitude towards security impacts not only you but your team's daily work. By the end of this module, you will be able to explain the impacts of a positive attitude on security culture at work and at home. The first step to protecting your and the organization’s assets is recognizing that your attitude influences your behavior in all environments."Mobile-First Module5 2023-06-01T11:49:28Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Data Protection, Human Firewall, Data Privacy Level 3
"A New Frontier For Cybercrime" "The concept of the metaverse has been around for decades but has exploded in popularity in the last few years, giving cybercriminals a new way of finding victims! This poster supports the training module “Introduction to Cybersecurity in the Metaverse”." Posters & Artwork 2023-04-17T17:22:54Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Red Flags, Internet Use, Personal Security Level 2
"Metaverse Safety" "The Metaverse is the new frontier in cyberspace! That means it can be a strange and scary place, but these tips will help you make your Metaverse experience safer and more enjoyable." Newsletters and Documents2023-04-14T13:27:19Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Social Media Level 2
"Security Culture and You" "Everyone wants to exist in a safe, rewarding, and positive space. We often look to leaders to set a culture that meets our expectations, but we also have a vital role in creating that safe environment. By helping create a strong security culture, we can protect our organizations and homes from cyberattacks. This short video module will help you understand what security culture is, why it is important, and how you can help build one. "Video Module 4 2023-03-30T19:47:48Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sr-latn-rs, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Human Firewall, Internet Use Level 1
"QR Codes: Safe Scanning" " QR codes continue to be more common in our daily lives as quick, convenient ways of accessing websites without typing in long web addresses. They also offer a way to complete contact-free transactions without handing over cards or cash. However, their widespread applications and ease of use give cybercriminals another method of carrying out their attacks. This module discusses the threats associated with scanning QR codes, along with security tips to help you scan them safely."Video Module 4 2023-02-01T14:46:40Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Human Firewall, Internet Use, Mobile Devices Level 2
"Malware Foundations: Avoiding Malicious Software" "The dangers of malware (malicious software)  range in severity from data breaches to life-threatening scenarios. Use this quick guide to help avoid malicious infections and their harmful consequences." Newsletters and Documents2022-12-30T12:54:40Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Malware Level 3
"Putting Data Protection Into Practice" "In this module, employees will learn the best practices for protecting personal information and confidential organizational information, how to safeguard digital and physical data, and the importance of reporting incidents that compromise the security of the data they hold." Training Module 17 2022-12-30T01:23:17Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy Level 3
"Malware Foundations" "The dangers of malware range in severity from data breaches to life-threatening scenarios. This short course answers common questions about malware, reviews real-life examples, and focuses on the techniques every individual should prioritize to avoid malware at work, at home, and on the go." Training Module 15 2022-12-14T13:36:53Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Malware Level 3
"Malware Spreads" "Malware often spreads via malicious links and attachments that infect devices. Think before you click." Posters & Artwork 2022-12-14T13:36:41Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Malware Level 3
"Security Doc: Cyber Essentials Series - Working Remotely" "When you work from anywhere from the office you need to remain vigilant and watch out for security threats. This document will guide you in remembering how to stay protected while working remotely." Newsletters and Documents2022-11-15T13:35:01Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Working Remotely Level 3
"A New Hire's Guide to Security Awareness" "This short course is perfect for introducing the basic concepts of security awareness to new hires. They’ll learn what security awareness means, why following policy is so important, and how to maintain great security hygiene. " Training Module 12 2022-07-06T14:18:27Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Human Firewall, Data Privacy Level 3
"EU General Data Protection Regulation - A Simple Introduction" "The General Data Protection Regulation (GDPR) has been tightening and expanding the national data protection regulations of the EU member states since 2018. What the GDPR contains and what it requires from many organizations, including non-European organizations, is explained here in a comprehensive overview. Learners will take a short quiz at the end.    A Compliance Plus module for the European Union, EU"Training Module 5 2022-06-14T13:53:22Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy, GDPR Germany, Europe, Australia, Brazil, Canada, France, Global, Japan, Netherlands, Singapore, South Africa, Switzerland, United Kingdom, United States, Italy, India, Belgium, Ireland, Mexico, Saudi ArabiaCompliance Plus
"Introduction to Fire Safety" "This course provides an introduction to basic fire safety in the workplace. Employees will learn common causes of workplace fires and strategies for preventing them. They will also learn steps to prepare for a possible fire and actions to take if one occurs." Training Module 10 2022-04-22T19:30:40Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnWorkplace Safety United States, Australia, Brazil, Canada, Germany, Japan, Singapore, South Africa, United Kingdom, Belgium, Europe, France, Global, Ireland, Mexico, Netherlands, Saudi Arabia, Switzerland, India, Italy, Logistics & TransportationCompliance Plus
"Data protection - How it works!" "Of all the data that is processed at work every day, personal data must be handled with particular care. Why? Because even single pieces of personal data can allow detailed conclusions to be drawn about a person and because such information can cause great harm in the wrong hands. This module shows how data minimization and purpose limitation of data can be implemented in practice and which forms of clearances and consent have to be observed when processing data.   Compliance Plus module for the European Union, EU."Mobile-First Module5 2022-03-25T15:43:21Z KnowBe4 Studiosall, en-us, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, GDPR, Incident Reporting Germany, France, Europe, Australia, Brazil, Canada, Global, Japan, Netherlands, Singapore, South Africa, Switzerland, United Kingdom, United States, India, Italy, Retail & Wholesale, Belgium, Ireland, Mexico, Saudi ArabiaCompliance Plus
"What is personal data?" "Statutory data protection takes into account a variety of different types of data. The processing of personal data is particularly regulated by law (GDPR).  So what exactly is personal data, and how is it different from “normal” data? This module, explains what personal data is and how you should deal with it at work.   Compliance Plus module for the European Union, EU."Mobile-First Module5 2022-03-11T21:10:22Z KnowBe4 Studiosall, en-us, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnGDPR, Data Protection, Data Privacy Germany, France, Europe, Australia, Brazil, Canada, Global, Japan, Netherlands, Singapore, South Africa, Switzerland, United Kingdom, United States, India, ItalyCompliance Plus
"Data breaches - What should you do?" "Data protection (GDPR) is becoming increasingly important for employees in more and more industries and organizations. Stringent legal restrictions apply, especially when handling personal data. What happens if such data is lost or falls into the wrong hands? This module shows employees of organizations in the EU how to respond appropriately in the event of data loss, so that damage can be avoided or at least limited.   Compliance Plus module for the European Union, EU. "Mobile-First Module5 2022-02-28T18:18:25Z KnowBe4 Studiosall, en-us, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Email Security, Data Privacy, GDPR, Incident Reporting Germany, France, Europe, Australia, Brazil, Canada, Global, Japan, Netherlands, Singapore, South Africa, Switzerland, United Kingdom, United States, India, ItalyCompliance Plus
"Business Email Compromise: Not Just for Execs and Finance Anymore" "Business email compromise (BEC) is not just a threat for execuƟves and finance anymore. Cybercriminals have wised up and are adapƟng their tricks and techniques by targeƟng employees in sales and informaƟon technology roles more frequently using spoofed emails. This short module will introduce the learner to BEC and explain its threat to their organizaƟon. Most importantly, it will give learners effecƟve acƟons they can take to prevent BEC aƩacks from succeeding. Mobile-First Module4 2021-12-17T16:22:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnCEO Fraud, Social Engineering, Human Firewall Level 2
"How to Avoid Online Scams"  "Cybercriminals have developed a mulƟtude of ways they can scam you or your organizaƟon while online. This module covers some of the main online threats and acƟons you can take to protect your personal informaƟon as well as your organizaƟon’s valuable resources. " Mobile-First Module3 2021-12-17T15:49:35Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Human Firewall Level 2
"Pretexting: Setting You Up for the Scam" "Cybercriminals are more successful when your employees let their guards down. An effective pretexting campaign creates a scenario that gets them to lower their defenses, making them more likely to divulge information or take an action that they shouldn’t. This mobile-first training module identifies the main elements of effective pretexting and provides best practices for reducing the likelihood of falling victim to one of these scams."Mobile-First Module3 2021-12-09T22:30:41Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Human Firewall Level 2
"Anti-Phishing Essentials"  "This mobile-first training module teaches employees how phishing scams work, the risk phishing poses to our organizaƟon, how to idenƟfy the warning signs of phishing aƩacks, and how to handle a phishing scam.  " Mobile-First Module5 2021-10-28T16:17:09Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Phishing, Social Engineering, Malware, Red Flags Level 3
"Data Breaches: Stop the Leaks"  "According to researchers from Stanford University, 88% of data breaches are caused by human error. During a recent six-month period, 4.1 billion records were exposed. Give your employees the knowledge they need to protect your organizaƟon from becoming a cybercriminal’s next vicƟm. " Mobile-First Module3 2021-09-23T12:12:03Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Human Firewall, Red Flags, Data Privacy, Incident Reporting Level 2
"Cyber Snaps Series: Passwords" "Cybercriminals have many ways of stealing passwords, make sure you don't make it easy for them. In this snappy module learn how to generate a secure password. This module has been optimised for mobile as the primary training platform. " Mobile-First Module2 2021-07-06T17:20:53Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Passwords & Authentication Level 3
"Cyber Snaps Series: Social Media" "Use this module for a snappy introduction to the cybersecurity risks of social media, as well as etiquette when it comes to social sharing. This module has been optimised for mobile as the primary training platform. " Mobile-First Module2 2021-07-06T17:20:27Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Social Media Level 3
"Data Privacy Basics" "Data privacy is an ongoing challenge in the modern work environment. This course tackles that challenge by exploring what privacy means, how it differs from security, and what organizations and individuals must do to protect data. " Training Module 10 2021-06-29T18:03:45Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, sr-latn-rs, sl-sl, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy Level 3
"Beating Ransomware"   "This mobile first training module teaches employees how ransomware works, how criminals use ransomware to hijack file and systems, and some of the warning signs of a ransomware aƩack.  MediaPRO Training" Mobile-First Module4 2021-05-17T01:35:34Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnRansomware Level 3
"Phishing: Don’t Get Reeled In" "This module will show your employees some ways that cybercriminals use phishing to try to reel them in and break into your organization’s computer networks. Their goal is to trick employees into taking an action that will allow them to steal proprietary or customer-sensitive information. This module will also provide some tips for staying safe that can be used in the field."Mobile-First Module4 2021-05-17T01:22:59Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Human Firewall Level 1
"Staying Safe in the Cloud"  "Using the cloud doesn’t mean your employees don’t need to have a security mindset. This training module briefly explains what the cloud is and some of the security threats that exist. It then illustrates aƫtudes and behaviors that reduce the risks from those threats. " Mobile-First Module4 2021-05-17T01:22:22Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Human Firewall Level 2
"Security Doc: 2021 Kevin Mitnick Security Awareness Training" "You and your organization are at a significant risk of becoming victimized by cybercrime because it happens way more often than you realize. Discover from Kevin Mitnick, “The World’s Most Famous Hacker,” and KnowBe4’s Chief Hacking Officer, the techniques bad actors are using as well as actions you can take to protect yourself and your organization from the threats that exist. This informational document supports the training module series, “2021 Kevin Mitnick Security Awareness Training,” or can be used as a stand-alone training supplement."Newsletters and Documents2020-12-21T18:55:30Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Tailgating, Social Media, Internet Use, Human Firewall Level 1
"Poster: Cyber Essentials Series"   "Familiarise yourself with the Cyber EssenƟals and use this poster in electronic or printed format to support your training module." Posters & Artwork 2020-10-02T18:17:37Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Incident Reporting Level 3
"Phil Hendrie & Kevin Mitnick Pretexting - Credential Harvesting Attack" "In this video module, Phil Hendrie (voice actor and radio personality) teams up with Kevin Mitnick (world-renowned security consultant, public speaker, and author) to portray a social engineering attack using pretexting. Pretexting is a form of social engineering where the attacker lies to obtain restricted information or access. Phil roleplays a vishing attack (phone-based phishing), after which Kevin explains how Phil, as the attacker, used social engineering to trick an unsuspecting user to enter their email login credentials into a fake website. "Video Module 5 2020-05-15T20:05:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnMalware, Social Engineering, Vishing, Human Firewall Level 2
"Security Doc: Cyber Essentials Series - Information Classification 101" "Understand the classification of the information you are working with. Use this informational graphic as an emailer, poster or leaflet to support the training module 'Cyber Essentials Series: Information Classification 101' or as a stand-alone awareness piece." Newsletters and Documents2019-12-23T16:05:00Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnIncident Reporting, Human Firewall Level 3
"Restricted Intelligence Season 3: Ep 04 - It's Come To My Attention (Homeworking)"  "This episode shows the security issues that could occur when working from home. If there is no screen lock or any passwords on the computer, then it exposes the sensiƟve informaƟon. You should also make sure you are on a secure network before accessing any company data.  " Video Module 5 2019-11-25T23:17:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPersonal Security, Physical Security, Mobile Devices, Passwords & Authentication, Internet Use, Data Privacy Level 3
"Restricted Intelligence Season 3: Ep 01 - Leave It To The Master (Social Engineering)" "This episode shows the correct way to tackle social engineering attempts. By remaining vigilant, you can ensure issues such as tail gating are correctly fought. Always remember that security is vital. " Video Module 5 2019-11-25T22:48:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Personal Security, Data Privacy Level 3
"Restricted Intelligence Season 6: Ep 04 - Don't Say a Word (Ransomware)" "Aaron is panicked and upset when his computer is hit by a ransomware scam, threatening to reveal his browser history unless he pays a ransom. He goes to Ian for help and has to reveal the real reason he is so worried by the email - his secret hobby..." Video Module 4 2019-10-31T22:20:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, hr-hr, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnRansomware, Physical Security, Email Security, Data Privacy, Incident Reporting Level 3
"Restricted Intelligence Season 6: Ep 05 - Charity Case (Phishing)" "Emily finds Chloe and Jack, panicking that Scott has emailed her to send him some gift cards for a homeless dog charity he is supporting. Jack tries to prove himself equally charitable, and sends Emily out with his own credit card to buy the cards, since Scott and his assistant are unavailable in a meeting. However, Scott appears to know nothing of the situation when he bumps into Chloe and Jack later..."Video Module 3 2019-10-31T05:19:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, hr-hr, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Data Privacy, Incident Reporting, Internet Use Level 3
"Restricted Intelligence Season 2: Ep 01 - Impression Points (Travel)" "This course shows the importance of protecting data while traveling. Shows that you should always keep an eye on your belongings and if you do need to go away from the computer to leave a screen lock to protect data. " Video Module 5 2019-09-30T18:52:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPersonal Security, Email Security, Human Firewall Level 3
"Restricted Intelligence Season 2: Ep 07 - New Best Friend (Insider Threat)" "This course shows why you should challenge access rights as not properly challenged may result in sensitive classified information being leaked. " Video Module 5 2019-09-30T15:51:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPersonal Security, Data Privacy, Human Firewall Level 3
"Restricted Intelligence Season 2: Ep 06 - Nobody watches those things (Executive Behaviour)" "This course outlines how important privacy is and making sure the emails you have are read by you and no one else. It also shows to be aware of your surroundings at all times. " Video Module 4 2019-09-30T02:51:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPersonal Security, Physical Security, Email Security, Passwords & Authentication, Data Privacy, PII, Human Firewall Level 3
"Security Doc: Don't Be Like Rick: Security Awareness x3 Top Tips" "Wallet, keys, watch. Find out how these three things can be practically used as a way to remember basic online security. Never leave home without it!" Newsletters and Documents2019-09-20T16:06:00Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Passwords & Authentication, Mobile Devices, Phishing, Ransomware, Social Engineering, Spear Phishing, Malware, Working Remotely Level 3
"The Inside Man: Season 1 Ep 00 - Full Trailer"   "In KnowBe4’s signature video series, a compelling story, an incredible cast, and stellar producƟon quality combine to create the coolest series ever streamed.   Shy, slightly nerdy Mark is finding his way amidst super-friendly, supporƟve co-workers, office poliƟcs and his new job as IT Security analyst--a “white hat” hacker making the company safer.  At least…that’s how it looks on the outside.  No one suspects that he’s already inside their most secure systems, or that powerful forces are pulling his strings.  Will he complete his mission to bring down the company?  Or will these new friendships bring him out of the dark web and into the light?"Video Module 2 2019-03-20T23:25:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sr-latn-rs, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnMalware, Phishing, Social Engineering, Physical Security, Email Security, Passwords & Authentication, WiFi, Working Remotely Level 3
"The Inside Man: Season 1 Ep 01 - The New Guy (Social Engineering)" "The Khromacom IT team frantically attempts to deal with a cyber-attack when, seemingly out of nowhere, an unexpected job applicant steps in to save the day. Mark Shepard stops the attack, impressing IT Manager Ed, who offers him a temporary contract to join the security department. But who was the source of the attack ... and does this mean they can access all of the company’s systems? It turns out Mark may not be exactly what he seems … This video module teaches users about tailgating and enforces the importance of physical security."Video Module 8 2019-03-11T20:12:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, sr-latn-rs, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Physical Security Level 3
"The Inside Man: Season 1 Ep 02 - Social Hour (Social Media)" "Mark begins his new job at Khromacom, receiving his badge and meeting his new co-workers. Ed assigns Mark the task of finding out how the media got wind of the merger talks the company is involved in, but Mark already knows the source of the stories. Someone’s been a little loose-lipped with their social media updates...This module warns of the dangers when sensitive information is shared on social media.This module warns of the dangers when sensitive information is shared on social media."Video Module 7 2019-03-11T20:11:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, sr-latn-rs, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Media Level 3
"The Inside Man: Season 1 Ep 03 - On Our Side (Phishing Attacks)" "Mark's search for informaƟon about the merger brings him to the finance department where Erica stops him in his tracks. Mark decides to try a different tacƟc, targeƟng her with a phishing email. But when AJ, who has aspiraƟons of joining the security department himself, sees what he’s up to, Mark must pretend it was a phishing test for the whole office. Will anyone spot the red flags? Video Module 7 2019-03-11T20:10:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, sr-latn-rs, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnMalware, Phishing, Social Engineering, Email Security Level 3
"The Inside Man: Season 1 Ep 04 - Surprise (Document Disposal)" "AŌer his phishing email fails to reveal all the informaƟon the mysterious “handler” is looking for, Mark turns from the digital realm to the physical, and enlists the help of an expert dumpster diver to see what surprises the company’s trash holds. Meanwhile, Mark’s colleagues throw him a surprise party--an experience completely new to Mark... Video Module 6 2019-03-11T20:09:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, sr-latn-rs, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhysical Security Level 3
"The Inside Man: Season 1 Ep 05 - Takeaways (Clear Desktop Policy)" "Unable to find key informaƟon on the merger in the informaƟon found by Rat, Mark poses as a cleaner in order to access Erica’s office. He tries to assure his handler that he may have found what he needs in Erica’s liƩle brown book. The pressure to deliver gets stronger, as does Mark’s connecƟon to his quirky band of co-workers.  Video Module 6 2019-03-11T20:08:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, sr-latn-rs, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhysical Security Level 3
"The Inside Man: Season 1 Ep 06 - Masquerade (Cloud Services)" "It's time for Mark to clear out.  All he has to do is send all the information he has found on the classified merger to his handler and get out of town. However, before he has a chance to make the transfer, his friends drag him to the Red Nose Day party, where Ed offers him a full-time job. Now Mark has to decide--is he a black hat after all, or is he ready to become something more? This video reminds users to only use cloud services approved by their IT department."Video Module 10 2019-03-11T20:07:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, sr-latn-rs, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Social Engineering Level 3
"The Inside Man: Season 1 Ep 07 - Buying Time (Passwords)"  "Now a full-Ɵme member of the team, Mark must convince his handler that he’s sƟll on the case. To add to his distracƟon, Fiona introduces Mark to CharloƩe, a shy new employee who needs help seƫng up her passwords, and with whom Mark has a lot in common… This module stresses the importance of users taking advantage of a password manager to keep track of their strong, unique passwords and passphrases."Video Module 6 2019-03-11T20:06:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, sr-latn-rs, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEmail Security, Passwords & Authentication Level 3
"The Inside Man: Season 1 Ep 08 - Taken (Ransomware)"  "Erica receives a ransomware email and goes to Mark for help. Who knew using his skills to help people would feel good? The handler issues Mark a warning aŌer he suspects that Mark is holding back informaƟon about the company and deliberately delaying their operaƟon...  This module reminds users to never click on links in emails and to always report concerns about possible breaches to physical or informaƟon security."Video Module 6 2019-03-11T20:05:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, sr-latn-rs, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhysical Security, Email Security Level 3
"The Inside Man: Season 1 Ep 09 - Where the Wild Things Are (Travel Security)"  "Knowing Erica is now in the handler’s crosshairs, Mark is worried that her data, or even her safety, might be a risk. AŌer convincing Ed to let him accompany her, he joins a less-than-thrilled Erica at a Finance Conference. But one of the other aƩendees seems to know Mark a liƩle too well… This module serves as a reminder that users be aware of their surroundings in public or when traveling for work, be suspect of public Wi-Fi and always use a VPN to ensure network traffic is encrypted."Video Module 7 2019-03-11T20:04:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, sr-latn-rs, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnWiFi, Working Remotely Level 3
"The Inside Man: Season 1 Ep 10 - Keep Your Friends Close (App Security and Permissions)"  "Mark enlists AJ’s help to turn the tables on the handler, with the assistance of a hacker named Death Rage. The handler confronts Mark with some hard truths about Mark’s current situaƟon, as AJ and Death Rage explore the piƞalls of the terms and condiƟons… Users will be reminded to only download applicaƟons from well-established and trusted providers, as well as to install security updates as soon as they become available."Video Module 9 2019-03-11T20:03:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, sr-latn-rs, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnMalware Level 3
"The Inside Man: Season 1 Ep 11 - The Sound of Trumpets (External Devices)"  "Mark and AJ search through the informaƟon that Death Rage has extracted from the handler’s phone and discover the full, devasƟng extent of his plan. But how is the handler geƫng it in? And will they be in Ɵme to prevent it?  In this module, we see how USB drives can easily be weaponized by aƩackers. So it is crucial that users be cauƟous when using removable media. "Video Module 6 2019-03-11T20:02:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, sr-latn-rs, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnMalware, USB, Physical Security Level 3
"The Inside Man: Season 1 Ep 12 - Checkmate (Insider Threats)"  "Ed addresses the team on the dangers associated with insider threats, as Mark and AJ face off against the handler, armed with the informaƟon downloaded from his phone, in the hope of puƫng an end to his schemes...for now at least… In this final video, users are reminded once again to be wary of and report suspicious acƟvity because insider threats can come in all shapes and sizes!"Video Module 7 2019-03-11T20:01:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, sr-latn-rs, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall Level 3
"KnowBe4 Pretexting - 'Tech Support' Social Engineering" "In this video module Kevin Mitnick (world renowned security consultant, public speaker and author) and Rachel Tobac (social engineer and the CEO / Co-founder of SocialProof Security) roleplay a social engineering attack using pretexting. Pretexting is a form of social engineering where the attacker lies to obtain restricted information. Rachel demonstrates and explains how an attacker can gain information about your organization's defenses by pretending to be a member of the tech support team and how this can lead to your organization's network being compromised. "Video Module 3 2019-01-10T12:58:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering Level 2
"Security Doc: Cyber Essentials Series - Information Security 101" "The Information Security team is hard at work protecting clients, companies and confidential data. Your users are your best line of defense! Learn more about how to support your security team." Newsletters and Documents2018-11-01T16:34:00Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Incident Reporting Level 2
"Threat Management" "How do you react when a colleague who was fired threatens violence? When you suspect radicalization or there are cases of stalking? ‘Threat management’ describes how to recognize threats early on and how to protect employees and deflect damage to the company.  " Video Module 2 2018-05-25T12:56:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhysical Security Level 3
"Insider Threat" "Espionage, theft, sabotage or corruption—most people expect these types of attacks from the outside world. However, employees can also be induced to illegal activities against their own company. The video ‘Insider threat’ explains the causes and who probably benefits—and acts—in the background, also indicating suitable precautionary measures. "Video Module 2 2018-05-25T09:53:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Incident Reporting, Anti-Bribery & Corruption Level 3
"January 2026 Security Awareness Newsletter: Data Privacy, Compliance, and You" "Data privacy is an ongoing challenge in the modern work environment and an ongoing concern for individuals around the world. This issue addresses those challenges by revisiting the fundamentals of how to protect sensitive information, exploring why data compliance is important, and ways to maintain privacy at work and at home."Newsletters and Documents2025-12-23T15:47:31Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy, Personal Security Level 3
"January 2026 Security Awareness Newsletter: Scavenger Hunt" "A fun scavenger hunt for your employees to support the security awareness training information in the January 2026 Security Awareness Newsletter." Newsletters and Documents2025-12-23T15:47:14Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy, Personal Security Level 3
"Home Network Security"    "Ideal for people who work from home, this video reviews home network security basics. It provides a general overview of three home network security aspects: passwords, guest networks, and encrypƟon. This video is included in the training module Taking Security Awareness Home.    " Video Module 2 2025-12-02T20:08:59Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnWorking Remotely, WiFi, Data Privacy Level 3
"Thread Hijacking"   "This document reviews what thread hijacking is and how to use email securely.   " Newsletters and Documents2025-11-25T15:05:46Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Data Protection, Email Security Level 3
"Understanding Advanced Attacks"   "Use this document to raise awareness about the dangers of spear phishing aƩacks.  " Newsletters and Documents2025-11-24T18:44:27Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Spear Phishing, Malware, Data Protection Level 3
"Fantastic Scams and How to Avoid Them"   "Use this document to raise awareness about common scams and ways to avoid them.   " Newsletters and Documents2025-11-24T17:51:45Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Data Protection, Personal Security Level 3
"Top 5 Security Fundamentals"   "This document reviews the top five security fundamentals that everyone should have a firm understanding of.  " Newsletters and Documents2025-11-23T21:22:58Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Data Protection Level 3
"Smartphone Security Refresher"   "This document provides a refresher on smartphone security and its importance.  " Newsletters and Documents2025-11-23T20:09:20Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Smishing, Mobile Devices Level 3
"December 2025 Security Awareness Newsletter: Protecting Your Digital Identity" "With enough personal details, scammers can steal someone’s identity and use it to perform a variety of scams. Victims of identity theft often face a difficult recovery process ranging from stolen money to destroyed credit ratings. It’s a personal crime that requires a commitment to ensuring private information remains private." Newsletters and Documents2025-11-23T19:01:45Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Data Privacy, Personal Security Level 3
"December 2025 Security Awareness Newsletter: Scavenger Hunt" "A fun scavenger hunt for your employees to support the security awareness training information in the December 2025 Security Awareness Newsletter." Newsletters and Documents2025-11-23T19:01:30Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Data Privacy, Personal Security Level 3
"The Three Pillars of Security"   "This document reviews the three pillars of security (confidenƟality, integrity, and availability) and why they maƩer.  " Newsletters and Documents2025-11-21T18:50:33Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy Level 3
"The Basics of Malicious Software"   "Use this document to raise awareness about the dangers of malware infecƟons and how to avoid them.  " Newsletters and Documents2025-11-21T16:42:03Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnCallback Phishing, Malware, Data Protection Level 3
"Multi-Factor Authentication Explained" "This document reviews multi-factor authentication (MFA) to raise awareness about what it is and why it's so important." Newsletters and Documents2025-11-21T14:45:34Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Internet Use, Passwords & Authentication Level 3
"November 2025 Security Awareness Newsletter: Responding to Incidents" "One key goal of every organization is to avoid security incidents that lead to breaches, malware infections, and other unwanted consequences. Unfortunately, incidents may happen. How people respond to them could be the difference between a minor event and a major complication." Newsletters and Documents2025-10-23T15:01:01Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Data Protection, Physical Security, Incident Reporting Level 3
"November 2025 Security Awareness Newsletter: Scavenger Hunt" "A fun scavenger hunt for your employees to support the security awareness training information in the November 2025 Security Awareness Newsletter." Newsletters and Documents2025-10-23T15:00:40Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Data Protection, Physical Security, Incident Reporting Level 3
"October 2025 Security Awareness Newsletter: Ransomware Realities: What Everyone Needs to Know" "There is no doubt that ransomware attacks are among the top concerns for organizations in nearly every industry. From staggering financial losses to costly downtime, it’s vital that everyone gain a firm understanding of just how dangerous this form of malware is and how to avoid digital lockdowns." Newsletters and Documents2025-09-23T12:52:01Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Ransomware, Social Engineering Level 3



"October 2025 Security Awareness Newsletter: Scavenger Hunt" "A fun scavenger hunt for your employees to support the security awareness training information in the October 2025 Security Awareness Newsletter." Newsletters and Documents2025-09-23T12:51:50Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Ransomware, Social Engineering Level 3
"The Three Pillars of Security: Confidentiality, Integrity, and Availability"   "ConfidenƟality, integrity, and availability represent the three pillars of security. They provide a comprehensive strategy that helps organizaƟons protect data and people. This short training module reviews how the three pillars work together and how understanding them can help individuals improve their security posture.  " Mobile-First Module5 2025-09-11T12:45:27Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Data Protection, Data Privacy Level 3
"Scams Are Not Seasonal: New Years"  "Apply seasonal security no maƩer which holiday you celebrate. " Posters & Artwork 2025-08-27T14:40:52Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy, Personal Security Level 3
"Scams Are Not Seasonal: Easter"  "Apply seasonal security no maƩer which holiday you celebrate. " Posters & Artwork 2025-08-22T19:23:52Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Human Firewall, Data Privacy Level 3
"September 2025 Security Awareness Newsletter: Zero Trust Security" "The Zero Trust security model is built on the concept of “never trust; always verify.” This means nothing is inherently trusted at any point, and everything is always verified, often continuously. This month’s issue applies that mindset to all things related to security awareness." Newsletters and Documents2025-08-22T14:32:16Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Human Firewall, Data Privacy Level 3
"September 2025 Security Awareness Newsletter: Scavenger Hunt" "A fun scavenger hunt for your employees to support the security awareness training information in the September 2025 Security Awareness Newsletter." Newsletters and Documents2025-08-22T14:32:04Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Human Firewall, Data Privacy Level 3
"Spot the Phish Game: Save Twishing.com!"  "This game puts players in the role of a cybersecurity specialist who needs to protect their organisaƟon from a major hack. Players must dash through virtual workplace environments, interact with co-workers and analyse various digital communicaƟons to idenƟfy and defend against phishing aƩempts. " Game 15 2025-07-29T19:30:07Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnCEO Fraud, Callback Phishing, Ransomware, Social Engineering, Spear Phishing, Malware, Smishing, Red Flags, Human Firewall, Working Remotely, Email Security Level 3
"Spot the Phish: Verify That Message!"   "This document educates readers about evolving phishing tacƟcs, parƟcularly those enhanced by AI technology. It warns about sophisƟcated social engineering techniques used by cybercriminals to create convincing phishing aƩempts that threaten email security.    " Newsletters and Documents2025-07-29T19:29:53Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnCEO Fraud, Callback Phishing, Ransomware, Social Engineering, Spear Phishing, Malware, Smishing, Red Flags, Human Firewall, Working Remotely, Email Security Level 3
"Spot the Phish: The Anatomy of a URL"  "This poster is a visual reminder to check URLs or website addresses before interacƟng with them. It shows the key parts of a link using ‘hƩps://twishing.com/word’ as an example. " Posters & Artwork 2025-07-29T19:29:41Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnCEO Fraud, Ransomware, Social Engineering, Spear Phishing, Malware, Smishing, Red Flags, Human Firewall, Working Remotely, Email Security Level 3
"August 2025 Security Awareness Newsletter: Securing the Physical Domain" "Protecting information and maintaining security isn’t limited to circumventing cyberattacks. There’s also a physical side to security involving nontechnical approaches that play a big role in safeguarding people, devices, and data." Newsletters and Documents2025-07-24T13:51:24Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Tailgating, Physical Security Level 3
"August 2025 Security Awareness Newsletter: Scavenger Hunt" "A fun scavenger hunt for your employees to support the security awareness training information in the August 2025 Security Awareness Newsletter." Newsletters and Documents2025-07-24T13:51:09Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Tailgating, Physical Security Level 3
"Dreaming With AI: Mastering AI Assistants in the Workplace" "'Dreaming With AI: Mastering AI Assistants in the Workplace' delivers basic arƟficial intelligence literacy for all employees. This engaging video explores how ChatGPT can boost department producƟvity. Learn AI benefits, limitaƟons, and best pracƟces for seamless integraƟon. Empower your team with cuƫng-edge AI skills for the digital workplace. Video Module 3 2025-07-02T18:04:15Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnWorking Remotely, AI Level 3
"Scams Are Not Seasonal: Christmas" "Apply seasonal security no matter which holiday you celebrate." Posters & Artwork 2025-07-02T18:03:58Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPersonal Security Level 3
"Data Privacy and Customer Trust " "In this mobile-first module, employees will learn the basic definition of data privacy, the importance of ensuring data privacy, the benefits and consequences of using customers’ personal data, and finally, their privacy responsibilities. " Mobile-First Module6 2025-06-27T19:24:31Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy, Phishing, Human Firewall, Incident Reporting Customer Service TeamLevel 3
"Acceptable Use Practices and Social Media Etiquette "    "This mobile-first module teaches what acceptable use means, the do’s and don'ts of using a personal or work device, ways to avoid digital risks at work, and how to be mindful about using social media.   " Mobile-First Module5 2025-06-27T19:24:18Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Human Firewall, Internet Use, Mobile Devices, Social Media Level 3
"Global Data Privacy and You"  "This video is a basic overview of global data privacy regulaƟons worldwide, including the GDPR, PIPEDA, LGPD, PDPA, and CCPA. It also presents pracƟcal advice on upholding data privacy rights in everyday life. " Video Module 7 2025-06-27T19:22:52Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy, LGPD, GDPR, PIPEDA, PDPA Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, India, Ireland, Italy, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United StatesCompliance Plus
"Change Management: Preparing for Change" "In this training module, leaders and managers who are tasked with managing change in some capacity will be introduced to change management and what can happen when change is implemented within an organization. " Training Module 10 2025-06-26T19:14:05Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnProfessional Development Executives & Leaders, Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, India, Ireland, Italy, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United StatesCompliance Plus
"Change Management: Managing and Supporting During Change" "In this training module, leaders and managers will examine different reactions to change and learn key skills for managing and supporting employees during change implementation." Training Module 6 2025-06-26T19:13:41Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnProfessional Development Executives & Leaders, Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, India, Ireland, Italy, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United StatesCompliance Plus
"July 2025 Security Awareness Newsletter: Warning Signs: Identifying Attacks" "Social engineers use various techniques to defraud people of money or convince someone to divulge confidential information. The key to identifying their attacks is knowing what warning signs to stay alert for and what to do when encountering them." Newsletters and Documents2025-06-23T13:53:40Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Tailgating Level 3
"July 2025 Security Awareness Newsletter: Scavenger Hunt" "A fun scavenger hunt for your employees to support the security awareness training information in the July 2025 Security Awareness Newsletter." Newsletters and Documents2025-06-23T13:53:25Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Tailgating Level 3
"One Master Key: Simplifying Security in a Complex Online World"   "This document explains why password managers are criƟcal for online security. Learn how these tools create strong passwords and protect you against hacks and scams. Discover the serious risks of password reuse and how a password manager offers beƩer security and convenience.  " Newsletters and Documents2025-06-16T12:33:45Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Email Security, Internet Use, Passwords & Authentication, Data Privacy Level 2
"Put a Stop to Bribes!" "An anti-bribery poster that helps organizations in Mexico combat corruption with clear visuals and actionable steps." Posters & Artwork 2025-06-05T18:50:32Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnAnti-Bribery & Corruption, Ethics, Incident Reporting Mexico Compliance Plus
"Don't Get Hooked: Report Every Phishing Attempt"   "This concise document teaches you to report phishing emails. By promptly reporƟng potenƟal security threats, you can avoid suspicious links and aƩachments and help protect your organizaƟon.  " Newsletters and Documents2025-06-05T18:50:10Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Human Firewall, Email Security, Incident Reporting Level 1
"Fire Safety Basics" "Fire safety is every employee's responsibility. This short fire safety training will cover the basics of workplace fire prevenƟon and safety, including the condiƟons that can ignite a fire and how employees can prevent fire hazards, how employees should respond if they see a workplace fire start, and what employees should do to ensure a safe evacuaƟon for everyone. Mobile-First Module7 2025-05-30T12:50:04Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnWorkplace Safety Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, India, Ireland, Italy, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, Logistics & TransportationCompliance Plus
"June 2025 Security Awareness Newsletter: Spear Phishing: When Attackers Get Personal" "Not every phishing attack is equal. Some are generic and distributed to large groups of people all at once. Others, however, are much more intentional and target specific individuals or organizations. This month’s issue takes a deep dive into the advanced techniques cybercriminals use in spear phishing attacks." Newsletters and Documents2025-05-28T15:01:12Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Spear Phishing, AI Level 3
"June 2025 Security Awareness Newsletter: Scavenger Hunt" "A fun scavenger hunt for your employees to support the security awareness training information in the June 2025 Security Awareness Newsletter." Newsletters and Documents2025-05-28T15:00:55Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Spear Phishing, AI Level 3
"Catch Sight of a Concern? Help Others Learn!" "Clear, actionable instructions warn against engaging with suspicious emails or activity, emphasize immediate reporting, and encourage trusting instincts for personal and community safety. Ideal for workplace security, public spaces, and emergency preparedness displays." Posters & Artwork 2025-05-27T12:41:53Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEmail Security, Workplace Safety, Incident Reporting Level 1
"May 2025 Security Awareness Newsletter: Remote and Mobile Security" "Security awareness is not a location-based concept. It applies to every environment, whether that involves traveling or working from home. Regardless of where someone goes, it’s important to protect smart devices, travel safely, and take security awareness along for the ride." Newsletters and Documents2025-04-25T19:07:14Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnWorking Remotely, Mobile Devices Level 3
"May 2025 Security Awareness Newsletter: Scavenger Hunt" "A fun scavenger hunt for your employees to support the security awareness training information in the May 2025 Security Awareness Newsletter." Newsletters and Documents2025-04-25T19:07:07Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnWorking Remotely, Mobile Devices Level 3
"Scam Alert: Secure Your Email"  "Enhance your organizaƟon's email security by miƟgaƟng the risks of data breaches caused by accidental human errors and cyberthreats. Learn essenƟal techniques for protecƟng sensiƟve informaƟon and maintaining professional communicaƟon standards. " Mobile-First Module5 2025-04-25T17:45:32Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Human Firewall, Email Security, Internet Use, Data Privacy Level 3
"The Difference Between Spam and Phishing" "This short training module reviews the difference between spam and phishing to help people avoid scams and reduce unwanted messages. " Mobile-First Module5 2025-03-28T12:40:30Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Email Security Level 3
"Security with Multi-Factor Authentication (MFA)" "This document explores the importance of MulƟ-Factor AuthenƟcaƟon (MFA) in digital security. It explains the three main factors of MFA: knowledge-based, possession-based, and biometric factors. The document highlights MFA's benefits, including improved protecƟon against unauthorized access, phishing aƩacks, and other cyberthreats. This resource provides essenƟal knowledge for enhancing cybersecurity in today's connected world. Newsletters and Documents2025-03-21T19:16:26Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Working Remotely, Email Security, Internet Use, Mobile Devices, Passwords & Authentication, Data Privacy Level 1
"Phishing Gets Smarter: How AI Is Changing Online Scams" "Discover how AI is revolutionizing phishing scams and learn essential strategies for protecting yourself online. This document explores the latest AI-powered phishing techniques, provides tips for spotting sophisticated scams, and offers practical advice on safeguarding your personal information. Stay informed and secure against evolving cyber threats."Newsletters and Documents2025-03-16T17:36:28Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Spear Phishing, Vishing, Smishing, Human Firewall, Email Security, AI Level 1
"Game: Gift or Bribe? You Decide" "Enhance your team's ethical decision-making with “Gift or Bribe? You Decide,” a game based on corporate gifting policies. This interactive experience empowers players to easily distinguish between acceptable gifts and bribes, ensuring compliance with organizational guidelines and legal requirements. With real-life scenarios and immediate feedback, it is the ideal tool for promoting integrity, transparency, and compliance with anti-bribery laws in your organization. Before playing, participants should familiarize themselves with their organization's specific gift policy and be aware of the rules surrounding gift-giving in their workplace."Game 10 2025-03-15T23:43:32Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnAnti-Bribery & Corruption, Ethics Government, Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, India, Ireland, Italy, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United StatesCompliance Plus
"Gift or Bribe? Navigating Gifting" "This concise infographic helps you quickly navigate the complexities of organizational gift policies. Learn key guidelines for handling gifts ethically and confidently, ensuring compliance with organizational and legislative standards" Newsletters and Documents2025-03-15T23:43:22Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnAnti-Bribery & Corruption, Ethics Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, India, Ireland, Italy, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United StatesCompliance Plus
"Gift or Bribe? Embrace Integrity"   "Use this poster as a reminder to differenƟate between genuine giŌs and unethical bribes. Make the right choices to uphold your organizaƟon's values and maintain transparency.  " Posters & Artwork 2025-03-15T23:43:11Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics Government, Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, India, Ireland, Italy, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United StatesCompliance Plus
"Intellectual Property Management" "Intellectual Property (IP) Management ensures that the ideas you or your organization create are safe. This document outlines the types of IP and how you can successfully manage your IP." Newsletters and Documents2025-03-05T16:32:19Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics Compliance Plus
"Security Culture Survey (SCS) Frequently Asked Questions" "This document addresses questions frequently asked by end-users about the Security Culture Survey (SCS). We recommend sharing it with your employees as part of your communication strategy to prepare them for participating in the SCS. By sharing this information, you can help ensure that your employees understand the value of their participation and are prepared to provide meaningful feedback through the SCS."Newsletters and Documents2025-02-26T20:15:26Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall Level 1
"Conflict Resolution for Leaders" "In this mobile-first module, leaders, including managers and supervisors, will learn what conflict is, the difference between internal and external conflict, tips to resolve and prevent conflict within the workplace, and their responsibility as leaders in dealing with conflict. " Mobile-First Module6 2025-02-26T19:09:48Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnProfessional Development, Ethics Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, India, Ireland, Italy, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United StatesCompliance Plus
"Conflict Resolution for Employees" "In this mobile-first module, employees will learn what conflict is, the difference between internal and external conflict, and tips to resolve and prevent conflict within the workplace. " Mobile-First Module6 2025-02-26T19:09:34Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnProfessional Development, Ethics Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, India, Ireland, Italy, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United StatesCompliance Plus
"Disability Awareness"  "In this global training module, employees will learn about what disability means. They’ll gain an understanding of why disability awareness maƩers and what individuals with disabiliƟes may experience. Finally, they’ll be able to idenƟfy how they can support their colleagues with disabiliƟes.  " Training Module 13 2025-02-21T20:24:42Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnDiversity, Equity & Inclusion Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, India, Ireland, Italy, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United StatesCompliance Plus
"Verify First, Chat Second" "Phishing scams take place on many messaging platforms, such as WhatsApp, WeChat, and LINE. Use this poster to remind employees that they should always verify that messages came from a trusted sender before taking action." Posters & Artwork 2025-02-17T14:31:39Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing Level 1
"Wire Fraud Prevention for Financial Institutions" "Wire fraud is prevalent in the financial industries, harming financial institutions and consumers. This training module provides real examples of fraud to reveal how cybercriminals use phishing attacks like CEO fraud and business email compromise to scam people. " Training Module 15 2025-02-07T14:45:53Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnCEO Fraud, Phishing, Spear Phishing Financial Services, Finance StaffLevel 3
"Stay Alert for Messaging Scams" "Scammers use messaging apps, such as WhatsApp, WeChat, and LINE, to send phishing messages with dangerous links and malicious attachments. This security document reminds employees of some ways to protect themselves and your organization against scams on messaging apps." Newsletters and Documents2025-02-06T16:23:50Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnCallback Phishing Level 1
"What Makes You, You"   "This short video reviews the value of personally idenƟfiable informaƟon, or PII, why protecƟng it is a top priority.   " Video Module 2 2025-01-27T15:20:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy, PII Level 3
"When PII is Stolen" "When personally identifiable information, or PII, gets stolen or leaked, it hurts everyone involved, professionally and personally. That’s why it’s vital for every member of an organization to maintain the privacy and security of PII. " Video Module 2 2025-01-27T15:19:14Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy, PII Level 3
"How To Use the Phish Alert Button for Chrome Extension" "In this module, you’ll learn how to safely handle actual or potential phishing emails using the Phish Alert Button (PAB). This simulation-style module will explain what the Phish Alert Button (PAB) is, how to use it to forward suspicious emails to the appropriate team in your organization for analysis, and why it is so important to make reporting suspicious emails a security habit. "Training Module 5 2025-01-17T16:32:41Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnCallback Phishing, Email Security Level 1
"What To Do After Falling for a Scam" "This module is for general employees from all industries — including those who have fallen for a scam or know someone who has. Employees will learn what types of scams to look out for, how and why people fall for scams, and what to do if they or someone they know has fallen for a scam." Training Module 12 2025-01-08T18:41:22Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Red Flags Level 3
"How To Use the Phish Alert Button for Microsoft 365" "In this module, you’ll learn how to safely handle actual or potential phishing emails using the Phish Alert Button (PAB). This simulation-style module will explain what the Phish Alert Button (PAB) is, how to use it to forward suspicious emails to the appropriate team in your organization for analysis, and why it is so important to make reporting suspicious emails a security habit. "Training Module 5 2024-12-18T19:53:15Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Email Security Level 1
"How To Use the Phish Alert Button for Gmail" "In this module, you’ll learn how to safely handle actual or potential phishing emails using the Phish Alert Button (PAB). This simulation-style module will explain what the Phish Alert Button (PAB) is, how to use it to forward suspicious emails to the appropriate team in your organization for analysis, and why it is so important to make reporting suspicious emails a security habit. "Training Module 5 2024-12-04T15:50:22Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Email Security Level 1
"AI Compliance: Talent Recruitment" "Applications that use artificial intelligence (AI) are taking over more and more areas of the working world and helping to complete many processes and tasks more efficiently and quickly. Human Resources also stands to benefit from this new technology. In this short training module, HR managers and executives will learn how AI can help in creating a structured, fair application process that saves recruiters’ time at every stage — from job advertisements to onboarding. They will also discover what needs to be considered with regard to data protection and regulations for AI applications, as set out in the General Data Protection Regulation (GDPR) and the EU AI Act. It may be helpful to supplement this training with the module “Managing Risks: The EU’s AI Act.” This training module has been optimized for mobile devices. At the end, participants will take a short quiz."Mobile-First Module8 2024-11-27T17:40:33Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, AI, Data Privacy, Ethics, GDPR Belgium, Europe, France, Germany, Ireland, Italy, Netherlands, Switzerland, United KingdomCompliance Plus
"Cyber Trainer: Using the Phish Alert Button (PAB)" "This hands-on pracƟce module introduces the Phish Alert BuƩon (PAB) in a safe sandbox-like environment. Learn what the PAB is, why it's important for organizaƟonal security, then pracƟce using it with simulated suspicious emails. This ungraded training exercise helps you become comfortable with PAB funcƟonality before encountering real phishing threats in your inbox. Mobile-First Module5 2024-11-06T19:08:11Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Human Firewall, Email Security Level 3
"AI Compliance: Creating Text" "AI chatbots are practical helpers and are becoming increasingly important for more and more industries, organizations, and employees. When given prompts, AI chatbots can produce text on any topic, for different target groups, and in almost any desired style. But whether you’re using ChatGPT, Gemini, or Copilot, getting a usable result mainly depends on how well the request, or “prompt,” is formulated. This compact module shows how AI chatbots can be used sensibly and productively while also ensuring legal and data protection compliance.   Participants will learn what they need to consider when creating text in terms of data protection and the GDPR, copyright, and protecting know-how. This mobile-first module concludes with a short quiz."Mobile-First Module8 2024-10-28T14:18:45Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, AI, Data Privacy, Ethics Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, India, Ireland, Italy, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, Business ServicesCompliance Plus
"AI Compliance: Creating Images" "These practical assistants are becoming increasingly important for more and more industries, organizations, and employees. One type is an AI-powered image generator, that can produce images on cue, with any kind of content, for a variety of audiences, and in almost any style the user wants. But regardless of the tool you use, getting a useful result depends above all on how well the request, known as the prompt, is formulated. This compact module shows how image generators can be used sensibly and productively while also ensuring legal and data protection compliance. Learners will discover which data protection issues need to be taken into account when generating images, particularly regarding the GDPR and copyright law. The training, which is optimized for mobile devices, concludes with a short quiz."Mobile-First Module8 2024-10-28T14:18:20Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, AI, Data Privacy, Ethics Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, India, Ireland, Italy, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, Business ServicesCompliance Plus
"Generating Text and Images with AI" "Practical helpers that are becoming increasingly important for more and more industries, organizations and employees: AI chatbots that can create text or images on any topic, using any content, for a wide variety of target groups, and in almost any style you want. But whether it’s ChatGPT, Gemini, DALL-E or Midjourney, a usable result depends above all on how well the request, known as the “prompt”, is formulated. This document provides an overview of how AI programs and web applications can be used not only sensibly and productively, but also safely and in compliance with data protection, the GDPR and copyright legislation."Newsletters and Documents2024-10-28T14:17:05Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, AI, Data Privacy, Ethics Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, India, Ireland, Italy, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United StatesCompliance Plus
"Hand Over the Work, Not the Responsibility" "AI chatbots such as ChatGPT, Gemini and Claude are increasingly being used in the workplace. This poster raises awareness among employees in all sectors and at all career levels of the need to use this technology responsibly and to inform themselves about the benefits and risks. It can be displayed digitally or printed out as a poster. This content is a useful addition to the training module 'AI Compliance: Creating Texts'."Posters & Artwork 2024-10-28T14:13:06Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, AI, Data Privacy, Ethics Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, India, Ireland, Italy, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United StatesCompliance Plus
"A Picture Is Worth a Thousand Words" "A picture is worth a thousand words – a phrase that takes on a whole new meaning in the age of AI image generators. The poster is aimed at employees in organizations that use or are planning to use AI image generators such as Midjourney, Stable Diffusion, DALL-E, or Firefly as part of their workflow. It can be displayed digitally, for example in the break room, or printed out as a poster. It is a useful companion to the training module 'AI Compliance: Creating Images'.     "Posters & Artwork 2024-10-28T14:12:48Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, AI, Data Privacy, Ethics Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, India, Ireland, Italy, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United StatesCompliance Plus
"The Gift of Awareness: Holiday Cybersecurity Essentials" "This training module demonstrates how individuals can protect against four common cyberthreats: phishing, fake websites, AI-generated deepfakes, and smart device risks. You’ll learn how to spot phishing messages trying to trick you, signs that a link may not be what it seems, ways to tell if a video call is a deepfake, and privacy risks with smart speakers and other smart devices. It's easy to let your guard down when busy or distracted. Being cautious is the best gift you can give yourself. By the end, you'll have learned simple tips to stay safe while using technology at work and at home, even during the busy holiday season."Training Module 7 2024-10-09T10:00:35Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Spear Phishing, Smishing, Human Firewall, Internet Use Level 1
"How To Use the Phish Alert Button for Outlook" "In this module, you’ll learn how to safely handle actual or potential phishing emails using the Phish Alert Button (PAB). This simulation-style module will explain what the Phish Alert Button (PAB) is, how to use it to forward suspicious emails to the appropriate team in your organization for analysis, and why it is so important to make reporting suspicious emails a security habit. "Training Module 5 2024-10-01T20:21:05Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Email Security Level 1
"Incident Response" "Use this poster to remind members of your organization that timely reporting of suspicious activity is a vital part of security. " Posters & Artwork 2024-09-16T18:04:03Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnIncident Reporting Level 3
"Scanning for Trouble: QR Code Phishing Demo" "In this demonstration, a team of KnowBe4 experts shows you how QR codes (as well as other image-based phishing techniques) are being used more frequently by attackers. The team will give you an example of an attack as well as the red flags that you should look out for. " Video Module 5 2024-08-09T13:06:07Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-uaPhishing, Social Engineering Level 2
"Poster: Use the VPN" "Liven up your office with this versatile poster. A quirky use of a pop culture reference to remind users to use the VPN." Posters & Artwork 2024-07-31T18:07:44Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnInternet Use Level 3
"New Tools: Artificial Intelligence Scams" "Applications based on artificial intelligence (AI) provide cybercriminals with a whole new set of technologies that can be used for cyberattacks.  This means conventional types of attack, such as phishing, are becoming even more realistic and dangerous. Secondly, it means completely new types of scams are possible, such as artificially generated voice messages (voice cloning) or even videos (deepfakes). The module uses a video and realistic scenarios to teach learners at all career levels about the dangers. They will also be shown ways to detect and prevent attacks. Participants will take a short quiz at the end of the module."Training Module 10 2024-07-25T17:36:20Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Vishing, AI, CEO Fraud, Ransomware Level 3
"The Next Step: Scams Using AI" "Artificial intelligence, or AI, is changing the way cybercriminals plan and execute attacks. It’s clear that the next step in cybercrime will rely heavily on this technology’s capabilities. This training module, which has been optimized for mobile devices, looks at the five primary attack and fraud methods — phishing, CEO fraud, ransomware, identity theft, and disinformation — and provides a concise overview of how AI makes existing threats even more dangerous. However, this module also shows that employees can protect themselves and their organization. It finishes with a short quiz."Mobile-First Module7 2024-07-25T17:35:58Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Vishing, AI, CEO Fraud, Ransomware Level 3
"Natural Instinct Meets Artificial Intelligence" "Voice cloning, deepfake videos, fake photos and texts: content generated by artificial intelligence (AI) gives cybercriminals more and more ways to deceive employees. But by looking out for the typical signs of phishing or CEO fraud, you can protect yourself and your organization. The poster sends a clear message: it’s good to maintain a healthy sense of mistrust if you are placed under pressure. The poster can be printed out or displayed digitally, for example in the break room. It can be used with the training module 'New Tools: Artificial Intelligence Scams.'"Posters & Artwork 2024-07-25T17:35:15Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnCEO Fraud, Phishing, Ransomware, Social Engineering, Vishing, AI Level 3
"Data Heroes Unite" "Liven up your compliance office with this playful poster emphasising the importance of data protection." Posters & Artwork 2024-07-24T20:15:40Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnGDPR Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, India, ItalyCompliance Plus
"PCI DSS 4.0: Getting To Know the Payment Card Industry Data Security Standard" "This training module teaches employees the importance of account data, about the Payment Card Industry Data Security Standard 4.0 (PCI DSS), PCI DSS requirements, and how to protect account data at the point of sale and when the card is absent." Training Module 10 2024-06-28T13:01:35Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy, PCI Payment Card Processors, Australia, Canada, United Kingdom, United States, Business Services, Education, Retail & WholesaleCompliance Plus
"Spotting, Preventing, and Reporting Human Trafficking " "Spotting, Preventing, and Reporting Human Trafficking is a short training module that will empower individuals to identify and combat human trafficking. Users will learn the signs of human trafficking, also commonly referenced as modern slavery, and how to establish safeguards against it. They will also learn about effective reporting methods for reporting human trafficking."Training Module 10 2024-06-27T14:49:22Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Securing Client Personal Data in the Workplace" "This module provides users with a short, easy-to-digest lesson on some of the best practices for protecting client or customer data. From creating passwords to the proper handling of customers’ personal data, this module will give users the knowledge they need to begin their learning journey on protecting personal data." Mobile-First Module4 2024-05-29T17:50:16Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy, PII, Physical Security Level 2
"Spot the Phish Game: Bad Links Edition" "Stay ahead of advanced cyber threats with our latest educational game for 2024/2025. Dive deep into the psychology of cybercriminals and unravel their increasingly sophisticated social engineering and phishing strategies. This interactive training simulation lets you explore the intricacies of malicious links in phishing emails, providing a detailed examination of their structure. Enhance your cybersecurity skills and build a resilient human firewall within your organisation by learning to discern between authentic messages and deceptive phishing attempts. Join us as we empower you with the knowledge and practical experience to spot and stop phishing scams, fortifying your defences against digital deception."Game 10 2024-05-28T20:07:23Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnCEO Fraud, Phishing, Ransomware, Social Engineering, Spear Phishing, Malware, Smishing, Red Flags, Human Firewall, Working Remotely, Email Security Level 3
"Spot the Phish: Learn About Links" "This document provides a comprehensive guide to understanding and identifying malicious links (URLs - Uniform Resource Locator) in phishing scams. It explains the basics of a link, a cybercriminal’s tactics to trick you into clicking on a manipulated link and highlights specific red flags" Newsletters and Documents2024-05-28T20:06:56Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Spear Phishing, Malware, Red Flags, Human Firewall, Email Security Level 3
"Spot the Phish: Phishing for Bad Links" "Cybercriminals often use malicious links as their tool of choice in phishing emails. It's crucial to recognise these dangerous links. This fun reminder is for users to remember the indicators of a suspicious link and how to spot the phish." Posters & Artwork 2024-05-28T20:06:22Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Spear Phishing, Vishing, Smishing, Human Firewall, Working Remotely, Email Security, Internet Use, Mobile Devices, WiFi Level 3
"Financial Compliance: Financial Action Task Force" "The Financial Action Task Force (FATF) is a vital organisation in the combat against financial crimes. This mobile-first learning module introduces users to the FATF in a micro-learning environment, its function and recommendations and what is required from those who work in financial institutions to ensure compliance. " Mobile-First Module5 2024-05-28T15:07:53Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics, Workplace Safety, Incident Reporting Financial Services, Finance Staff, Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, Government, Executives & Leaders, ItalyCompliance Plus
"FATF: Stay Alert. Report. Protect. Cooperate." "A concise reminder for anyone who works in financial services on how they can align to the FATF (Financial Action Task Force) and what they can do to ensure their organisation is free from financial crime." Newsletters and Documents2024-05-28T15:07:41Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics, Workplace Safety, Incident Reporting Financial Services, Government, Executives & Leaders, Finance Staff, Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, Italy, IndiaCompliance Plus
"Poster: Perspectives - If You Don't Know Me By Now: Customer Verification"  "This poster supports the Video Module 'PerspecƟves - If You Don't Know Me By Now: Customer VerificaƟon' and Training Module 'PerspecƟves with Quiz - Customer VerificaƟon'.   The poster includes a blank space for you to add a link or phone number to your HR reporƟng system" Posters & Artwork 2024-05-21T13:03:11Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Poster: Perspectives - Bait and Switch: Bribery and Corruption"  "This poster supports the Video Module 'PerspecƟves - Bait and Switch: Bribery and CorrupƟon' and Training Module 'PerspecƟves with Quiz: Bribery and CorrupƟon'.   The poster includes a blank space for you to add a link or phone number to your HR reporƟng system." Posters & Artwork 2024-05-21T13:02:55Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Poster: Perspectives - Blind Spots: Overcoming Unconscious Bias"  "This poster supports the Video Module 'PerspecƟves - Blind Spots: Overcoming Unconscious Bias' and Training Module 'PerspecƟves with Quiz: Overcoming Unconscious Bias'.   The poster includes a blank space for you to add a link or phone number to your HR reporƟng system." Posters & Artwork 2024-05-21T13:02:39Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnDiscrimination Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Poster: Perspectives - Stepping Up: Hostile Work Environment"  "This poster supports the Video Module 'PerspecƟves - Stepping Up: HosƟle Work Environment' and Training Module 'PerspecƟves with Quiz: HosƟle Work Environment'.   The poster includes a blank space for you to add a link or phone number to your HR reporƟng system." Posters & Artwork 2024-05-21T13:02:22Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHarassment Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Poster: Perspectives - Every Day: Sexual Harassment"  "This poster supports the Video Module 'PerspecƟves - Every Day: Sexual Harassment' and Training Module 'PerspecƟves with Quiz: Sexual Harassment'.   The poster includes a blank space for you to add a link or phone number to your HR reporƟng system." Posters & Artwork 2024-05-21T13:01:58Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHarassment Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Poster: Perspectives - A Big Deal: Incident Reporting"  "This poster supports the Video Module 'PerspecƟves - A Big Deal: Incident ReporƟng' and Training Module 'PerspecƟves with Quiz: Incident ReporƟng'.   The poster includes a blank space for you to add a link or phone number to your HR reporƟng system." Posters & Artwork 2024-05-21T13:01:37Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnIncident Reporting Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Poster: Perspectives - Not My Problem: Policies and Procedures"  "This poster supports the Video Module 'PerspecƟves - Not My Problem: Policies and Procedures' and Training Module 'PerspecƟves with Quiz: Policies and Procedures'.   The poster includes a blank space for you to add a link or phone number to your HR reporƟng system." Posters & Artwork 2024-05-21T13:01:21Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics, Incident Reporting Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Poster: Perspectives - That Terrible Feeling: PCI - Handling Credit Card Information"  "This poster supports the Video Module 'PerspecƟves - That Terrible Feeling: PCI - Handling Credit Card InformaƟon' and Training Module 'PerspecƟves with Quiz: PCI - Handling Credit Card InformaƟon'.   The poster includes a blank space for you to add a link or phone number to your HR reporƟng system." Posters & Artwork 2024-05-21T13:01:05Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPCI, Physical Security Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Poster: Perspectives - Take a Minute: Conflict Resolution and De-Escalation"  "This poster supports the Video Module 'PerspecƟves - Take a Minute: Conflict ResoluƟon and De-EscalaƟon' and Training Module 'PerspecƟves with Quiz: Conflict ResoluƟon and De-EscalaƟon'.   The poster includes a blank space for you to add a link or phone number to your HR reporƟng system." Posters & Artwork 2024-05-21T13:00:45Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHarassment, Personal Security Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Poster: Perspectives -  The Interview: Protecting Intellectual Property"  "This poster supports the Video Module 'PerspecƟves - The Interview: ProtecƟng Intellectual Property' and Training Module 'PerspecƟves with Quiz: ProtecƟng Intellectual Property'.   The poster includes a blank space for you to add a link or phone number to your HR reporƟng system." Posters & Artwork 2024-05-21T13:00:24Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy, Ethics Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Poster: Perspectives - Good Intentions: Inconsistent Employee Discipline"  "This poster supports the Video Module 'PerspecƟves - Good IntenƟons: Inconsistent Employee Discipline' and Training Module 'PerspecƟves with Quiz: Inconsistent Employee Discipline'.   The poster includes a blank space for you to add a link or phone number to your HR reporƟng system." Posters & Artwork 2024-05-21T13:00:06Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics, Discrimination Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Poster: Perspectives - The Way Things Are Done: Workplace Safety"  "This poster supports the Video Module 'PerspecƟves - The Way Things Are Done: Workplace Safety' and Training Module 'PerspecƟves with Quiz: Workplace Safety'.   The poster includes a blank space for you to add a link or phone number to your HR reporƟng system." Posters & Artwork 2024-05-21T12:59:47Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPersonal Security, Workplace Safety Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Navigating the Shadows: Understanding and Managing Shadow IT" "The concept of shadow IT refers to any system, software, device, or application used in an organization without explicit approval from IT or information security teams. | You can print the pages of this document for use in the office or send the digital files in internal communications, such as email or messaging applications. | “Navigating the Shadows” is an El Pescador series for Diamond Subscription."Newsletters and Documents2024-05-16T14:12:37Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Data Protection, Human Firewall, Data Privacy, Workplace Safety, Incident Reporting Level 3
"Financial Compliance: The FX Global Code" "The mobile-first learning module, The FX Global Code, is all about being honest and fair in the world of money exchange. Learn the benefits of the Foreign Exchange  Global Code, see why it's so important for buying and selling foreign currency, dive into the Six Leading Principles of the code and discover the best ways to be clear and honest in money deals. Start building great habits for a trustworthy future in foreign exchange and finance!"Mobile-First Module5 2024-05-09T18:46:12Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vn Financial Services, Finance Staff, Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"The Inside Man: New Recruits Game" "Mark Shepherd, The Inside Man himself, is recruiting a crack security team to thwart the sinister ‘Handler’. Your mission is to accumulate points in a series of challenges that apply lessons learnt throughout The Inside Man series, to test your expertise in combating phishing, social engineering, password breaches, ransomware and document security. With Mark’s guidance can you get enough points to join his human firewall, heroically defending Khromacom?"Game 10 2024-04-22T12:37:57Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Ransomware, Social Engineering, USB, Human Firewall, Passwords & Authentication, Social Media, Physical Security Level 3
"Poster: Navigating the Shadows Series" "The concept of shadow IT refers to any system, software, device, or application used in an organization without explicit approval from IT or information security teams. | You can print the posters for use in the office or send the digital files in internal communications, such as email or messaging applications. | “Navigating the Shadows” is an El Pescador series for Diamond Subscription."Posters & Artwork 2024-04-18T17:25:04Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Data Protection, Human Firewall, Data Privacy, Workplace Safety, Incident Reporting Level 3
"Cyber World Cup: Data Privacy Game" "Take your security awareness skills to the pitch in this soccer-themed trivia game. You must score four of five goals during an intense round of penalty shots to win the game by answering questions related to data privacy. Failure to do so will result in your team, Human Firewalls United, being relegated down to the Data Breach League. "Game 8 2024-04-18T13:04:15Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy Level 3
"Poster: Lord of the Links" "Liven up your office with this versatile poster. A quirky use of a pop culture reference to remind users not to click on links." Posters & Artwork 2024-04-10T17:36:49Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Malware, Human Firewall, Internet Use Level 3
"Securing the Internet of Things" "The Internet of Things (IoT) offers a lot of convenience via internet-connected devices. Unfortunately, that convenience extends to cybercriminals when those devices are not properly secured. This quick document reviews how everyone can protect themselves while still taking advantage of the IoT. " Newsletters and Documents2024-04-09T11:58:58Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Internet Use, Data Privacy, Personal Security Level 3
"Make Every Action Count" "Liven up your compliance office with this versatile poster. It serves as a reminder that being compliant is not just about checking boxes and should be considered in all tasks undertaken by employees." Posters & Artwork 2024-04-02T19:01:22Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHIPAA, POPIA, LGPD, PII, FERC, GDPR, FCRA, NERC, PCI, PHI, PIPEDA, FMLA Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, India, ItalyCompliance Plus
"Security Culture Survey" "The Security Culture Survey is designed for employees at all levels within an organization to complete. It is a scientifically valid and reliable tool that assesses the security culture within an organization. It gives insights into the overall quality of your organization’s security culture and evaluates its seven different dimensions. In today’s cybersecurity landscape, a strong security culture is paramount to safeguarding your organization against ever-evolving threats. While the Security Culture Survey was originally released in 2020, we released a revised version in 2025 that includes improvements to the questions. Please note: To maintain the scientific integrity and proprietary nature of our assessments, KnowBe4 does not disclose specific assessment items (questions and/or answers)."Assessment 10 2024-03-29T19:36:39Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vn Level 1
"PII, Security, and You" "Personally identifiable information (PII) is like your DNA and other character traits; it's what makes you uniquely you. This short course explains that concept by defining the types of PII, demonstrating what happens when PII gets leaked or stolen, and highlighting ways to protect PII. " Training Module 8 2024-03-27T14:06:01Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy, PII Level 3
"Navigating the Shadows: Mitigating Shadow IT for IT Staff" "The concept of shadow IT refers to any system, software, device, or application used in an organization without explicit approval from IT or information security teams. 'Mitigating Shadow IT for IT Staff' offers an immersive journey with Anika, an IT leader, as you tackle the hidden challenges of Shadow IT in your organization. This module equips IT professionals with essential skills to identify, communicate, and mitigate the risks associated with unauthorized IT systems and software. Mobile-first module: text + quiz. | “Navigating the Shadows” is an El Pescador series for Diamond Subscription. | Keywords: Network Monitoring, IT Policies, multifactor authentication (MFA), end-to-end encryption (E2EE), Cloud Access Security Brokers (CASB), Managed Detection and Response (MDR), Mobile Device Management (MDM), User and Entity Behavior Analytics (UEBA)."Mobile-First Module10 2024-03-22T17:22:11Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Workplace Safety, Incident Reporting, Data Privacy IT Staff Level 3
"Safe Surfing 101" "Safe and secure are not synonymous when it comes to cybercrime. This short video demonstrates how https, CAPTCHAs, and security questions will help you stay both safe and secure when surfing the web." Video Module 3 2024-03-22T12:55:45Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Malware, Internet Use, Social Media Level 3
"Navigating the Shadows: Compliance Issues for Leaders" "The concept of shadow IT refers to any system, software, device, or application used in an organization without explicit approval from IT or information security teams. 'Compliance Issues for Leaders' analyzes the challenges and responsibilities of leaders in relation to IT governance and compliance. Mobile-first module: text + quiz. | This module can be used as a standalone, but we recommend pairing it with the video 'Navigating the Shadows: Data Privacy for Leaders.' | 'Navigating the Shadows' is an El Pescador series for Diamond subscription. | Keywords: data protection, PHI, PII, GDPR, HIPAA, PCI DSS, SOX."Mobile-First Module5 2024-03-13T16:26:17Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Data Protection, Human Firewall, Data Privacy, Workplace Safety Executives & LeadersLevel 3
"Poster: First Rule Of Passwords" "Liven up your office with this versatile poster. A pop culture reference to make a cybersecurity concept easy to remember." Posters & Artwork 2024-03-12T10:08:32Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPasswords & Authentication Level 3
"Navigating the Shadows: Supply Chain Security" "The concept of shadow IT refers to any system, software, device, or application used in an organization without explicit approval from IT or information security teams. In 'Supply Chain Security,' you will learn how to preserve information security and avoid vulnerabilities when interacting with vendors and distributors. Mobile-first module: text + quiz. | This module can be used as a standalone, but we recommend pairing it with the video 'Navigating the Shadows: Risks and Threats.' | “Navigating the Shadows” is an El Pescador series for Diamond subscription. | Keywords: data leak, cloud service, the role of vendors, security protocols, artificial intelligence (AI), automotive industry, human resources (HR)."Mobile-First Module5 2024-03-12T08:23:35Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Data Protection, Human Firewall, Data Privacy, Workplace Safety Level 3
"Navigating the Shadows: Network Security" "The concept of shadow IT refers to any system, software, device, or application used in an organization without explicit approval from IT or information security teams. In “Network Security,” you will learn how unauthorized tools and applications can lead to data leaks, compliance risks, and cyberattacks. Mobile-first module: text + quiz. | This module can be used as standalone, but we recommend that you pair it with the video 'Navigating the Shadows: Introduction to Shadow IT.” | 'Navigating the Shadows' is an El Pescador series for Diamond subscription. | Keywords: data leak, software, cloud service, productivity, efficiency, the role of employees."Mobile-First Module5 2024-03-11T13:13:53Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Data Protection, Human Firewall, Data Privacy, Workplace Safety Level 3
"World Password Day" "World Password Day is an annual event on the first Thursday in May meant to raise awareness about the importance of using strong passwords. Celebrate the day by using this document to reinforce the fundamentals of creating strong passwords. " Newsletters and Documents2024-03-07T19:10:37Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPasswords & Authentication Level 3
"Report Harassment" "Liven up your compliance office with this versatile poster. Others often witness harassment — encourage those who may have seen something to speak up and report it." Posters & Artwork 2024-03-06T18:17:27Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHIPAA, POPIA, LGPD, PII, FERC, GDPR, FCRA, NERC, PCI, PIPEDA, FMLA Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, India, ItalyCompliance Plus
"Introduction to Doxing" "In this module, employees will learn what doxing (or doxxing) is, the different types of doxing, how they can protect themselves, and what to do if they fall victim." Training Module 6 2024-02-29T18:46:03Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Data Protection, Human Firewall, Social Media, Data Privacy Level 3
"GDPR Refresher" "The General Data Protection Regulation, or GDPR, sets new standards for data privacy. This quick document provides an overview of the law and why it was created. " Newsletters and Documents2024-02-28T19:04:14Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy, GDPR Level 3
"Reporting Strange Incidents" "Help out your incident response teams by reminding users  how important it is to immediately report potential incidents. " Posters & Artwork 2024-02-28T19:03:49Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Incident Reporting Level 3
"Properly Securing Mobile Devices" "Laptops, smartphones, tablets, and smartwatches are part of everyday life — and are often not adequately secured. In this training module, learners will find out about the risks associated with mobile devices, and how to effectively secure their devices and the information stored on them. They will be shown an example to explain security aspects such as access permissions, PINs, passwords, multi-factor authentication, VPNs, and Wi-Fi connections, as well as apps and operating systems. At the end of the module, learners will take a short quiz."Training Module 10 2024-02-22T14:22:53Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Mobile Devices, Data Privacy, Personal Security Level 3
"Introduction to Risk Management" "In this training module, employees will learn about the importance of risk and the goals of risk management. This module covers the risk management process, how to manage risk, the types and sources of risk (including phishing emails), and the different types of threat actors. It also discusses the different types of risk controls and the risk assessment process, provides an overview of risk response, and covers the importance of using incident reporting tools and procedures if a risk event materializes.  "Training Module 16 2024-02-21T16:03:54Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Incident Reporting Global, IndiaCompliance Plus
"Cultural Diversity" "When you have a diverse workforce, it is important to ensure that all employees embrace diversity and feel included regardless of where you are in the world. This compliance module explores how to support the concept of multiculturalism. Applicable to a global workforce." Mobile-First Module5 2024-02-19T18:42:17Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnDiversity, Equity & Inclusion, Harassment, Discrimination, Employment Law Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, India, ItalyCompliance Plus
"Ethnic Diversity " "Every person, regardless of their ethnicity or background, should be able to fulfil their potential within the organisation. When there is inclusion there is greater success. This compliance module looks at how to ensure all members of your organisation support and are supported within a diverse workforce. Applicable to a global workforce."Mobile-First Module5 2024-02-19T18:42:01Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnDiversity, Equity & Inclusion, Harassment, Discrimination, Employment Law Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, India, ItalyCompliance Plus
"Age-Based Diversity" "At any given time, an organisation's workforce may be representative of as many as four different generations. Employers and employees must ensure that the work environment is safe, open and equitable for all employees, regardless of age. This short module will provide guidance on ensuring all employees are supportive as well as supported within a diverse workplace. Applicable to a global workforce."Mobile-First Module5 2024-02-19T18:41:50Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnDiversity, Equity & Inclusion, Discrimination, Employment Law Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, India, ItalyCompliance Plus
"Gender-Based Diversity" "Explore the importance of gender diversity within an organisation. Learn how everyone can be a part of creating a more inclusive global workplace in this short compliance module. Applicable to a global workforce." Mobile-First Module5 2024-02-19T18:41:35Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnDiversity, Equity & Inclusion, Discrimination, Employment Law Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Religious Diversity" "Embrace religious diversity in the organisation to value your employees’ needs. By emphasising diversity, equity and inclusion, you attract and retain quality, motivated employees. Applicable to a global workforce." Mobile-First Module5 2024-02-19T18:41:25Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnDiversity, Equity & Inclusion, Harassment, Discrimination, Employment Law Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Disability Diversity" "You may find that there are people with disabilities in your organisation. These can be physical, mental, cognitive, or developmental. Organisations need to make certain accommodations to ensure equal opportunities and people with disabilities should not feel discriminated against. This compliance module looks at how to ensure all members of an organisation support and are supported within a diverse workforce. Applicable to a global workforce."Mobile-First Module5 2024-02-19T18:41:03Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnDiversity, Equity & Inclusion, Harassment, Discrimination, Employment Law Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Social Engineering Emotions" " Social engineers use manipulation and deception to con people. Use this poster to reinforce the importance of identifying and avoiding common social engineering techniques." Posters & Artwork 2024-02-16T13:50:29Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering Level 3
"Think Before Clicking" "Social engineers use phishing techniques to steal information or spread malware. Use this poster to remind members of your organization to always think before clicking on links. " Posters & Artwork 2024-02-16T13:04:25Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Data Protection, Data Privacy Level 3
"Accidental Insider Threats" "Accidental insider threats can unintentionally cause harm to organizations and the individuals within them. Reducing these threats within the workplace requires everyone to take a more mindful approach to their security behaviors. This short module will provide some common examples of accidental insider threats and explain how to protect against the consequences of them."Mobile-First Module4 2024-02-15T13:56:21Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Human Firewall, Email Security, Data Privacy Level 2
"Share If You Dare Game" "When posting on social media, people tend to overshare, spread misinformation, or post content that may contradict their organizational or social media policy. Learn how to be discerning when it comes to posting things online that could potentially get you in trouble with your organization in a game of “Share If You Dare.”" Game 10 2024-02-12T19:30:58Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Social Media Level 3
"A Request from the Top? CEO Fraud" "This training module offers employees an introduction to the topic of CEO fraud, also known as boss fraud or fake president schemes, using a real-life example. It also explains the most important warning signs and shows how employees can protect themselves and their organization against this widespread form of fraud. Participants will also learn how artificial intelligence can make CEO fraud seem even more credible and therefore more dangerous. This training module is aimed at all employees, but especially those who frequently deal with financial transactions in their accounting or finance department. Participants will take a short quiz at the end of the module."Training Module 5 2024-02-12T16:09:36Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnCEO Fraud, Social Engineering, Spear Phishing, Human Firewall, AI Level 3
"A High Price to Pay: CEO Fraud" "This training video provides employees from all industries and at all career levels with a brief introduction to the topic of CEO fraud, also known as business email compromise (BEC) or fake president schemes, using a real-life example. It explains the key warning signs and demonstrates how employees can protect themselves and their organization against this widespread scam."Video Module 2 2024-02-12T16:09:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnCEO Fraud, Social Engineering, Spear Phishing, Human Firewall, AI Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United StatesLevel 3
"Benefits of a DPIA" "This brief document reviews what a data protection impact assessment (DPIA) is and why it’s such a beneficial process for organisations worldwide." Newsletters and Documents2024-02-07T15:04:55Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy, GDPR Level 3
"The Human Firewall Manifesto " "An organization’s security is only as strong as its weakest link. That’s why it’s vital to focus on the most important link in the security chain: people. This document represents a human firewall manifesto that establishes the principles of what it means to be a strong, security-aware individual, regardless of job title or responsibilities."Newsletters and Documents2024-02-07T15:04:24Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Human Firewall, Data Privacy Level 3
"AI, Phishing, and Cybersafety" "This module gives a high-level overview of how cybercriminals can use Artificial Intelligence (AI) to power cyberattacks and how users can take steps to prevent becoming a victim. We will review how phishing is being reshaped and upgraded with AI and how to spot the signs of these new and improved tactics. Users will also learn some best practices for staying safe and secure while using AI programs. Prior knowledge of AI is optional, so whether users are avid AI users or just getting started, this module is for everyone."Mobile-First Module5 2024-02-07T12:42:04Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, AI, Data Protection, Data Privacy Level 2
"Safer Internet" "From cyberbullying to social networking, Safer Internet Day is a global campaign created to raise awareness of emerging online issues. This short document contributes to that campaign by highlighting a few ways everyone can work together for a better internet." Newsletters and Documents2024-01-19T18:10:03Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Internet Use, Social Media, Data Privacy Level 3
"The APPeal of WhatsApp" "When we use WhatsApp, we often take for granted that the platform itself will protect our content, and while this is true to a degree, there are also some things WhatsApp users can do to keep themselves, their images and content safe and secure." Newsletters and Documents2024-01-15T16:25:48Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Working Remotely, Mobile Devices, Social Media, Data Privacy, Personal Security Level 3
"PCI DSS: What's New in 4.0?" "The Payment Card Industry Data Security Standard (PCI DSS) has been updated. This newsletter will look at what the changes to the standard are and how these may impact you or your organisation. " Newsletters and Documents2024-01-09T14:29:07Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy, PCI Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Becoming A Whistleblower" "It takes bravery to be a whistleblower! If you witness something that you believe violates organisational policy or the law, you should always feel that you can report it safely. Raise awareness of your whistleblowing policy and independent ethics reporting hotline with this short video-module." Video Module 2 2024-01-08T14:51:31Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Ethics, Incident Reporting Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"AI At Work: Use It Wisely" "Artificial intelligence is changing the world of work, and employees in many organizations are already feeling the effects. Based on the most important questions about copyright, data protection and liability, this mobile-first module provides an initial overview of various challenges and questions posed by the use of artificial intelligence in a work environment. This mobile-first module is aimed at employees or managers who have already had initial experience with AI products, such as ChatGPT or Bard. Participants will take a short quiz at the end."Mobile-First Module7 2024-01-04T17:05:49Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnAI, Data Protection, Data Privacy Level 3
"An Overview of BEC and CEO Fraud for Executives" "Business email compromise (BEC) and CEO fraud are growing threats to organizations across the globe. This module provides an overview of how these attacks work and includes tips to ensure your organization and its employees are prepared to handle a BEC or CEO fraud attack. This content was created for employees (such as information security and information technology professionals, executives, and other leaders) who have a role in influencing, creating, and maintaining security policies."Mobile-First Module5 2023-12-14T19:01:10Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnCEO Fraud, Phishing, Social Engineering, Spear Phishing, Email Security Executives & Leaders, IT StaffLevel 2
"Anti-Bribery and Corruption" "In this module, we will look at the definition of bribery, its implications and threats, as well as how to report any corrupt behaviour." Training Module 10 2023-12-07T16:53:49Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics, Anti-Bribery & Corruption Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, India, Italy, Business Services, Financial Services, InsuranceCompliance Plus
"Double Trouble Trivia: Phishing Awareness Game" "Reinforce key phishing awareness concepts with this engaging Jeopardy-style trivia game. The contest features four categories. Each category consists of four questions with point values ranging from 100 to 400. To win, you must earn 3,200 points before your opponent, who earns double the points for each question you answer incorrectly. "Game 8 2023-12-06T16:25:24Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Spear Phishing, Malware Level 3
"Data Privacy at Work and at Home" "Data privacy is a fundamental part of security awareness that applies to individuals and organizations. This document, ideal for Data Privacy Week (and any other time of year), provides a quick refresher of what data privacy is, why it’s so important, and how to achieve it." Newsletters and Documents2023-12-06T16:24:42Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy, Personal Security Level 3
"Security Culture: Behaviour" "Building a positive security culture is everybody's responsibility. Your security related behaviour impacts both you and your team. By the end of this module, you will be able to appreciate the impact of behaviour on security culture both at work and at home. " Mobile-First Module5 2023-12-05T15:43:18Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall Level 3
"Security Culture: Behaviour for Leaders" "Leaders should set the tone that 'security is a priority'. In this short module, you will understand the actions that managers can take to inspire in employees a positive security culture. You want your team to act securely, and your ability to shape positive security behaviour will ensure that they do." Mobile-First Module5 2023-12-05T15:35:57Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Professional Development Executives & LeadersLevel 3
"Perspectives - Not My Problem: Policies and Procedures" "A casual attitude towards organisational policies and procedures can have uncomfortable consequences, as Jacob finds out." Video Module 2 2023-12-05T12:53:26Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics, Incident Reporting Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, India, ItalyCompliance Plus
"Perspectives - That Terrible Feeling: PCI - Handling Credit Card Information" "Rachel works in retail. She takes pride in making sure customers feel good about themselves. Then a small but vital slip-up undoes all that good will." Video Module 2 2023-12-05T12:53:10Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPCI, Physical Security Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, India, ItalyCompliance Plus
"Perspectives - Take a Minute: Conflict Resolution and De-Escalation" "Things take a serious turn when Richard overreacts to a customer. This really didn’t have to happen if he’d just taken a moment to think." Video Module 2 2023-12-05T12:52:56Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHarassment, Personal Security Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, India, ItalyCompliance Plus
"Perspectives - The Interview: Protecting Intellectual Property" "Steven is given an exciting opportunity that looks like a ‘win-win’ for his organisation. Turns out it’s actually a massive ‘lose-lose’ for everyone." Video Module 2 2023-12-05T12:52:43Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy, Ethics Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, Australia, Belgium, Brazil, Canada, Europe, France, Germany, India, ItalyCompliance Plus
"Perspectives - Good Intentions: Inconsistent Employee Discipline" "Friendships at work are fine, but sometimes they can lead to unintended consequences, as Henry finds out in his dealings with two of his team." Video Module 2 2023-12-05T12:52:31Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics, Discrimination Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, India, ItalyCompliance Plus
"Perspectives - The Way Things Are Done: Workplace Safety" "Jack has a relaxed attitude towards his workplace. The arrival of a new employee forces him to question some slack habits." Video Module 2 2023-12-05T12:52:18Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPersonal Security, Workplace Safety Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, India, ItalyCompliance Plus
"Perspectives with Quiz: Policies and Procedures" "A casual attitude towards organisational policies and procedures can have uncomfortable consequences, as Jacob finds out." Training Module 6 2023-12-05T12:51:54Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics, Incident Reporting Japan, Mexico, Netherlands, Saudi Arabia, Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Singapore, South Africa, Switzerland, United Kingdom, United States, India, ItalyCompliance Plus
"Perspectives with Quiz: PCI - Handling Credit Card Information" "Rachel works in retail. She takes pride in making sure customers feel good about themselves. Then a small but vital slip-up undoes all that good will." Training Module 6 2023-12-05T12:51:35Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPCI, Physical Security Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, Payment Card Processors, India, ItalyCompliance Plus
"Perspectives with Quiz: Conflict Resolution and De-Escalation" "Things take a serious turn when Richard overreacts to a customer. This really didn’t have to happen if he’d just taken a moment to think." Training Module 6 2023-12-05T12:51:22Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHarassment, Personal Security Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, India, ItalyCompliance Plus
"Perspectives with Quiz: Protecting Intellectual Property" "Steven is given an exciting opportunity that looks like a ‘win-win’ for his organisation. Turns out it’s actually a massive ‘lose-lose’ for everyone." Training Module 6 2023-12-05T12:51:03Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, India, ItalyCompliance Plus
"Perspectives with Quiz: Inconsistent Employee Discipline" "Friendships at work are fine, but sometimes they can lead to unintended consequences, as Henry finds out in his dealings with two of his team." Training Module 6 2023-12-05T12:50:42Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics, Discrimination Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, India, ItalyCompliance Plus
"Perspectives with Quiz: Workplace Safety" "Jack has a relaxed attitude towards his workplace. The arrival of a new employee forces him to question some slack habits." Training Module 6 2023-12-05T12:50:26Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPersonal Security, Workplace Safety Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, India, ItalyCompliance Plus
"Combatting Fraud" "Understand how fraud impacts an organisation – what it is, how to detect, prevent and respond to it as well as the correct reporting procedures." Training Module 10 2023-11-30T14:47:29Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, India, Italy, Business Services, Financial ServicesCompliance Plus
"Generative AI: Intelligent and Dangerous?" "Software that can write about any subject independently, solve math problems or write program code — this is possible because of generative artificial intelligence (AI). DALL-E, Bard or ChatGPT are all prominent examples. Generative AI gives us countless opportunities. Unfortunately, this applies to cybercriminals too. The training module 'Generative AI: Intelligent and Dangerous?' explains the basics, shows how cybercriminals are using the technology for their own goals, and how employees can protect themselves against new threats. The training consists of three short videos, in which Dr. Swantje Westpfahl, cybersecurity expert and director of the Institute for Security and Safety at Mannheim University of Applied Sciences, answers the most important questions. Additional interactive slides and knowledge checks use graphics and checklists to summarize key concepts and tips. Learners will take a short quiz at the end."Training Module 12 2023-11-16T14:03:11Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Spear Phishing, Vishing, Malware, Data Protection, Data Privacy, AI Level 3
"Holiday Folly" "The holiday season can be a stressful time, especially when cybercriminals are on the prowl! Cybercriminals know that distractions like traveling, family visits, and buying gifts are abundant, so they try to turn that stress into a payday for themselves! This document will help you recognize some common holiday threats and is a companion to the Holiday Cybersecurity World Passport Game."Newsletters and Documents2023-11-15T20:34:29Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Vishing, Smishing Level 2
"The Sustainability Journey: Renewable Energy" "This module focuses on the importance of renewable energy and the benefits of a lower carbon footprint. This content is appropriate for environmental, social, and governance (ESG) training initiatives." Mobile-First Module5 2023-11-09T20:49:48Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnWorkplace Safety, ESG Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, India, ItalyCompliance Plus
"Security Culture: Compliance for Leaders" "In this mobile-first module, executives and leaders will learn why a good security culture is important for your team and how you can encourage your team. This module discusses the term compliance as it relates to security culture, the importance of information security policies, and how to make them effective." Mobile-First Module5 2023-11-08T13:53:17Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Passwords & Authentication, Data Privacy, Personal Security, Physical Security Level 3
"Double Trouble Trivia: Human Firewall Game" "Reinforce key human firewall concepts with this engaging Jeopardy-style trivia game. The contest features four categories. Each category consists of four questions with point values ranging from 100 to 400. To win, you must earn 3,200 points before your opponent, who earns double the points for each question you answer incorrectly. "Game 8 2023-11-02T15:16:08Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Human Firewall Level 3
"Anti-Money Laundering" "Financial institutions and cash-heavy businesses are more appealing to money launderers, that is why it is important that you know about anti-money laundering and what organisations can do to prevent it." Training Module 10 2023-11-01T18:21:51Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics, Anti-Money Laundering Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, India, Italy, Business Services, Financial Services, InsuranceCompliance Plus
"Security Culture: Compliance " "In this mobile-first module, employees will learn what the term compliance means as it relates to security culture and why compliance in security culture is important, both at work and at home. This module discusses how employees can feel empowered in the dimension of compliance and how they can contribute to developing a positive security culture focusing on compliance.  "Mobile-First Module5 2023-10-30T18:17:38Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Passwords & Authentication, Data Privacy, Personal Security, Physical Security Executives & LeadersLevel 3
"Compliance or Accomplice" "Liven up your compliance office with this versatile poster. Compliance or accomplice. You decide." Posters & Artwork 2023-10-24T15:38:53Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnDiversity, Equity & Inclusion, Data Protection, Data Privacy, FCPA, HIPAA, POPIA, LGPD, FERC, GDPR, PCI, PHI, PIPEDA, FMLA, Harassment, Ethics, Discrimination, Employment Law, Incident Reporting Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, India, ItalyCompliance Plus



"Do What's Right" "Liven up your compliance office with this versatile poster. Do what is right, not what is easy." Posters & Artwork 2023-10-24T15:32:40Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnDiversity, Equity & Inclusion, Data Protection, HIPAA, POPIA, LGPD, PII, FERC, GDPR, NERC, PCI, PHI, PIPEDA, FMLA, Harassment, Ethics, Discrimination, Employment Law, Incident Reporting Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, India, ItalyCompliance Plus
"Neutral to Injustice" "Give people something to think about with this versatile compliance poster featuring a quote from Archbishop Desmond Tutu." Posters & Artwork 2023-10-24T15:32:21Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Diversity, Equity & Inclusion, Data Protection, Data Privacy, HIPAA, POPIA, LGPD, PII, FERC, GDPR, NERC, PCI, PHI, PIPEDA, FMLA, Harassment, Ethics, Discrimination, Employment Law, Incident Reporting United States, Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, India, ItalyCompliance Plus
"Report Policy Violations" "Liven up your compliance office with this versatile poster. You must take action. Report all policy violations. Compliance depends on your vigilance." Posters & Artwork 2023-10-24T15:30:51Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnDiversity, Equity & Inclusion, Data Protection, Data Privacy, HIPAA, POPIA, LGPD, PII, FERC, GDPR, NERC, PCI, PHI, PIPEDA, FMLA, Harassment, Ethics, Discrimination, Employment Law, Incident Reporting Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, India, ItalyCompliance Plus
"How to Behave: Detecting Suspicious Activity" "'How To Behave: Detecting Suspicious Activity' introduces a method for recognizing and dealing with suspicious activity related to information security and data protection. Throughout this training module, you will test your knowledge and take a final quiz to assess your understanding of the different types of suspicious activity and red flags. In addition, you will learn how to recognize suspicious behavior across email, social media, networks and systems, mobile devices, and cloud environments. Hone the skills needed for addressing suspicious activity effectively and protecting your organization’s sensitive information and systems. “How to Behave” is an El Pescador series for Diamond Subscription. Mobile-first module: text + quiz | Keywords: sensitive data, sensitive information, email, social media, mobile devices, cloud, malware, adware, phishing, smartphone."Mobile-First Module5 2023-10-19T12:29:30Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Human Firewall, Red Flags, Email Security, Internet Use, Mobile Devices, Social Media, Data Privacy, Personal Security Level 3
"Security Awareness for Executives" "In this training module, executives will learn the importance of data security at a higher level within the organization. This module discusses how to safely use work devices remotely, the risks of using personal devices, how to create a strong password, what social engineering is and how to avoid it, and data security best practices."Training Module 14 2023-10-13T12:02:25Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Data Protection, Data Privacy Executives & LeadersLevel 3
"Poster: Leave it … lock it" "Remind users that when they leave a device or walk away from their computer that they need to lock it for security reasons." Posters & Artwork 2023-10-11T14:54:18Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnMobile Devices, Physical Security Level 3
"Poster: Inside Man" "The accidental insider can cost an organisation a lot of money or its reputation, remind users to stay vigilant and remember their cybersecurity training." Posters & Artwork 2023-10-11T14:54:12Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall Level 3
"Poster: Stronger is Better" "Keep password strength top of mind with this relatable reminder." Posters & Artwork 2023-10-11T14:54:03Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Passwords & Authentication Level 3
"Poster: Defence Against the Dark Arts" "Remind your users that they are the best defence against the dark arts." Posters & Artwork 2023-10-11T14:53:53Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Incident Reporting Level 3
"Poster: Passwords" "Liven up your office with this versatile poster. A quirky reminder to use unique passwords for all your accounts." Posters & Artwork 2023-10-11T14:53:45Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Passwords & Authentication Level 3
"Poster: Multi-Factor Authentication" "Liven up your office with this versatile poster. Defining multi factor authentication and why you should use it." Posters & Artwork 2023-10-11T14:53:38Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Passwords & Authentication Level 3
"Poster: Ninety Nine Passwords" "Liven up your office with this versatile poster. A quirky reminder to use strong passwords for all your accounts." Posters & Artwork 2023-10-11T14:53:29Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Passwords & Authentication Level 3
"Data Protection for Executives" "In this training module, executives will learn the importance of data protection at a higher level within the organization. This module discusses why data protection is important, how to comply with global and domestic data protection regulations, types of information that need to be secured in order to protect data, how to deal with and report data protection breaches, and data protection best practices."Training Module 11 2023-10-05T20:01:28Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Data Protection, Data Privacy Executives & LeadersLevel 3
"Antitrust Essentials" "In this training module, employees will learn what antitrust is and why it is important, the different types of monopolies, why a monopoly is bad for business, how antitrust laws come into play, what to avoid while dealing with competitors and customers, the basics of mergers and monopoly power, and antitrust best practices." Training Module 15 2023-10-02T18:17:57Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics Canada, United Kingdom, United States, India, Business Services, Australia, Belgium, Brazil, Europe, France, Germany, Global, Ireland, Italy, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, SwitzerlandCompliance Plus
"Cybersmart Safety Tips" "Providing a quick overview of some common cybersecurity threats including phishing and Artificial Intelligence Chatbots, this document serves as a companion to the Kevin Mitnick Security Awareness Training - 15 minutes.  You can add these tips to your cyber-arsenal to keep yourself and your organization safe." Newsletters and Documents2023-10-02T12:16:32Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Internet Use, Social Media, AI Level 1
"Double Trouble Trivia: Social Engineering Game" "Reinforce key social engineering concepts with this engaging Jeopardy-style trivia game. The contest features four categories. Each category consists of four questions with point values ranging from 100 to 400. To win, you must earn 3,200 points before your opponent, who earns double the points for each question you answer incorrectly. "Game 8 2023-09-27T13:53:25Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering Level 3
"Top 5 Phishing Fundamentals" "Phishing continues to be one of the most common and effective cyberattacks that target organizations and individuals alike. This short module reviews the five fundamentals of phishing attacks to reinforce what phishing is, why it’s dangerous, and how to avoid falling for common scams. " Mobile-First Module5 2023-09-19T20:06:14Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Spear Phishing Level 3
"How To Behave: Protecting Sensitive Information" "'How To Behave: Protecting Sensitive Information' is a key module for improving security practices in your organization. Your employees will learn about the various types of sensitive data and how to keep them secure. At the end, learners will be able to protect sensitive information, reduce risk, and prevent cybersecurity breaches. This benefits not only the organization, but also employees themselves, who can be targeted by cybercrime. “How To Behave” is an El Pescador series for Diamond Subscription. Mobile-first module: text + quiz | Keywords: sensitive data, sensitive information, access control, password policy, personally identifiable information (PII), personal health information (PHI), personally identifiable financial information (PIFI)."Mobile-First Module5 2023-09-14T12:36:17Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy, PII, PHI Level 3
"Be On The Lookout! Phishing Red Flags" "Phishing is one of the most common cyberattacks you need to be on the lookout for. This document will give you a quick refresher on how to spot the signs of a phishing attack and is a companion piece for the module Social Engineering Red Flags. " Newsletters and Documents2023-09-13T18:17:03Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Red Flags Level 2
"Security Culture: Norms for Leaders" "Whether we acknowledge it or not, we are all involved with setting and reinforcing norms. Norms are common understandings of what is usual, typical, or standard within a group. Research has shown that norms can influence how we view the security culture within an organization. This module will help you to understand your role as a leader in building and maintaining a positive security culture."Mobile-First Module5 2023-09-12T18:31:09Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Incident Reporting Executives & LeadersLevel 3
"Call Center" "Call center employees are enticing targets for criminals. Always verify someone’s identity and legitimacy before providing access or revealing anything confidential." Posters & Artwork 2023-09-07T16:05:19Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Vishing, Data Protection Customer Service TeamLevel 3
"Security Culture: Norms" "Whether we acknowledge it or not, we are all involved with seƫng and reinforcing norms. Norms are common understandings of what is usual, typical, or standard within a group. Research has shown that norms can influence how we view the security culture within an organizaƟon. This module will help you to understand your role in building and maintaining a posiƟve security culture. Mobile-First Module5 2023-09-06T19:51:27Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Incident Reporting Level 3
"Don't Get Instantly Scammed" "Don’t get instantly scammed. Stay alert for instant payment frauds that target common payment apps." Posters & Artwork 2023-09-05T15:09:25Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Personal Security Level 3
"Ransomware: Blackmail Using Encrypted Data " "Cybercriminals employ phishing techniques to access an organization's IT system, for example, and then use malware to encrypt important files. Afterwards they demand a ransom from users for the release of the files. In this module, employees will learn what to do in case of an emergency and what options are available to protect themselves against a ransomware attack and its consequences. Learners will take a short quiz at the end. "Training Module 7 2023-08-31T17:25:50Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Ransomware, Malware Level 3
"Document: Criminal Minds - Ransomware" "By simply clicking on a malicious link or attachment in a phishing email, a type of malware called ransomware can be deployed within your organisation’s network. This malicious software will lock your files until a sum of money is paid. Protect your organisation against ransomware by knowing what to look out for when it comes to email communication."Newsletters and Documents2023-08-24T18:53:34Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Ransomware, Social Engineering, Spear Phishing Finance StaffLevel 3
"Document: Criminal Minds - Email" "Email is one of the easiest ways for cybercriminals to scam you and your organisation. Once they gain access to an email system they can cash in big time. Use this document as a reminder to always check the details in your email and verify links, attachments and banking details before taking any action." Newsletters and Documents2023-08-24T18:53:18Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Data Protection, Email Security, Data Privacy Finance StaffLevel 3
"The Sustainability Journey: Water Management" "Many organizations are adopting sustainable practices. In order to support these efforts, employees need to understand why they're important. This module describes the importance of sustainable water management by implementing water efficiency improvements and water conservation strategies. This content is appropriate for environmental, social, and governance (ESG) training initiatives."Mobile-First Module3 2023-08-18T13:10:18Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnWorkplace Safety, ESG Australia, Brazil, Canada, Germany, Japan, Singapore, South Africa, United Kingdom, United States, Belgium, Europe, France, Global, Ireland, Mexico, Netherlands, Saudi Arabia, Switzerland, India, Italy, Energy & UtilitiesCompliance Plus
"Microphones and Cameras: Use With Caution" "Microphones and cameras have become part of everyday life. They can be found in smartphones, tablets, laptops, voice assistants and smart home devices. Most of the time they are useful, but they can also present certain risks. Sensitive data can be shared unknowingly through the careless use of cameras and microphones. In this module, employees will learn what they should be aware of when using cameras and microphones at work and in their private lives. Learners will take a short quiz at the end. "Training Module 6 2023-07-30T00:22:27Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Data Protection, Mobile Devices, Data Privacy, Personal Security Level 3
"Gifts, Bribery, and Corruption" "Maintaining good business relationships often involves exchanging small gifts and courtesy goods. However, there is a fine line between bribery and permissible gratuity, and there are certain gifts one is not allowed to offer or accept. This module explains what employees need to bear in mind when giving and receiving gifts in the course of their professional life. Learners will take a short quiz at the end. "Training Module 5 2023-07-30T00:06:01Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics, Employment Law, Incident Reporting, Anti-Bribery & Corruption Europe, France, Germany, Global, United Kingdom, India, ItalyCompliance Plus
"Security Culture: Communication" "Building a positive security culture is everybody's responsibility, and communication is at the heart of it. Effective communication helps prevent security incidents and is vital when reporting them. By the end of this module, learners will be able to explain the importance of communication to security culture.  'Security Culture: The Seven Dimensions' is a KnowBe4 series for Diamond Subscription. "Mobile-First Module7 2023-07-11T13:10:16Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Personal Security Level 3
"AI Chatbots: Understanding Their Use, Risks, and Limitations in the Workplace" "In this module, employees will learn what an AI (Artificial Intelligence) chatbot is, when and how it is appropriate to use, what the security and privacy risks of using AI chatbots are, and how to identify when an AI chatbot provides biased or inaccurate information. This module will cover Natural Language Processing (NLP) or generative AI chatbots, such as ChatGPT or Bing."Training Module 14 2023-07-06T17:35:33Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnAI, Data Protection, Human Firewall, Internet Use, Data Privacy Level 3
"What Are AI Chatbots?" "This document provides an understanding of what AI chatbots are, tips for how to interact with them, and how people can safeguard their data as well as their organization's data." Newsletters and Documents2023-07-06T17:34:36Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnAI, Phishing, Data Protection, Human Firewall, Internet Use, Data Privacy, Personal Security Level 2
"Security Culture: Communication for Leaders" "Building a positive security culture is an important task for all leaders, and communication is at the heart of it. Effective communication helps to prevent security incidents and is vital when reporting them. By the end of this module, learners will be able to explain the importance of communication to security culture.      'Security Culture: The Seven Dimensions' is a KnowBe4 series for Diamond subscription. "Mobile-First Module7 2023-06-30T17:40:52Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Personal Security Executives & LeadersLevel 3
"Security Culture: Cognition" "Research reveals seven dimensions that define security culture. This module examines how your knowledge, understanding and awareness strengthen the cognition dimension of security culture" Mobile-First Module5 2023-06-28T17:18:22Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Data Protection, Human Firewall, Data Privacy Level 3
"Security Culture: Cognition for Leaders" "Research reveals seven dimensions which define security culture. This module looks at how the knowledge, understanding and awareness of cybersecurity within your team strengthens the cognition dimension of security culture for your organisation." Mobile-First Module5 2023-06-28T17:18:13Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Data Protection, Human Firewall, Data Privacy Executives & LeadersLevel 3
"Code of Conduct: Values Matter" "In this training module, employees will learn about what a code of conduct is, what it includes, and common core values. In addition, they will learn when to use their best judgment, how to act within an organization’s guiding principles, and about common compliance policies. " Training Module 12 2023-06-27T17:45:33Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHarassment, Ethics, Discrimination, Workplace Safety Global, India, Business ServicesCompliance Plus
"Security Culture: Responsibilities for Leaders" "The success of an organization largely depends on the health of the organization’s culture, which includes security. By breaking it down into seven dimensions, organizations can form a strategic approach to improving their security culture. This short course explores that concept with a specific focus on the dimension of responsibilities, and how it applies to leadership, management, and executives. "Mobile-First Module5 2023-06-02T19:26:15Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy Executives & LeadersLevel 3
"Security Culture: Responsibilities" "The success of an organization largely depends on the health of the organization’s culture, which includes security. By breaking it down into seven dimensions, organizations can form a strategic approach to improving their security culture. This short course explores that concept with a specific focus on the dimension of responsibilities and how it applies to end users. "Mobile-First Module5 2023-06-02T19:25:52Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy Level 3
"Data Classification and Handling" "This mobile-first module teaches employees the four common data classification types based on sensitivity, how organizations generally classify data based on sensitivity, and how to properly handle data depending on classification type. " Mobile-First Module7 2023-05-31T12:24:15Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy Global, Business ServicesCompliance Plus
"Privacy Series: Personal Information at Work" "When we collect, manage and maintain customers' personal data there are certain rules we must follow to ensure that it is properly protected. Learn more about the seven principles for the lawful processing of personal data to ensure you are considered compliant." Training Module 5 2023-05-24T12:41:40Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy Level 3
"Phishing Emails: Think Before You Act" "Phishing emails are a common way for cybercriminals to steal data. These emails appear legitimate at first glance. They appear to come from a known contact, a well-known organization, or from a program that you use everyday at work. However, they are actually a scam designed to trick you into revealing sensitive information. If you're not careful and fail to check all of your emails carefully, you and your organization could fall victim to a phishing attack. The consequences can be very serious, making it vital that all employees stay alert and pay close attention to all of their emails. Learners will take a quiz at the end."Training Module 6 2023-05-15T12:36:19Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Data Protection, Human Firewall, Data Privacy Level 3
"Culture of Compliance" "A good compliance culture is when compliance is at the core of an organization's beliefs, values, and behaviors. This module describes the importance of understanding the foundation of compliance culture and how organizations directly benefit from a successful culture of compliance." Video Module 3 2023-05-10T18:40:49Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics Australia, Brazil, Canada, Germany, Japan, Singapore, South Africa, United Kingdom, United States, Belgium, Europe, France, Global, Ireland, Mexico, Netherlands, Saudi Arabia, Switzerland, India, ItalyCompliance Plus
"Document: Spot the Phish Game: Reloaded" "Phishing remains one of the most popular cyber attacks. Use this infographic to support your scam-spotting skills from QR codes to text-based phishing and everything in between. Learn to spot bad links and attachments and identify when communication is risky. Let's play Spot the Phish!" Newsletters and Documents2023-04-19T15:58:46Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnCEO Fraud, Phishing, Ransomware, Social Engineering, Spear Phishing, Malware, Smishing, Human Firewall, Red Flags, Working Remotely, Email Security Level 3
"Poster: Spot the Phish Game: Reloaded" "Phishing remains one of the most popular cyber attacks. Use this poster to support your scam-spotting skills from QR codes to text-based phishing and everything in between. Learn to spot bad links and attachments and identify when communication is risky. Let's play Spot the Phish!" Posters & Artwork 2023-04-19T15:45:21Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnCEO Fraud, Phishing, Ransomware, Social Engineering, Spear Phishing, Malware, Smishing, Human Firewall, Red Flags, Working Remotely, Email Security Level 3
"Spot the Phish Game: Reloaded" "Choose your hero and help them spot the phish! Steal lives from the cybercriminal in this exciting game that teaches you how to spot warning signs in digital correspondence. From QR codes, to text base phishing and everything in between. Learn to spot bad links and attachments and identify when communication is risky. Let's play Spot the Phish!"Game 10 2023-04-19T15:23:35Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnCEO Fraud, Ransomware, Social Engineering, Spear Phishing, Malware, Smishing, Human Firewall, Red Flags, Working Remotely, Email Security Level 3
"The Sustainability Journey: Reducing Waste" "Waste reducƟon is one of the various ways people and organizaƟons can move toward a more sustainable future. This module digs into why waste management is important, and how people and organizaƟons can implement more conscious waste management pracƟces in the workplace and at home. This content is appropriate for environmental, social, and governance (ESG) training iniƟaƟves. Mobile-First Module4 2023-04-17T17:18:34Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnWorkplace Safety, ESG Australia, Brazil, Canada, Germany, Japan, Singapore, South Africa, United Kingdom, United States, Belgium, Europe, France, Global, Ireland, Mexico, Netherlands, Saudi Arabia, Switzerland, India, Italy, Energy & UtilitiesCompliance Plus
"Work Life Balance" "Did you know? A healthy work life balance is the key to success when working from home!" Posters & Artwork 2023-04-14T15:20:30Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Working Remotely, Data Privacy Level 3
"Taking Home Security Awareness " "Working from home offers many conveniences but also creates additional security concerns. Use this informative document to help people maintain security, regardless of whether they work remotely full time, part time, or a hybrid of the two. " Newsletters and Documents2023-04-12T15:31:17Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Working Remotely, Data Privacy Level 3
"Enjoy Internet Cookies" "How to enjoy internet  cookies safely:  Never allow websites to store your passwords. The risk of that function outweighs the convenience." Posters & Artwork 2023-04-12T15:31:08Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Internet Use, Data Privacy Level 3
"Think Before You Scan" "QR codes are convenient, but they’ve also become another way for cybercriminals to carry out their attacks. This poster supports the video module “QR Codes: Safe Scanning” and provides a reminder on how to safely scan QR codes." Posters & Artwork 2023-03-31T17:29:49Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Human Firewall, Internet Use, Mobile Devices Level 2
"QR Codes: Enjoy Safe Scanning" "QR codes are convenient, but they’ve also become another way for cybercriminals to carry out their attacks. This document provides best practice security tips so you can scan QR codes safely! This document can either act as a standalone document or supplement the video module “QR Codes: Safe Scanning.”" Newsletters and Documents2023-03-31T17:25:51Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Human Firewall, Internet Use, Mobile Devices Level 2
"Security Culture For Leaders" "Everyone is responsible for building a culture within their organization, and building a positive security culture is no different. As a leader, you are expected to set the standard and exemplify your organization's values and goals. This short video module will give you an overview of what we mean when we say 'security culture,' why it matters, and how you can help create a strong security culture as a leader. "Video Module 4 2023-03-30T19:48:01Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Human Firewall, Internet Use Level 1
"Taking Security Awareness Home" "Working from home offers many conveniences but also creates additional security concerns. The goal of this training module is to help employees maintain security and productivity, regardless of whether they work remotely full time, part time, or a hybrid of the two. " Training Module 15 2023-03-30T15:48:52Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Working Remotely, Data Privacy Level 3
"Smishing Frenzy" "Do you have a mobile phone? Do you use a messaging app like WhatsApp? If so, you are at risk of being a target of smishing, which is when a cybercriminal uses text messages and messaging apps to try and lure you into revealing personal information or downloading malicious software. This module is a short introduction to the dangers of smishing and how you can avoid becoming another victim of this type of cyberattack. "Training Module 7 2023-03-29T14:44:42Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Smishing, Human Firewall, Red Flags Level 2
"Compliance in 3 Minutes: Online Harassment" "Online harassment, or cyberbullying, affects the mental health of countless people around the world. Learn how to recognize important red flags and report an incident in your organization. “Compliance in 3 minutes” is an El Pescador series for Compliance Plus.  Mobile-first module: text + quiz." Mobile-First Module3 2023-03-21T17:25:17Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHarassment Global, IndiaCompliance Plus
"Compliance in 3 minutes: Sexual Harassment" "Sexual harassment affects the mental health of countless people around the world. Learn how to recognize important red flags and report an incident in your organization. “Compliance in 3 minutes” is an El Pescador series for Compliance Plus. Mobile-first module: text + quiz." Mobile-First Module3 2023-03-07T15:46:01Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHarassment Global, IndiaCompliance Plus
"Double Trouble Trivia: Password Security Game" "Test your password security knowledge with this Jeopardy-style trivia game. The contest features four categories. Each category consists of four questions with point values ranging from 100 to 400. To win, you must earn 3,200 points before your opponent, who earns double the points for each question you answer incorrectly. " Game 8 2023-03-03T20:09:17Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPasswords & Authentication Level 3
"Compliance in 3 Minutes: Workplace Harassment" "Workplace harassment and other forms of violence affect the mental health of countless people around the world. Learn how to recognize important red flags and report an incident in your organization. “Compliance in 3 minutes” is an El Pescador series for Compliance Plus.  Mobile-first module: text + quiz." Mobile-First Module3 2023-03-01T13:13:23Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHarassment Australia, Brazil, Canada, Germany, Japan, South Africa, United Kingdom, United States, India, ItalyCompliance Plus
"Phish Catcher Game: Last Line of Defense " "This interactive game emphasizes decision-making skills by presenting users with multiple phishing scenarios, both on a computer and a mobile device. Users must play the role of human firewall, the last line of defense, to help an organization identify phishing and smishing attacks. With a small randomized question bank of scenarios, this one offers some replay value since it’ll be different each time."Game 5 2023-02-21T13:49:23Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Smishing Level 3
"Privacy Series: Secure & Safeguard Information" "Don’t let personal information fall into the wrong hands. Ensure that you and your organisation do everything you can to secure and safeguard it." Training Module 5 2023-02-08T18:55:44Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy Level 3
"Privacy Series: Prevent Identity Theft" "It may be difficult to understand the value of your identity, but cybercriminals can make some real money from your personal information. If your identity is stolen, it creates a financial and administrative nightmare. Make sure you know how to protect your identity." Training Module 8 2023-02-02T17:56:37Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy, Personal Security Level 3
"What's the Password?"  "Passphrases and passcodes are types of passwords. Each form of authenƟcaƟon has a purpose and a place where it is most appropriately used. " Posters & Artwork 2023-01-16T16:19:57Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPasswords & Authentication Level 3
"Introduction to Sustainability" "Many organizations are adopting sustainable practices. In order to support these efforts, employees need to understand why they’re important. This module introduces the concept of sustainability and explains why it matters to everyone and our planet. This content is appropriate for environmental, social, and governance (ESG) training initiatives."Mobile-First Module5 2022-12-30T00:42:10Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnWorkplace Safety, ESG Australia, Brazil, Canada, Germany, Japan, Singapore, South Africa, United Kingdom, United States, Belgium, Europe, France, Global, Ireland, Mexico, Netherlands, Saudi Arabia, Switzerland, India, Italy, Energy & Utilities, Logistics & TransportationCompliance Plus
"Perspectives with Quiz: Customer Verification" "Anna is a savvy sales manager with years of experience under her belt. She sets high expectations for herself. She’s the last person you’d expect to get caught up in a deal that could jeopardise more than her sales targets." Training Module 6 2022-12-29T03:11:35Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics Australia, Brazil, Canada, Germany, Japan, Netherlands, Singapore, South Africa, United Kingdom, United States, France, Global, Switzerland, Belgium, Europe, Ireland, Mexico, Saudi Arabia, India, ItalyCompliance Plus
"Perspectives with Quiz: Bribery and Corruption" "Gareth loves to fish. When he gets the opportunity to go on the fishing expedition of a lifetime he needs some firm guidance to make sure the company policy doesn’t catch him unawares." Training Module 6 2022-12-29T03:10:54Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics, Anti-Bribery & Corruption Australia, Brazil, Canada, Germany, Japan, Netherlands, Singapore, South Africa, United Kingdom, United States, France, Global, Switzerland, Belgium, Europe, Ireland, Mexico, Saudi Arabia, India, Italy, Business ServicesCompliance Plus
"Perspectives with Quiz: Overcoming Unconscious Bias"  "David is a great boss, everyone says so, but he is oblivious of the flaw that is prevenƟng him from geƫng the best from everyone on his team. Can he get a new perspecƟve before irreparable damage has been done? " Training Module 6 2022-12-29T03:10:25Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnDiversity, Equity & Inclusion, Ethics, Discrimination, Incident Reporting Australia, Brazil, Canada, Germany, Japan, Netherlands, Singapore, South Africa, United Kingdom, United States, France, Global, Switzerland, Belgium, Europe, Ireland, Mexico, Saudi Arabia, India, ItalyCompliance Plus
"Perspectives with Quiz: Hostile Work Environment" "There’s no question Bill gets results, but his management methods are drawing the wrong kind of attention. Then out of the blue a colleague makes an intervention that will bring consequences way beyond anything he can imagine." Training Module 6 2022-12-29T03:10:04Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnDiversity, Equity & Inclusion, Harassment, Ethics, Incident Reporting Australia, Brazil, Canada, Germany, Japan, Netherlands, Singapore, South Africa, United Kingdom, United States, France, Global, Switzerland, Belgium, Europe, Ireland, Mexico, Saudi Arabia, India, ItalyCompliance Plus
"Perspectives with Quiz: Sexual Harassment" "Nicole loves her job, but there’s something, or more accurately someone, who’s making her have serious doubts about her working life. Will she have the determination to set and pursue her career goals and give unwanted attention the treatment it deserves?" Training Module 6 2022-12-29T03:09:04Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHarassment, Ethics Australia, Brazil, Canada, Germany, Japan, Netherlands, Singapore, South Africa, United Kingdom, United States, France, Global, Switzerland, Belgium, Europe, Ireland, Mexico, Saudi Arabia, India, ItalyCompliance Plus
"Perspectives with Quiz: Incident Reporting" "Nazeem is a team player but his conscience is causing a conflict of loyalties that may put a permanent rift between him and his boss when she tries to push a deal over the line. Does he have the strength of character to take her on, or will he take the path of least resistance?" Training Module 6 2022-12-29T03:08:39Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnDiversity, Equity & Inclusion, Ethics Australia, Brazil, Canada, Germany, Japan, Netherlands, Singapore, South Africa, United Kingdom, United States, France, Global, Switzerland, Belgium, Europe, Ireland, Mexico, Saudi Arabia, India, ItalyCompliance Plus
"Mobile Essentials: Safe Web Browsing" "In this module, your employees will learn about staying safe on the internet. It starts with the right preparation, which means ensuring you have a VPN and strong passwords for your router and Wi-Fi. Your employees will learn how to recognize and protect themselves against the dangers of browsing the web, such as online scams, disinformation, and malicious add-ons. A short quiz at the end helps learners apply their knowledge."Mobile-First Module7 2022-12-16T19:12:10Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Red Flags, Internet Use, Passwords & Authentication Level 3
"Tough Talk Tips for Managers" "Guidelines for managers who need to have a difficult conversation with an employee. " Newsletters and Documents2022-12-16T16:01:30Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics Australia, Brazil, Canada, Germany, Japan, Singapore, South Africa, United Kingdom, United States, Belgium, Europe, France, Global, Ireland, Mexico, Netherlands, Saudi Arabia, Switzerland, India, ItalyCompliance Plus
"Mobile Essentials: Secure Remote Work " "Are your employees working remotely? Many employees are not taking data security seriously while working from home. Cybercriminals know this and oŌen exploit the vulnerabiliƟes of an unsecured home office. This can have serious consequences for your organizaƟon, such as data theŌ, data loss, financial losses or data leaks which cause reputaƟonal damage.  Mobile-First Module8 2022-12-14T20:41:12Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Working Remotely, Internet Use, Passwords & Authentication, WiFi, Data Privacy Level 3
"Privacy Series: The Value of Personal Information" "Personal information is more valuable than you may think, find out why and how online sites are using what you share to make big money." Training Module 8 2022-12-12T18:45:14Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Social Media, Data Privacy, PII Level 3
"A Guide to Secure Account Sharing" "Sharing accounts is generally ill-advised, but there are moments when it is necessary. In those instances, there are many best practices one should follow. In this module, you will learn why account sharing is dangerous and how you can securely share accounts between users." Training Module 6 2022-12-08T18:25:11Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Human Firewall, Internet Use, Passwords & Authentication, Data Privacy, Personal Security Level 3
"A Guide To Dealing With Password Breaches" "Unfortunately, password breaches are all too common nowadays. If someone has your username and password, they can get into your accounts and systems without effort. In this module, you will learn what to do if your password is found in a breach and some preventative measures to help protect yourself in the future." Training Module 6 2022-12-08T18:24:59Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Human Firewall, Internet Use, Mobile Devices, Passwords & Authentication, Data Privacy, Personal Security Level 3
"A Guide to Avoiding Password Reuse" "The reuse of weak passwords is estimated to cause 19% of data breaches. This is why it is so important that people don't reuse passwords. In this module, you will learn why reusing passwords is dangerous and how to change reused passwords to stronger, more complex ones." Mobile-First Module6 2022-12-08T18:24:48Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Human Firewall, Internet Use, Passwords & Authentication, Data Privacy, Personal Security Level 3
"Non-Technical Security" "While information security often focuses on cyberthreats like phishing and malware, there’s a non-technical side to protecting data that deserves an equal amount of attention. This short course explores that concept by focusing on practical awareness techniques to use in the office, on the go, and when working from home." Training Module 10 2022-12-08T15:17:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Working Remotely, Data Privacy, Physical Security Level 3
"Non-Technical Security in the Office" "Non-technical security simply means using strong judgement in everyday situations and asking questions when more information is needed. Let’s explore a few non-technical security practices you can use while working in the office." Newsletters and Documents2022-12-06T13:21:39Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy, Physical Security Level 3
"Deserves Your Attention" "Whether you're at home, on the go, or in the office, non-technical security deserves your attention." Posters & Artwork 2022-12-06T13:21:20Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Working Remotely, Data Privacy, Physical Security Level 3
"It’s Been Hacked: Push Notification Authentications" "A new hack is among us. A previously secure authentication method using push notifications has been hacked. Review the document for a quick guide on what this attack could look like and how to react when faced with this attack." Posters & Artwork 2022-11-18T20:58:48Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Human Firewall, Red Flags, Working Remotely, Mobile Devices, Passwords & Authentication, Data Privacy, Incident Reporting Level 2
"Clean Desk Policy - What You Need To Know" "Clean Desk Policies (CDP) are designed to keep an organization safe. These guidelines stipulate how employees should leave their workstation when they leave the office, or their desk if working remotely. This module provides information on why clean desk policies exist and what they entail. Learners will take a quiz at the end." Training Module 6 2022-11-17T20:36:44Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnTailgating, Data Protection, Human Firewall, Working Remotely, Data Privacy Level 3
"How To Recognize and Avoid Conflicts of Interest" "If your organizaƟon is affected by a conflict of interest, there can be serious consequences, such as damage to the image of the organizaƟon, economic losses, and legal consequences. In this module, you will use a variety of examples to learn about the different types of conflicts of interest that exist. You will also learn how to recognize and avoid conflicts of interest and find soluƟons if your organizaƟon is affected. The learners will take a quiz at the end of the module. Mobile-First Module8 2022-11-16T15:43:37Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics, Anti-Bribery & Corruption Germany, Australia, Brazil, Canada, Europe, France, Global, Japan, Netherlands, Singapore, South Africa, Switzerland, United Kingdom, United States, Belgium, Ireland, Mexico, Saudi Arabia, Italy, Business Services, IndiaCompliance Plus
"Cybersecurity Essentials: Secure Passwords" "How do you create a really strong password and remember it? This is revealed to you by Wendy, a clever artificial intelligence unit that guides you through the CyberSecurityLab, in which scientists examine passwords. Only with a strong password can you protect sensitive information from theft and misuse. A quiz at the end gives you an opportunity to test your knowledge.  "Training Module 10 2022-09-22T12:29:03Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Human Firewall, Working Remotely, Internet Use, Passwords & Authentication, Social Media, WiFi Level 3
"Poster: Industry 4.0: Data Protection" "Industrial espionage is an issue for all employees in organizations of industrial production and development. Being alert to suspicious activities, keeping your eyes open and developing an awareness of the topic is what the poster reminds you of in a humorous way. To refresh acquired knowledge, it is an ideal supplement to the training module 'Data Protection in Industry 4.0.' The poster can be printed out or presented on a screen in the break room, factory hall or canteen, for example. "Posters & Artwork 2022-09-19T19:59:06Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnTailgating, Data Protection, Red Flags, GDPR, Workplace Safety Germany, France, Europe, Australia, Brazil, Canada, Global, Japan, Netherlands, Singapore, South Africa, Switzerland, United Kingdom, United States, India, Italy, Belgium, Ireland, Mexico, Saudi ArabiaCompliance Plus
"Privacy Series: GDPR - Your Rights" "This module looks at the goals of the GDPR and simplifies the implications of the regulation in a way that people who process personal information can understand and apply it to their daily work and personal lives." Training Module 10 2022-09-15T19:39:02Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy, PII, GDPR Level 3
"Avoiding Conflicts of Interest" "Explore workplace conflict of interest and learn to navigate potential ethical dilemmas and how to promote a fair work environment. This module will help to gain strategies to identify, address and prevent conflicts that may arise in the organisation." Training Module 12 2022-09-01T20:12:14Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics South Africa, Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, Switzerland, United Kingdom, United States, India, Italy, Business ServicesCompliance Plus
"Industry 4.0: Data Protection" "Industry 4.0 means highly networked production facilities, automated factories, and the processing of large amounts of data—data that is everywhere, on the factory floor as much as in IT itself. This module is aimed at employees in production. It raises awareness of the issues associated with personal data. The legal framework of the GDPR places particular emphasis on the protection of personal data, which accumulates in large quantities as machine data in modern manufacturing, whether as employee or customer data. Industry 4.0 places particularly high demands on the protection of data and know-how. This training module provides information on what data is generated in the production environment and how data and know-how should be safeguarded. At the end awaits the learners a quiz."Training Module 15 2022-08-30T21:32:54Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnTailgating, Data Protection, GDPR, Workplace Safety Germany, France, Europe, Australia, Brazil, Canada, Global, Japan, Netherlands, Singapore, South Africa, Switzerland, United Kingdom, United States, India, ItalyCompliance Plus
"Situational Awareness" "This mobile-friendly course focuses on the concept of situational awareness by highlighting a few ways to maintain security and privacy no matter where you work. " Mobile-First Module7 2022-08-30T19:58:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Physical Security Level 3
"Mobile Essentials: Social Engineering" "Phishing, vishing, tailgating, and USB attacks: MENDY, a sophisticated robot, knows every trick in the cybersecurity book. Her mission: to infiltrate organizations, manipulate employees, and steal data! With cleverness, devious trickery, and various forms of social engineering, it almost succeeds in overcoming security measures. In this module, optimized for mobile devices, your employees will learn everything about the scams of cyber criminals and how to protect against them. The learners will take a short quiz at the end."Mobile-First Module8 2022-08-26T17:28:54Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Tailgating, Vishing, USB, Human Firewall, Red Flags, Internet Use Level 3
"Document: Anti-Money Laundering" "Make sure you know about anti-money laundering, and why it is essential to avoid it happening within your organisation in South Africa." Newsletters and Documents2022-08-26T12:39:08Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics South Africa, IndiaCompliance Plus
"Global Anti-Bribery and Corruption" "This is the first course in a series of modules addressing anti-bribery and anti-corruption across the globe without going into detail about specific regional laws. Learners will gain an understanding of what constitutes bribery and corruption and their role in helping the organization remain ethical and compliant." Mobile-First Module8 2022-08-12T18:28:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics, Anti-Bribery & Corruption Australia, Brazil, Canada, Germany, Japan, Singapore, South Africa, United Kingdom, United States, Belgium, Europe, France, Global, Ireland, Mexico, Netherlands, Saudi Arabia, Switzerland, India, Italy, Business Services, Financial Services, InsuranceCompliance Plus
"Ethical Business Conduct Around the World" "This is the second course in a series of modules addressing anti-bribery and anti-corruption across the globe without going into detail about specific regional laws. This module is designed for managers, executives, or others  who have influence over decision-making that can put the organization at risk. Learners will discover the types of corruption that can occur and how to prevent, spot, and report it. "Mobile-First Module7 2022-08-12T18:27:28Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics, Anti-Bribery & Corruption Australia, Brazil, Canada, Germany, Japan, Singapore, South Africa, United Kingdom, United States, Belgium, Europe, France, Global, Ireland, Mexico, Netherlands, Saudi Arabia, Switzerland, India, Italy, Business ServicesCompliance Plus
"Dealing with Third Parties: Anti-Corruption" "This is the third course in a series of modules addressing anti-bribery and anti-corruption across the globe without going into detail about specific regional laws. This course was designed for multinational organizations that require a common message surrounding policies and procedures related to dealing with third parties such as contractors, vendors, partners, and suppliers.  Learners will discover, at an awareness level, common ethical and legal practices related to bribery and corruption prevention."Mobile-First Module5 2022-08-12T18:27:05Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics, Anti-Bribery & Corruption Australia, Brazil, Canada, Germany, Japan, Singapore, South Africa, United Kingdom, United States, Belgium, Europe, France, Global, Ireland, Mexico, Netherlands, Saudi Arabia, Switzerland, India, Italy, Business Services, Financial Services, InsuranceCompliance Plus
"Perspectives - If You Don't Know Me By Now: Customer Verification" "Anna is a savvy sales manager with years of experience under her belt. She sets high expectations for herself. She’s the last person you’d expect to get caught up in a deal that could jeopardise more than her sales targets." Video Module 3 2022-08-04T11:54:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics Australia, Brazil, Canada, France, Germany, Global, Japan, Netherlands, Singapore, South Africa, Switzerland, United Kingdom, United States, Belgium, Europe, Ireland, Mexico, Saudi Arabia, India, ItalyCompliance Plus
"Perspectives - Bait and Switch: Bribery and Corruption" "Gareth loves to fish. When he gets the opportunity to go on the fishing expedition of a lifetime he needs some firm guidance to make sure the company policy doesn’t catch him unawares." Video Module 2 2022-08-04T11:53:46Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics, Anti-Bribery & Corruption Australia, Brazil, Canada, France, Germany, Global, Japan, Netherlands, Singapore, South Africa, Switzerland, United Kingdom, United States, Belgium, Europe, Ireland, Mexico, Saudi Arabia, India, ItalyCompliance Plus
"Perspectives - Blind Spots: Overcoming Unconscious Bias" "David is a great boss, everyone says so, but he is oblivious of the flaw that is preventing him from getting the best from everyone on his team. Can he get a new perspective before irreparable damage has been done?" Video Module 3 2022-08-04T11:52:21Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnDiscrimination Australia, Brazil, Canada, France, Germany, Global, Japan, Netherlands, Singapore, South Africa, Switzerland, United Kingdom, United States, Belgium, Europe, Ireland, Mexico, Saudi Arabia, India, ItalyCompliance Plus
"Perspectives - Stepping Up: Hostile Work Environment" "There’s no question Bill gets results, but his management methods are drawing the wrong kind of attention. Then out of the blue a colleague makes an intervention that will bring consequences way beyond anything he can imagine." Video Module 3 2022-08-04T11:52:11Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHarassment Australia, Brazil, Canada, France, Germany, Global, Japan, Netherlands, Singapore, South Africa, Switzerland, United Kingdom, United States, Belgium, Europe, Ireland, Mexico, Saudi Arabia, India, ItalyCompliance Plus
"Perspectives - Every Day: Sexual Harassment" "Nicole loves her job, but there’s something, or more accurately someone, who’s making her have serious doubts about her working life. Will she have the determination to set and pursue her career goals and give unwanted attention the treatment it deserves?" Video Module 3 2022-08-04T11:51:57Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHarassment Australia, Brazil, Canada, France, Germany, Global, Japan, Netherlands, Singapore, South Africa, Switzerland, United Kingdom, United States, Belgium, Europe, Ireland, Mexico, Saudi Arabia, India, ItalyCompliance Plus
"Perspectives - A Big Deal: Incident Reporting" "Nazeem is a team player but his conscience is causing a conflict of loyalties that may put a permanent rift between him and his boss when she tries to push a deal over the line. Does he have the strength of character to take her on, or will he take the path of least resistance? " Video Module 3 2022-08-04T11:51:42Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnIncident Reporting Australia, Brazil, Canada, France, Germany, Global, Japan, Netherlands, Singapore, South Africa, Switzerland, United Kingdom, United States, Belgium, Europe, Ireland, Mexico, Saudi Arabia, India, ItalyCompliance Plus
"Ransomware Foundations" "Organizations in every industry need to fortify themselves against the ongoing threat of ransomware. This course walks through a traditional attack, explores the ransomware business model, and provides prevention techniques to help end users avoid becoming a victim. " Training Module 15 2022-06-28T17:13:42Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Ransomware, Malware Level 3
"Ransomware Basics" "What is ransomware? How do we beat ransomware? Let's look at the ransomware basics" Newsletters and Documents2022-06-28T17:12:58Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnRansomware, Malware Level 3
"Identifying Insider Threats" "Every member of an organisation can be an insider threat, often unknowingly. Familiarise yourself with the different types of insider threats to prevent accidentally giving cybercriminals access to your organisational information. Become the strongest line of defence." Mobile-First Module5 2022-06-22T18:46:05Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Ransomware, Tailgating, USB, Malware, Human Firewall Level 3
"Security Snapshots - “Walkies”  (QR Codes) " "Shaun is less than thrilled to be walking his girlfriend’s dog ‘Pookie’ in the park. But his dignity is not the only thing he stands to lose if he scans that QR code." Video Module 2 2022-06-21T13:37:37Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Mobile Devices Level 3
"Security Snapshots - “Travel Travails” (Travel Security)" "Brenda is relaxed that she has done everything in her power to be a secure traveller. Shame she let her guard down, just when it was all going so well." Video Module 2 2022-06-21T13:36:42Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Working Remotely, Mobile Devices Level 3
"Security Snapshots - “A Big Deal” (Reporting Incidents)" "Dave has sweated night and day to make his big presentation. He’s ready to smash it out the park. His trusty colleagues have got his back. Don’t be so sure about that, Dave." Video Module 2 2022-06-21T13:36:19Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Incident Reporting Level 3
"Security Snapshots - “Famous” (Following Policy)" "Brad loves the limelight. More than that he thinks he should share his brilliance with the world at large. Unfortunately the office is not a stage and company policy is not an improvised show." Video Module 2 2022-06-21T13:35:49Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Social Media Level 3
"Security Snapshots - “No Laughing Matter” (Safe Web Surfing)" "Brad likes a laugh. Who doesn’t?  But his carefree attitude means he isn’t taking his internet security anywhere near seriously enough. " Video Module 2 2022-06-21T13:34:59Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Internet Use Level 3
"Security Snapshots - “On The Move” (Smishing)" "Good old Brad. You can’t say he doesn’t make the effort. But all the sweat is in danger of making  him lose focus. Multitasking is overrated, if it means you take your eye off the ball, or the treadmill." Video Module 2 2022-06-21T13:34:33Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Phishing, Social Engineering, Mobile Devices, Smishing Level 3
"Security Snapshots - “An Actor Prepares” (Pretexting)" "Meet Alex. He’s a seasoned performer who’s been preparing for his one man show his  entire life. Just be careful not to find yourself in his audience. " Video Module 2 2022-06-21T13:33:23Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Social Engineering, Vishing Level 3
"Security Snapshots - “Taking a Moment” (Mobile Safety/Hovering Over Links)" "Monique has a lot on her plate, just like everyone around her. But today she has a serious test to pass when she picks up her mobile. Is she up to the challenge?" Video Module 2 2022-06-21T13:32:27Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Email Security, Mobile Devices Level 3
"Security Snapshots - “A Friend Indeed” (Wire transfer fraud)" "Monique makes a terrific buddy. She’s reliable and generous and, as it turns out, a bit gullible too. These are admirable qualities in a friend but also make her a perfect target for someone with less charitable motives." Video Module 2 2022-06-21T13:31:47Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Social Engineering Level 3
"Security Snapshots - “From The Source” (Disinformation)" "Dave’s on a mission. He’s a one man army, protecting his colleagues from a terrible adversary. He has a purpose. Shame he didn’t take the time to check his intel. " Video Module 2 2022-06-21T13:31:10Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Social Engineering Level 3
"Security Snapshots - “Creature of Habit” (Password Reuse)" "Jenny loves her life exactly as it is. Loves her job, loves her small daily routines. It’s not much to ask. Unfortunately habit can so easily slip into complacency and that is when disaster strikes." Video Module 2 2022-06-21T13:30:26Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Passwords & Authentication Level 3
"Security Snapshots -  “Rock Star for a Day” (Human Firewall)" "Shaun is just a regular guy. Like so many other quiet people. But, turns out, he is very far from ordinary. In fact you could say, he’s a legend!" Video Module 2 2022-06-21T13:29:51Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall Level 3
"Phishing Your Inbox" "Phishing scams have a long history of spreading malware, stealing information, and swindling people out of money. This short course demonstrates how to spot common attacks, reviews common warning signs, and explores the strategy behind sophisticated phishing emails. " Training Module 10 2022-06-16T12:20:03Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnCEO Fraud, Phishing, Spear Phishing Level 3
"Proper Lifting" "Promote proper lifting technique." Posters & Artwork 2022-06-15T19:05:34Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnWorkplace Safety United States, Australia, Brazil, Canada, Germany, Japan, Singapore, South Africa, United Kingdom, Belgium, Europe, France, Global, Ireland, Mexico, Netherlands, Saudi Arabia, Switzerland, India, ItalyCompliance Plus
"Support Purposeful Inclusion " "Encourage employees to put purposeful effort into inclusive actions to help promote diversity, equity, and inclusion (DEI) initiatives. This content is appropriate for diversity, equity, and inclusion (DEI) training initiatives." Posters & Artwork 2022-06-15T19:05:25Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnDiversity, Equity & Inclusion United States, Australia, Brazil, Canada, Germany, Japan, Singapore, South Africa, United Kingdom, Belgium, Europe, France, Global, Ireland, Mexico, Netherlands, Saudi Arabia, Switzerland, ItalyCompliance Plus
"Fire Safety " "Being prepared for a workplace fire can save lives. " Posters & Artwork 2022-06-15T19:05:12Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnWorkplace Safety United States, Australia, Brazil, Canada, Germany, Japan, Singapore, South Africa, United Kingdom, Belgium, Europe, France, Global, Ireland, Mexico, Netherlands, Saudi Arabia, Switzerland, India, ItalyCompliance Plus
"Protecting Valuable Data - ISO 27001" "Data protection becomes a challenge for organizations when day-to-day business is determined by complex processes, access authorizations, or many distributed storage locations. A proven industry standard can ensure that the oversight and thus the protection of sensitive data remains guaranteed. ISO 27001 is one such standard, and the video module “Protecting Valuable Data - ISO 27001” explains what this standard stands for and how certification works. A quiz awaits learners at the end. "Training Module 7 2022-06-14T13:49:57Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy Australia, Brazil, Canada, Europe, France, Germany, Global, Japan, Netherlands, Singapore, South Africa, Switzerland, United Kingdom, United States, India, Italy, Business Services, Government, Belgium, Ireland, Mexico, Saudi ArabiaCompliance Plus
"Poster: Make it a Habit ... PAB it!" "This poster reminds users to get into the habit of using the Phish Alert Button (PAB) to report phishing emails." Posters & Artwork 2022-06-13T14:49:54Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Human Firewall, Email Security, Incident Reporting Level 1
"Document: Deepfakes" "This security doc draws attention to the cyber threat of deepfakes and what to do if you suspect a deepfake is in use." Newsletters and Documents2022-05-31T19:43:57Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Human Firewall Level 2
"Gifts and Entertainment " "Ensure that all employees understand that the giving or receiving of gifts and entertainment needs to be inline with the law and internal policy. This module highlights the parameters of what is acceptable." Training Module 15 2022-05-25T11:52:24Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics South Africa, India, Business Services, Financial ServicesCompliance Plus
"Data Protection in the Workplace: GDPR Implemented Correctly" "Protecting data can also mean not collecting data in the first place. This is especially true for employees who work with personal data, such as customer data. The light hearted and eye-catching poster focuses on the importance of data minimization. It recaps specific learning content from the training module 'Data protection in the workplace: GDPR implemented correctly.' "Posters & Artwork 2022-05-24T12:48:08Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnGDPR, Data Protection, Data Privacy, Personal Security, Incident Reporting Germany, France, Europe, Australia, Brazil, Canada, Global, Japan, Netherlands, Singapore, South Africa, Switzerland, United Kingdom, United States, India, ItalyCompliance Plus
"Phishing in Your Inbox" "Let's take a look at the red flags of phishing emails and how we can prevent falling for them. " Newsletters and Documents2022-05-19T19:45:36Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing Level 3
"Don't Let Them Phish Your Inbox" "Don't let them phish your inbox! Stay alert to phishing emails." Posters & Artwork 2022-05-19T19:45:29Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing Level 3
"Back Injury Prevention" "This workplace safety course provides an introduction to back injury prevention. Employees will learn the impacts of back injuries, risk factors, and steps to prevent these injuries from occurring." Mobile-First Module5 2022-05-12T18:17:13Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnWorkplace Safety Australia, Brazil, Canada, Germany, Japan, Singapore, South Africa, United Kingdom, United States, Belgium, Europe, France, Global, Ireland, Mexico, Netherlands, Saudi Arabia, Switzerland, India, ItalyCompliance Plus
"Major Keys to Ransomware Protection" "Falling for ransomware can have some very hefty consequences. Identify how to protect yourself and your organization against ransomware using these major keys to protection." Newsletters and Documents2022-05-10T19:23:27Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnRansomware, Social Engineering, Data Protection, Human Firewall, Email Security, Internet Use, Data Privacy Level 2
"Document: Gifts and Entertainment" "Ensure all members of your organisation are familiar with your gifts and entertainment policy as well as the instances in which it should be consulted." Newsletters and Documents2022-05-02T14:42:28Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics India Compliance Plus
"Staying Safe When Texting and Talking" "In this mobile-first training module, employees will learn how phone and texting scams work, the signs of a text-based or SMS scam, how to know when a call is a scam, and the best way to foil a phone or text scam." Mobile-First Module6 2022-04-08T13:42:17Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Phishing, Social Engineering, Malware, Red Flags Level 3
"Purposeful Inclusion" "This module explains how inclusion is necessary to maximize the benefits of diversity. Employees learn that inclusion requires intentional action on the part of both organizations and individuals to ensure that everyone feels a sense of belonging and value. They learn everyday actions they can take to promote inclusion and better connect with their co-workers. This content is appropriate for diversity, equity, and inclusion (DEI) training initiatives."Mobile-First Module5 2022-04-01T18:10:07Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnDiversity, Equity & Inclusion United States, IndiaCompliance Plus
"Prevent Slips, Trips, and Falls" "Eliminate the risk factors for slips, trips, and falls. " Posters & Artwork 2022-03-28T18:56:20Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnWorkplace Safety United States, Australia, Brazil, Canada, Germany, Japan, Singapore, South Africa, United Kingdom, India, ItalyCompliance Plus
"Reporting Security Incidents" "In this mobile-first training module, employees will learn what a security incident or data breach is, how incidents occur, why it's so important to report immediately, how to spot situations or events that might be incidents, and what to do when you see an incident." Mobile-First Module7 2022-03-17T16:22:25Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnIncident Reporting Level 3
"Slip, Trip, and Fall Prevention" "This course discusses that slips, trips, and falls can have serious impacts in the workplace and that they’re almost always preventable. Using a wide variety of examples, employees will learn the most common causes of these accidents, risk factors that increase occurrence, and steps to take for prevention and workplace safety." Training Module 15 2022-03-09T20:46:50Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnWorkplace Safety United States, Australia, Brazil, Canada, Germany, Japan, Singapore, South Africa, United Kingdom, Belgium, Europe, France, Global, Ireland, Mexico, Netherlands, Saudi Arabia, Switzerland, India, ItalyCompliance Plus
"Mobile Essentials: Secure Data Handling" "    Whether you work from home or in the office, sensiƟve data and confidenƟal informaƟon must always be protected from unauthorized access or loss. But which data is parƟcularly worth protecƟng? Which cloud services can I use for work? Can I redirect work emails to my private email address? Is it ok to plug my private equipment into my work computer? Is my password strong enough? And what exactly is a shoulder surfer? This module provides answers to the most important quesƟons around “Secure data handling.'"Mobile-First Module5 2022-03-02T18:04:15Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnUSB, Human Firewall, Working Remotely, Email Security, Passwords & Authentication Level 3
"Avoid Becoming a Social Engineering Victim: Four Questions to Ask Yourself"  "In this document, Roger Grimes, KnowBe4’s Data-Driven Defense Evangelist, reviews the four common traits of most social engineering aƩacks. He then provides quesƟons you should ask yourself and acƟons you should take if these traits are present to avoid becoming a vicƟm. " Newsletters and Documents2022-02-22T19:38:43Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Vishing, Smishing, Human Firewall, Red Flags, Email Security Level 2
"Simple Security Habits"  "This mobile-first training module teaches employees where to find sensiƟve informaƟon and resources in our workplace, good security habits to pracƟce every day, how to keep a clean work area, and how to prevent unauthorized access. " Mobile-First Module6 2022-02-18T19:35:04Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Tailgating, Data Protection, Human Firewall Level 3
"Multi-Stage Vishing"   "Vishing or “voice phishing” cyberaƩacks are becoming more sophisƟcated as the bad actors are now combining phone calls & emails to trick you. This security document explains how mulƟ-stage vishing aƩacks work, the red flags to look out for and what you can do if you receive a suspicious email.  " Newsletters and Documents2022-02-10T14:11:32Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Vishing, Human Firewall, Red Flags, Email Security Level 2
"Poster: Deepfakes"   "This poster draws aƩenƟon to the cyber threat of deepfakes.   " Posters & Artwork 2022-02-07T14:31:59Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Human Firewall Level 2
"Security Doc: Cyber Heroes Series - Tailgating - Stranger Danger" "Understand the importance of physical security, the potential threat of tailgating and why access control mechanisms for guests are of such high importance." Newsletters and Documents2022-01-24T12:57:10Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Tailgating, Physical Security Level 3
"Privacy and Security"  "In this mobile-first training module, employees will learn the difference between privacy and security, the relaƟonship between the two, and about an organizaƟon’s responsibility regarding both. " Mobile-First Module5 2021-12-29T18:54:45Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy Level 3
"Stopping Social Engineering Scams" "This mobile-first training module teaches employees how social engineering scams work, the damage caused by social engineering, the way scammers manipulate us, and what to do when someone tries to scam you." Mobile-First Module7 2021-12-15T14:33:35Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Social Engineering, Spear Phishing, Vishing, Smishing, Red Flags Level 3
"How To Behave: Traveling Safely" "Whether you are traveling for business or pleasure, you must take a series of precautions. In this module, you will learn security best practices and how to avoid dangerous situations before, during, and after your trip. “How to Behave” is an El Pescador series for Diamond Subscription. Mobile-first module: text + quiz | Keywords: sensitive data, sensitive information, corporate travel."Mobile-First Module5 2021-11-29T19:36:03Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Human Firewall, Data Privacy Level 3
"Don't Let Bias Sneak In" "Don't let bias sneak in! This poster provides helpful tips to learn how to disrupt bias-thinking and complements information learned in the Disrupting Our Unconscious Bias course. " Posters & Artwork 2021-11-22T16:10:25Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnDiversity, Equity & Inclusion, Ethics, Discrimination Australia, Brazil, Canada, Germany, Japan, Singapore, South Africa, United Kingdom, United States, Belgium, Europe, France, Global, Ireland, Mexico, Netherlands, Saudi Arabia, Switzerland, India, ItalyCompliance Plus
"Phish or Treat? - Phishing Edition" "In 'Phish or Treat?' you will learn the dynamics of social engineering schemes. The emphasis is on phishing attacks: scams you receive via email that try to trick you into doing something against your best interests — like clicking on a malicious link. The ultimate objective is for you to recognize the red flags of a phishing attack  and avoid becoming a victim. Game for El Pescador's series 'Pay Attention to the Cybercriminals.' Module without video."Game 7 2021-11-22T14:38:44Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Human Firewall Level 3
"Join the Security Team" "This mobile-first training module teaches employees how security incidents impact us, what risk is and how to manage it, common causes of security incidents, and how to make security-conscious decisions." Mobile-First Module4 2021-11-19T15:20:21Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Incident Reporting Level 3
"Poster: Staying Safe for the Holidays"  "Don’t let cybercriminals steal your holiday fun! This poster supports the training module “Stay Safe for the Holidays” and provides helpful Ɵps for staying safe online and with your devices. It can be used as a standalone training supplement or digital signage such as lock screens, backgrounds and more.  " Posters & Artwork 2021-11-02T15:57:26Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-419, sv-se, tr-tr, uk-ua, vi-vnSocial Engineering, Human Firewall, Internet Use, Mobile Devices Level 1
"Security for Human Resources" "This mobile-first training module teaches employees simple steps to earn employee trust and keep data secure, how to spot a phishing scam targeting HR, ways HR can create a more secure workplace, and integrating security into the employee lifecycle." Mobile-First Module8 2021-10-28T16:16:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Phishing, Social Engineering, Malware, Red Flags Level 3
"Protecting Passwords and Accounts" "This mobile-first training module teaches employees how thieves access or steal data from accounts, how they can protect their accounts & passwords, and what makes a strong password." Mobile-First Module7 2021-10-25T19:05:45Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Passwords & Authentication Level 3
"Security for Sales" "This mobile-first training module teaches employees ways to be secure while selling, simple steps to protect sales data, how to keep devices safe, how to spot phishing scams targeting them, and ways security can be a sales asset." Mobile-First Module5 2021-10-19T19:44:41Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Phishing, Social Engineering, Malware, Red Flags Level 3
"Protecting Your Devices"  "This mobile-first training module teaches employees the risk in using electronic devices; all about firewalls, anƟvirus, and soŌware updates; and commonsense security habits to protect devices. " Mobile-First Module5 2021-10-18T18:17:43Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Malware, Mobile Devices Level 3
"Putting the GDPR Into Practice" "In this mobile-first training module aligned with the GDPR employees will learn how we stay accountable, how and when we can process data, the standards for data security, how to work with third parties, and about our notification obligations." Mobile-First Module10 2021-09-30T23:28:47Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Privacy, GDPR India Compliance Plus
"Is It Bribery?" "This document provides provides information to help identify if a gift could be considered a bribe. This document compliments the information learned in the Avoiding Bribery in the Workplace course. " Newsletters and Documents2021-09-29T12:59:37Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics, Anti-Bribery & Corruption India Compliance Plus
"Tips to Avoid Conflicts of Interest" "This document provides helpful information about ways to avoid engaging in a conflict of interest. This document compliments the information learned in the Recognizing and Avoiding Conflicts of Interest course. " Newsletters and Documents2021-09-29T12:59:22Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy, Ethics India Compliance Plus
"Malicious Browser Notifications" "Push notifications from web browsers are a common function triggered by almost every website on the internet. This course quickly explains what those push notifications are, how they’re used for malicious purposes, and how to browse the internet while maintaining security." Mobile-First Module4 2021-09-23T12:10:33Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Internet Use Level 3
"Top 5 Security Awareness Fundamentals"  "Like improving as an arƟst, athlete, teacher, or musician, great security awareness requires a focus on the fundamentals. This short course condenses those fundamentals into five categories that represent the building blocks of security and privacy.  " Mobile-First Module5 2021-09-13T20:00:48Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Phishing, Social Engineering Level 3
"Securing Mobile Devices" "Smartphones, tablets, and other devices keep us connected no matter where we go. They also present significant security challenges from both a professional and personal standpoint. This short course reviews common threats and offers tips for how to avoid them." Mobile-First Module5 2021-08-26T19:36:27Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSmishing, Mobile Devices Level 3



"Spear Phishing in Action"  "Spear phishing targets specific people and uses advanced techniques that aren’t typically found in tradiƟonal phishing emails. This short course uses a real example to demonstrate how spear phishing scams work and highlights warning signs employees should look out for. " Mobile-First Module5 2021-06-16T18:17:13Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Social Engineering, Spear Phishing, Malware, Phishing Level 3
"Security Doc: Ethics - Bribery and Corruption" "Do you know the red flags to spot bribery and corruption? Practice your ABCs (anti-bribery and corruption) with this security document." Newsletters and Documents2021-06-16T14:36:11Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEthics, Anti-Bribery & Corruption Finance StaffLevel 3
"Keep Insider Information on the Inside" "This document provides helpful information about ways to avoid trading on inside information and share inside information. This document complements the information learned in the Insider Trading course. " Newsletters and Documents2021-06-05T14:24:19Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEmployment Law, Data Privacy United StatesCompliance Plus
"How to Spot Phishing Scams" "Do you know how to spot a phishing attack? Ask yourself these six questions to make sure you never get caught on the hook. " Video Module 3 2021-04-30T17:53:18Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering Level 3
"Data Protection with Quiz" "Data protection is vital in the increasingly digitized world of work. This training module provides basic knowledge and practical skills for handling sensitive data responsibly in a professional context. It explains the latest legal requirements and the role all employees play in implementing effective data protection measures.  At the end, participants will take a quiz to reinforce what they have learned."Training Module 5 2021-04-12T17:37:53Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Personal Security, Human Firewall, Email Security, Internet Use, Data Protection, GDPR Education, Energy & Utilities, Government, Healthcare & Pharmaceuticals, Retail & Wholesale, Customer Service Team, Developers, Executives & Leaders, Finance Staff, IT StaffLevel 3
"Information and Operational Technology" "This module looks at the changing environment of information and operational technology and the resulting security threats. As an organisation we need to know our role when it comes to staying safe." Training Module 10 2021-03-29T18:25:48Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall Healthcare & PharmaceuticalsLevel 3
"Following Policy and Reporting Incidents" "Policy is the corner stone of good security. To be a good human firewall you need to follow policy and know how to report incidents." Newsletters and Documents2020-07-16T20:33:18Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnIncident Reporting Level 3
"Incident Response: First Steps" "Learn how an incident response is critical to an organization's health. Module for 'First Steps' series. Video only." Video Module 2 2020-07-06T14:07:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Incident Reporting Level 3
"Restricted Intelligence Season 1: Ep 00 - Teaser Trailer" "Watch in disbelief as Rebecca, Gerald, Jack, Chloe, Ellie and Lionel, stagger from one data debacle to another, pausing only to leave the doors unlocked on the way out... When you’ve got a team like this, who needs hackers?" Video Module 2 2020-06-02T19:21:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhysical Security, Passwords & Authentication Level 3
"Restricted Intelligence Season 7: Ep 06 - Working From Home" "'The Restricted Intelligence gang brings it’s unique perspecƟve to the security issues around working remotely. This episode finds everyone at home - Jack, Chloe, Emily, Charlie, Ian and Lionel. Jack is running an important project and calls a video conference to check in on progress. Ian takes the opportunity to have a security ‘minute’ to make sure everyone is following the basic security protocols: router password; using a VPN; document confidenƟality - that sort of stuff. Shame Lionel doesn’t seem to have got the memo*, nor Jack’s kids for that maƩer.  Video Module 6 2020-04-22T15:18:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sr-latn-rs, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Email Security, Human Firewall, Data Privacy, WiFi, Working Remotely, Social Engineering, Passwords & Authentication, Incident Reporting, Internet Use Level 3
"CEO Fraud" "In this engaging and interactive module, you will learn how to defend yourself against what the FBI calls 'business email compromise' and what is commonly known as “CEO fraud.” You will also learn how and why these attacks occur, as well as how to protect your organization from this serious threat, and then apply this knowledge in a short exercise."Training Module 10 2020-03-13T19:30:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Spear Phishing, CEO Fraud Finance StaffLevel 2
"Social Media: Staying Secure in a Connected World" "The average person spends over two hours a day on social media platforms, connecting with people and organizations. This makes social media a great way for organizations to connect with current and prospective customers. However, the bad guys know this, and social media is one of their largest targets. This module will explore ways to keep yourself and your organization safe from this very real threat."Training Module 8 2019-12-13T23:52:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Phishing, Social Engineering, Social Media Level 2
"Having a Safe Password" "A password is the first barrier against attacks, but you need to create a complex, strong password if it is to work. Module for 'How to Behave' series. Video only." Video Module 5 2019-12-13T16:53:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPasswords & Authentication, Email Security, Internet Use Level 3
"Restricted Intelligence Season 3: Ep 02 - Nothing to Concern you (Document Disposal)" "This episode shows how important it is to dispose of the classified highly sensitive information the correct way by shredding them when finished as if just disposed of in the bin then it leaves the information to be acquired by someone who has ill intentions. " Video Module 4 2019-11-26T21:47:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPIPEDA, Personal Security, Passwords & Authentication, Data Privacy, PII Level 3
"Restricted Intelligence Season 3: Ep 06 - I Know What You Did Last Weekend (App Permissions)"  "This course demonstrates the consequences of downloading apps that aren't secure, they will give access to the hacker to sensiƟve informaƟon on your phone and even listen to your conversaƟons. Always secure the device with security updates.  NOTE: The episode before this has been reƟred due to complaints." Video Module 5 2019-11-26T10:16:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPersonal Security, Social Media, Internet Use, Human Firewall, Data Privacy, WiFi Level 3
"Restricted Intelligence Season 4: Ep 06 - We Could Be Heroes (Public Wifi)" "This episode shows insight to what could happen when you work from a café shop on public wifi without checking to see if its secure it can have consequences with sensitive information being obtained by an unknown hacker who can see what you do. " Video Module 4 2019-11-26T06:24:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sr-latn-rs, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEmail Security, Internet Use, Data Privacy, WiFi Level 3
"Restricted Intelligence Season 3: Ep 00 - Teaser Trailer" "This season, Jack is joined in the US by another member of the UK team - along with his bad habits and unique style. The UK office faces threats from outside and within, where Chloe is joined by ambitious new intern Priya and clueless boss Mr Wilkins. The issues may have evolved, but the biggest risk is still the workers themselves. "Video Module 2 2019-11-25T11:18:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Phishing, Social Engineering, Personal Security, Email Security, Mobile Devices, Passwords & Authentication, Social Media, Data Privacy, PII, Incident Reporting Level 3
"Restricted Intelligence Season 4: Ep 02 - Elementary (Social Media Safety)" "This episode shows why you need to be careful with what you share on social media and advises to be more vigilant when taking pictures in the office so no sensitive information is leaked. " Video Module 4 2019-11-25T06:25:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sr-latn-rs, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPersonal Security, Social Media, Internet Use, Data Privacy, PII Level 3
"Restricted Intelligence Season 6: Ep 02 - All About Eve (Reporting Incidents)" "Aaron and Charlie are discussing the latest security awareness poster, when Ian appears and offers to show them the company’s most sophisticated line of defence, “EVE”... Aaron and Charlie assume he’s talking about a new AI system, so Ian strings them along to that effect, before revealing the real Eve... She works in accounting, and is the best in the company at reporting suspicious emails... "Video Module 4 2019-11-01T13:21:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, hr-hr, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPersonal Security, Email Security, Data Privacy, Incident Reporting, Human Firewall Level 3
"Restricted Intelligence Season 6: Ep 00 - Teaser Trailer" "They don’t have the best reputation when it comes to information security, so new CISO Scott has been brought in to change things up... Dealing with this team, however, is way beyond the job description... " Video Module 2 2019-10-31T20:52:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, hr-hr, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEmail Security, Human Firewall, Data Privacy Level 3
"Restricted Intelligence Season 5: Ep 04 - The Worst That Could Happen (Ransomware)" "This course shows the potential effects ransomware can have just by simply clicking on the link, it also shows how important security awareness is. " Video Module 3 2019-10-31T20:00:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Ransomware, Email Security, Incident Reporting Level 3
"Restricted Intelligence Season 5: Ep 03 - There He Blows (Whaling)" "This course outlines that if you receive an unusual request by an employee you should check with the person directly to see if it really came from them or not to prevent phishing emails. " Video Module 3 2019-10-31T15:01:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, PII, Email Security, Data Privacy Level 3
"Restricted Intelligence Season 5: Ep 06 - The Perfect Storm (Oversharing Social Media)" "This shows the importance of making sure the photos taken and the conversations had outside of the workplace are protected as much as possible. " Video Module 4 2019-10-31T08:29:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Media, Data Privacy, Incident Reporting Level 3
"Restricted Intelligence Season 6: Ep 06 - False Witness (Identity Theft)" "Ian has recruited his friend Clark, with whom he shares a resemblance, to give the team a practical lesson in identity theft. Ian is dismayed as the team seem not to notice that Clark has replaced him, even when Clark calls Eve and asks her to reveal her password to him. Before Eve can reveal it, Ian puts a stop to his scheme, and explains to everyone how easily they were duped..."Video Module 4 2019-10-31T07:19:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, hr-hr, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPersonal Security, Physical Security, Social Media, Incident Reporting, Human Firewall Level 3
"Restricted Intelligence Season 6: Lionel's Music Video - Bonus Material" "In this bonus episode of Season 6, Lionel serenades us about the importance of Data Classification and other Security Awareness Concerns." Video Module 2 2019-10-31T07:18:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, hr-hr, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Data Privacy Level 3
"Restricted Intelligence Season 6: Ep 03 - Getting the Message (Document Classification)" "Chloe recruits Lionel to her security taskforce, which has been given the job of making the company aware of the policies surrounding document classification. Lionel arrives late to the meeting, but announces that he’s solved their problem… With a music video… " Video Module 5 2019-10-31T04:20:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, hr-hr, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Privacy, Incident Reporting Level 3
"Restricted Intelligence Season 2: Ep 00 - Teaser Trailer" "Meet old favourites Chloe, Jack and Lionel, as well as new characters Alex, Ian and Ms. Reynolds as they grapple with information security during the aftermath of a company merger. New policies, new people – and new accidents waiting to happen. Welcome to the next chapter in the crusade to protect your company’s sensitive information, wherever you are. When you’ve got employees like this, who needs hackers?"Video Module 2 2019-10-01T01:53:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPersonal Security, Email Security, Human Firewall Level 3
"Restricted Intelligence Season 2: Ep 03 - Out of Sight, Out of Mind (Cloud Services)" "The course advises if you are uploading anything to the cloud to make sure the files are encrypted and protected. Never upload information to the cloud if the cloud based app hasn’t been approved. " Video Module 5 2019-09-30T21:52:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEmail Security, Data Privacy, Human Firewall Level 3
"Restricted Intelligence Season 2: Ep 05 - It Was Nothing (Document Classification)" "This course outlines the importance of checking email before sending. " Video Module 4 2019-09-30T11:52:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEmail Security, Data Privacy, Human Firewall Level 3
"Restricted Intelligence Season 2: Ep 04 - Like A Stargate (BYOD)" "This course shows that not all devices are encrypted fully. Its not just enough to have encryption you need to also have protection as well. It shows the importance of putting a passcode on and a timeout if needed. " Video Module 5 2019-09-30T11:52:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnMalware, Personal Security, Email Security, Data Privacy, Mobile Devices, Human Firewall Level 3
"Types Of Incidents To Report" "A quick overview of common security incidents that should be reported immediately. " Newsletters and Documents2019-05-09T18:44:00Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnIncident Reporting Level 3
"Poster: Risks of Social Media Sharing" "Don't be guilty of putting your organization at risk" Posters & Artwork 2019-01-28T18:03:00Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Social Media, Data Privacy Level 2
"AI and the Evolving Landscape of Phishing"   "Use this document to raise awareness about how social engineers are using arƟficial intelligence (AI) to power their phishing aƩacks and other scams.  " Newsletters and Documents2025-11-21T22:13:55Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Vishing, AI Level 3
"Change Management: Communicating Change"   "In this training module, leaders and managers who are tasked with managing change in some capacity will learn why effecƟve communicaƟon maƩers, how to communicate change effecƟvely, and what to include in their messaging.  " Training Module 10 2025-06-26T19:13:52Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, th-th, tr-tr, uk-ua, vi-vnProfessional Development Executives & Leaders, Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, India, Ireland, Italy, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United StatesCompliance Plus
"Generative AI: What To Look Out For" "In this module, employees will review what generative AI (artificial intelligence) is and learn how bad actors use it. By the end of the module, learners will be able to recognize red flags of malicious generative AI usage, know what suspicious content or tactics to look out for, and identify how to protect themselves from AI-based threats."Mobile-First Module9 2025-06-25T18:49:31Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Data Protection, Human Firewall, Internet Use, AI, Data Privacy Level 3
"Deepfakes, Scams, and Disinformation" "With the rapid development of artificial intelligence (AI), a phenomenon is spreading that poses an ever-increasing threat to organizations, individuals, and society as a whole. Deepfakes, i.e., fake videos or voices, are now also being used by cybercriminals with little technical knowledge to attempt fraud and spread false information. The underlying technology is constantly improving and with it, the dangers are increasing. This training module explains the basics of deepfakes, uses examples to raise awareness of the associated dangers, and shows how you can protect yourself against them. The module ends with a quiz."Training Module 10 2025-06-02T12:06:03Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, AI Level 3
"The Hundred Thousand Dollar Question: Payment Fraud" "The poster raises awareness of the risk of payment fraud. It urges employees to practice caution when faced with unusual payment instructions and encourages them to learn prevention strategies. It can be placed in relevant areas of the office as a complement to the training module 'How to Recognize and Avoid Payment Fraud.'"Posters & Artwork 2025-02-19T17:59:25Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Ransomware, Social Engineering, Human Firewall Level 3
"Double Trouble Trivia: Security Awareness Game" "Reinforce key security awareness concepts with this engaging Jeopardy-style trivia game. The contest features four categories. Each category consists of four questions with point values ranging from 100 to 400. To win, you must earn 3,200 points before your opponent, who earns double the points for each question you answer incorrectly. "Game 8 2023-06-25T18:27:10Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Human Firewall, Mobile Devices Level 3
"Diversity, Equity, and Inclusion in the Workplace " "In this module, employees will gain an understanding of diversity, equity, and inclusion (DEI) in the workplace. Through relevant examples, employees will learn ways to contribute to DEI through small-scale daily actions." Training Module 15 2023-05-04T19:56:21Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnDiversity, Equity & Inclusion Australia, Brazil, Canada, Germany, Japan, Singapore, South Africa, United Kingdom, United States, India, Italy, Belgium, Europe, France, Global, Ireland, Mexico, Netherlands, Saudi Arabia, SwitzerlandCompliance Plus
"The Inside Man: Season 5 Ep 00 - Trailer" "Season 5 picks up straight after the emotional finale of Season 4. In Romania a ruthless corporate lawyer is securing a vast Gothic castle for an unknown client. Meanwhile Mark, Violet and Good Shepherd Cybersecurity are monitoring the systematic dismantling of a ‘has been’ social media company, ‘The Village’. International security services are forced out of the shadows to make an approach to Mark and his friends that will rewrite history."Video Module 2 2023-03-27T11:51:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Spear Phishing, Malware, Human Firewall, Passwords & Authentication, Physical Security, CEO Fraud, Tailgating, Email Security Level 3
"The Inside Man: Season 5 Ep 01 - King of the Castle" "In a castle in deepest Romania a lawyer is presiding over an audacious financial heist. In London, a sinister figure walks into a hospital. What links these two seemingly unrelated events? Who knows, but nothing good can come of this." Video Module 9 2023-03-27T11:50:14Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Human Firewall, Email Security, Physical Security Level 3
"The Inside Man: Season 5 Ep 02 - Full disclosure" "Mark and AJ are testing out an ingenious weapon to add to their cyber-armoury. A phone call brings news that will rock their world. Who is the mystery man in the hospital? He looks familiar somehow." Video Module 6 2023-03-27T11:50:02Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnTailgating, Human Firewall, Passwords & Authentication Level 3
"The Inside Man: Season 5 Ep 03 - Dark forces" "Violet and Mark are approached by the security services. The siblings are faced with an impossible choice that tests their already fragile relationship. The name Cyrus Barclay re-enters their lives; that’s never a good thing." Video Module 10 2023-03-27T11:49:49Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Human Firewall Level 3
"The Inside Man: Season 5 Ep 04 - Deal or no deal" "Mark and Violet make a decision regarding the approach from Europol. The mechanics behind the next stage of Cyrus’ plan are starting to become clear. A ‘has been’ social media company called ‘The Village’ seems to have attracted his attention. " Video Module 12 2023-03-27T11:49:38Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Human Firewall, Physical Security Level 3
"The Inside Man: Season 5 Ep 05 - Chasing shadows"  "The Europol security chief outlines the extent of Cyrus’ criminal acƟviƟes and the involvement of his merciless lawyer Lenora Vanderoef. Maurice is starƟng to feel the heat from old contacts from his hacker black book. Violet is impaƟent with progress and strikes out alone " Video Module 9 2023-03-27T11:49:28Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Human Firewall, Mobile Devices Level 3
"The Inside Man: Season 5 Ep 06 - Law of the jungle" "AJ is excited to be taking on a huge career opportunity on a TV news programme . Cyrus’ hacking operation gets into its relentless stride and recruits a couple of familiar faces to his shady ‘corporation’. Looks like Violet is in way too deep." Video Module 11 2023-03-27T11:49:11Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Human Firewall Level 3
"The Inside Man: Season 5 Ep 07 - Village life" "Violet overhears something that chills her to the core. Turns out the stakes are way higher not just for The Village, but for her, Mark and everyone they care for. Similarly for Maurice, who finds himself having to do a deal with a part of his past he really would rather forget. " Video Module 11 2023-03-27T11:48:55Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Human Firewall, Physical Security Level 3
"The Inside Man: Season 5 Ep 08 - Oh baby" "Fiona is keen to be operational and volunteers herself for a high stakes mission to infiltrate ‘The Village’. AJ gets to wheel out his favourite bit of kit while Mark runs backup. Maurice enlists an old ally to carry out a personal hacking commission. But why?" Video Module 9 2023-03-27T11:48:42Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Human Firewall, Email Security, Social Media Level 3
"The Inside Man: Season 5 Ep 09 - Foiled" "Cyrus’ grip around ‘The Village’ is closing ever tighter. Fiona, Mark and AJ need all their collective  powers of persuasion on the senior board members before its’ most precious asset is extracted. The clock is ticking and Lenora Vanderoef is intent on her remorseless strategy. " Video Module 11 2023-03-27T11:48:26Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnCEO Fraud, Human Firewall, Social Media Level 3
"The Inside Man: Season 5 Ep 10 - Take a bow" "The Good Shepherd team are in full flow but they are up against an agile adversary. After a lengthy tussle, where each side takes the initiative over  ‘The Village’ it seems like Fiona, Mark, AJ, Violet and Maurice have dealt the killer blow. Maurice sends out for champagne, to celebrate." Video Module 10 2023-03-27T11:48:12Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnCEO Fraud, Human Firewall, Social Media Level 3
"The Inside Man: Season 5 Ep 11 - Unto the breach" "The champagne order was premature. Good Shepherd are up against a world class villain who can never be underestimated. Seems that all that work was for nothing. Violet’s next move puts her in the eye of the storm. Surely it’s game over." Video Module 11 2023-03-27T11:47:54Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Human Firewall, Physical Security Level 3
"The Inside Man: Season 5 Ep 12 - Last words" "At last, Mark and Violet finally get a chance to reconcile. The occasion is not the one they would have chosen. Maurice strikes a bargain but at what cost? As for Cyrus, where in the world is he? " Video Module 13 2023-03-27T11:47:40Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Mobile Devices, Passwords & Authentication Level 3
"Conduct a DPIA" "Show your commitment to privacy - conduct a data protection impact assessment (DPIA)." Posters & Artwork 2022-12-06T13:21:52Z KnowBe4 Studiosen-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-au, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy, GDPR, Physical Security Netherlands, IndiaCompliance Plus
"Understanding URLs" "You receive a link to a website in an email, but how can you be sure that it is secure? Using a KnowBe4 web address as an example, this module breaks down the different parts of the URL (Uniform Resource Locator), commonly called a link, to show how hackers can manipulate them, making slight variations of trusted websites to trick unsuspecting users. This module then describes what a user can look for to help them determine if a URL has been edited, providing best practices and tips they can follow to help keep their organization and themselves safe."Video Module 2 2022-04-22T11:37:16Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Email Security, Internet Use Level 2
"Security Moments Series:  Spot the Bad Link with Quiz" "Links can be used to trick you into downloading malicious software or handing over personal information and can affect both your desktop and mobile devices. Make sure you know how to identify bad links." Training Module 5 2022-04-21T18:19:33Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vn Level 3
"Make it a Habit ... PAB it!" "This introductory module is designed for organizations that have implemented the Phish Alert Button (PAB). It will explain how the Phish Alert Button (PAB) protects the organization from phishing attacks and why it is so important to make reporting suspicious emails a security habit." Mobile-First Module3 2022-03-11T21:23:10Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Human Firewall, Email Security, Internet Use, Incident Reporting Level 1
"The Inside Man: Season 4 Ep 00 - Trailer" "Following the dramatic conclusion of season three, this fourth season of ‘The Inside Man’ takes the action to a truly international stage. Mark Shepherd’s team of cyberwarriors - AJ, Fiona, Maurice and Violet - are facing their deadliest threat as a devastating ransomware attack brings an international energy company to its knees. Simultaneously a global influencer falls prey to a vicious deep fake. Violet’s dark past is catching up with her while Mark increasingly looks like a hero. This is ‘The Inside Man’. Nothing is ever that straightforward. "Video Module 3 2022-03-07T18:42:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, CEO Fraud, Ransomware, Social Engineering, Passwords & Authentication, Social Media Level 3
"The Inside Man: Season 4 Ep 01 - Crash the party" "A mysterious hacker group, The 404, initiates a devastating ransomware attack on a Norwegian gas installation. The hack, a coordinated phishing and social engineering operation, makes the news. A high profile attack like this quickly gains the attention of AJ, Mark and Maurice, aka ‘Good Shepherd Cybersecurity’." Video Module 8 2022-03-07T18:41:53Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSpear Phishing, Physical Security Level 3
"The Inside Man: Season 4 Ep 02 - Hostage to Fortune" "Good Shepherd Cybersecurity is invited to deal with the energy company’s ransomware attack. Mark advises the CEO not to pay the ransom at any cost. It’s not clear if he’ll take Mark’s advice. George, Mark and Violet’s estranged father, makes an unexpected appearance. There are clearly serious questions to be answered." Video Module 8 2022-03-07T18:41:20Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Ransomware, Malware Level 3
"The Inside Man: Season 4 Ep 03 - They Always Pay" "Disastrously, despite all advice, the energy company’s CEO is planning to cave in to the ransom demand. Mark buys time, promising his team will extinguish the threat in days. Maurice is as elusive as ever. However, the arrival of a Europol agent on the scene brings some nervous moments for both him and Mark." Video Module 10 2022-03-07T18:40:51Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Ransomware, Malware Level 3
"The Inside Man: Season 4 Ep 04 - Appointment With Fate" "AJ informs the team that a fake calendar request to the initial phish victim enabled the hackers to access vital engineering systems. George tries to explain his motives to Violet, but she isn’t convinced. Mark in the UG & E war room thinks he has worked out the nuts and bolts of the hack. He sends in Lars in Norway to rectify the situation, but there is a terrifying reaction."Video Module 8 2022-03-07T18:40:22Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Phishing, Social Engineering Level 3
"The Inside Man: Season 4 Ep 05 - Trust Me" "Mark has enlisted Lars to locate the threat in the plant’s underground system of tunnels and comes to a stunning realization about the real nature of the attack. Thanks to a USB key, AJ manages to persuade a sceptical CEO that security training needs to happen. Meanwhile, Fiona sees something that triggers her own doubts about Violet when she runs an errand at Mark’s home."Video Module 8 2022-03-07T18:38:14Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, USB, Human Firewall Level 3
"The Inside Man: Season 4 Ep 06 - Under Pressure" "Mark and AJ have an exciting ride out to inspect one of the stricken gas terminals, thanks to an old friend. In the offices, the GSC team watches nervously as Mark heads out into the deserted control room. The monitoring systems at the facility are going critical. Charlotte’s reaction when Lars and Mark are successful is beyond anything witnessed before."Video Module 12 2022-03-07T18:37:33Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Social Engineering, Malware Level 3
"The Inside Man: Season 4 Ep 07 - Faking It" "Maurice enlists Deathrage to do a little cyber-snooping on Agent Castillon to see where her loyalties lie. AJ’s growing social media presence secures an approach from a hugely popular influencer whose social media feeds have been hacked and damaging deepfake messages have been posted. Maurice reveals his old life is very much alive alongside the Zen guru persona."Video Module 9 2022-03-07T18:37:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Social Media Level 3
"The Inside Man: Season 4 Ep 08 - Nuclear Family" "Violet has a flashback to the moment when 16-year-old her was finally able to cut loose from George. Back in the present day, George tries to persuade Violet to get some old tech off Mark allegedly to protect him. Later, Violet is instrumental in putting together the response to deal with Rosie May’s social media crisis: an ingenious deepfake."Video Module 10 2022-03-07T18:36:17Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Social Engineering, Passwords & Authentication Level 3
"The Inside Man: Season 4 Ep 09 - Party On!" "Violet and AJ have worked out the scarily simple mechanism behind the hack of Rosie May’s social media feed. The influencer is delighted, and everyone at GSC is in a celebratory mood. Mark and Violet seem to have worked past their differences and are bonding over an old gaming console. Never short on surprises, Maurice brings an unexpected guest to the party."Video Module 9 2022-03-07T18:35:42Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Social Engineering, Passwords & Authentication, Social Media Level 3
"The Inside Man: Season 4 Ep 10 - Suspicious Minds" "Fiona still has her suspicions about Mark’s sister and is intrigued to see Violet visiting a surprising location. Over at Good Shepherd Cybersecurity, a normal day is quickly taking an unexpected turn. How will Mark and the team respond in the face of this new, unforeseen crisis?" Video Module 7 2022-03-07T18:35:10Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnRansomware, Malware, Human Firewall, Incident Reporting Level 3
"The Inside Man: Season 4 Ep 11 - Bittersweet" "All is descending into chaos. The Good Shepherd Cybersecurity team is driven out of their office. Erica makes a devastating discovery about Maurice, while Mark receives more humiliation from the mastermind behind the 404. Everyone thinks he’s a hero, but he knows the awful truth and the enormous personal price he has paid."Video Module 8 2022-03-07T18:34:30Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnRansomware, Human Firewall, Email Security Level 3
"The Inside Man: Season 4 Ep 12 - The Morning After" "The morning after the attack, the team is trying to process what happened. A search through the security camera footage turns up some nasty surprises. Mark is shocked at what he sees and goes to confront the culprit; he feels betrayed and lied to. What seems like an ending is just another beginning. He wants to be master of his own destiny and take on his enemy, no matter what the consequence."Video Module 13 2022-03-07T18:33:49Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Social Engineering Level 3
"Privacy Rules and Regulations" "In this mobile-first module, employees will learn our approach to privacy laws, what about privacy is most regulated, global privacy laws, and what privacy regulations matter to us." Mobile-First Module6 2022-03-03T13:52:23Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy Australia, Brazil, Canada, Germany, Japan, Singapore, South Africa, United Kingdom, United States, India, ItalyCompliance Plus
"Getting to Know the GDPR" "This mobile-first training module teaches employees the basics about the law, how the GDPR treats personal data, ways to process the data ethically, and how to honor people's rights." Mobile-First Module7 2021-09-30T18:49:43Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Privacy, GDPR Germany, India, Italy, Belgium, Europe, France, Ireland, Netherlands, Switzerland, Business Services, Government, Healthcare & PharmaceuticalsCompliance Plus
"Working From Home" "The modern work environment of most organizations offers more flexibility than ever before. In a lot of cases, communication, collaboration, and day-to-day processes need nothing more than an internet connection. Due to this recent trend, working from home is becoming a common new reality in many industries. This short course provides an overview of how employees can maintain security while working away from the office."Mobile-First Module5 2021-08-10T19:55:18Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnWorking Remotely, Internet Use Level 3
"Insider Trading" "In this course, U.S. centric employees will gain an understanding of the legal restrictions surrounding the types of information they can and cannot share with other individuals outside of an organization. This course will provide information about material nonpublic information and ways to prevent disclosing such information, especially during the period of time when a company is in the process of becoming publicly traded."Training Module 14 2021-06-05T14:42:29Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEmployment Law, Data Privacy United States, IndiaCompliance Plus
"Recognizing and Avoiding Conflicts of Interest" "This course is designed to provide learners with an understanding of conflicts of interest. The course will describe ways to avoid and manage conflicts of interest through examples. " Training Module 11 2021-06-05T14:40:17Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEmployment Law, Data Privacy, Ethics United States, India, Business Services, Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Italy, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United KingdomCompliance Plus
"Respecting Privileged Access" "Every member of every organization has some level of access rights—the right to enter an office, to use a computer, to join a network, to view a database of confidential information. This short course focuses on the importance of respecting and protecting those access rights." Mobile-First Module6 2021-05-17T01:31:22Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Data Privacy Privileged UsersLevel 3
"Fraud Awareness and Prevention" "Fraud results in more than just financial loss. It could permanently impact an organization’s reputation, destroy employee morale, lead to an increase in the cost of business, and create significant financial stress for consumers. In short, fraud affects all of us, both at work and at home, and has a negative impact on society as a whole. This short course focuses on common types of fraud, identifies red flags end users should be aware of, and demonstrates fraud prevention techniques. "Mobile-First Module6 2021-05-17T01:29:44Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Data Protection Financial ServicesLevel 3
"Cyber Snaps Series: Cyber Security" "This module provides an overview of what cybercriminals are after and how they target you and your organisation. This module has been optimised for mobile as the primary training platform." Mobile-First Module2 2021-05-17T01:27:41Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall Level 3
"Cyber Snaps Series: Social Engineering" "Cyber criminals are masters of manipulation. Use this snappy module to identify social engineering tactics to ensure that you do not fall victim to one of these scams. This module has been optimised for mobile as the primary training platform. " Mobile-First Module2 2021-05-17T01:27:13Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Social Engineering Level 3
"Eight Ways to Strengthen and Secure Your Passwords Today!"  "Ensuring your passwords are strong can be fast and fun! This mobile-friendly module teaches employees ways to strengthen and secure their passwords, helping to keep them and your organizaƟon safe from cybercriminals. " Mobile-First Module5 2021-05-17T01:21:46Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Human Firewall, Passwords & Authentication Level 2
"You Are a Target!" "Learn some of the tactics hackers use against you and your organization. Module for 'Pay Attention to Cybercriminals'' series. Mobile first module: text + quiz." Mobile-First Module4 2021-05-14T19:47:44Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Spear Phishing, Tailgating, USB, Vishing, Smishing Level 3
"Data Classification and Breach Prevention" "This short course provides an overview of what data classification is, why it’s used, and how it helps organizations ensure that confidential information remains confidential." Mobile-First Module5 2021-04-26T20:27:15Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Privacy, Phishing, Data Protection Level 3
"The Inside Man: Season 3 Ep 00 - Trailer" "How do you follow a nail-biter finale like Season 2? So many quesƟons lie unanswered. There’s Mark the reformed hacker, now running ‘Good Shepherd Security’ alongside best buddy AJ, loyal colleague Fiona and fellow ex-felon Maurice. And of course there’s CharloƩe, out ‘at large’ having delivered the cliff-hanger of ‘cliff-hangers’. Or should we say, of ‘cliff-top-cafe’ hangers? Video Module 2 2021-02-08T20:03:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Phishing, Social Engineering, Vishing, Physical Security, Email Security, Passwords & Authentication, Social Media, WiFi Level 3
"The Inside Man: Season 3 Ep 01 - Getting In" "Good Shepherd Security’s crack team is carrying out a sophisticated penetration test, involving AJ in a bee costume. The stakes are sky high, as the ‘sting’ has been commissioned by an international bank. There’s a lucrative contract to be had, but Maurice seems to have gone missing and the bank’s multiple layers of physical and data security could thwart the operation at any stage. The team is going to have to bring their ‘A’ game, including Fiona who, as it turns out, has some impressive improv skills."Video Module 8 2021-02-08T20:02:09Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Social Engineering, Physical Security Level 3
"The Inside Man: Season 3 Ep 02 - Challenge Accepted" "Mark, Maurice and Fiona have a crucial meeting with Christina Mendoza, the CEO of GBT Bank. The outcome could transform the rocky fortunes of their fledgling company. Meanwhile AJ is engaged in an important bit of ‘outreach’, sharing his security insights and enthusiasm. It’s a tough crowd until he lets slip that he works with a ‘white hat hacker’. Great news, it’s game-on for Shepherd Security - but could this be a job too far?"Video Module 6 2021-02-08T20:01:39Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Passwords & Authentication Level 3
"The Inside Man: Season 3 Ep 03 - Things Unsaid" "The subject of the next penetration test is revealed as Verite, the company whose state-of-the-art banking software is currently being trialled by GBT Bank. The Good Shepherd Security team gather in their temporary new headquarters to make a plan. They have just two weeks to overcome a seemingly impossible challenge. And where exactly is Maurice, just at the moment when his unique skill-set is most needed? "Video Module 8 2021-02-08T20:01:17Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering Level 3
"The Inside Man: Season 3 Ep 04 - Credit Where Credit Is Due" "The planning for ‘Operation Verité’ is in full swing. Mark and AJ are excited to be deploying their hacker capabilities but unexpectedly come up against an obstacle that may threaten the whole business. Fiona finds herself having to deploy an entirely new set of skills. Thanks to her they live to fight another day, but there’s a high price to secure her loyalty."Video Module 8 2021-02-08T20:00:58Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Vishing, Social Media Level 3
"The Inside Man: Season 3 Ep 05 - The Truth Shall Set You Free" "AJ is terrified how Fiona will react to the revelations about Mark’s past. It looks like the game is up before it even gets going. Maurice, who is supposed to be ‘cleansing his karma’ seems to think honesty is the best policy but admits he knows little about Mark Shepherd’s dark past. And there’s Fiona’s mum too. She’s turned out to be unexpectedly forthright with her daughter’s team-mates. Could this mean trouble?"Video Module 8 2021-02-08T20:00:34Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEmail Security Level 3
"The Inside Man: Season 3 Ep 06 - Family Ties" "The questions about Mark’s past are having a profound impact on him prompting a disturbing flashback dream. Meanwhile AJ is busy recruiting the new specialist team member, Violet. Her skills are impressive and he’s clearly charmed. It looks like she’s the perfect fit, filling the skills gap that will complete the team for ‘Operation Verité’. Mark’s reaction, however, is not at all what AJ is expecting. Just what is going on?"Video Module 5 2021-02-08T20:00:04Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering Level 3
"The Inside Man: Season 3 Ep 07 - You Can't Choose Your Family" "It’s a job interview like no other. Mark’s sister’s return to his life has seriously rocked the boat. Violet tries to persuade Mark she can be trusted but their shared history has the potential to derail every part of Mark’s new life. It is down to AJ to build bridges between the siblings otherwise the whole sting may be in jeopardy. " Video Module 8 2021-02-08T19:59:30Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Media Level 3
"The Inside Man: Season 3 Ep 08 - Escaping The Past" "The emotional stakes are through the roof as Mark shares with Fiona and AJ the full picture of his previous life. The risk to the team seems unsustainable but Violet will not be put off in pushing her case. Her skills are unique, but in the end it is Mark’s decision. His verdict will decide all of their futures. Will he let his personal misgivings thwart their plan?"Video Module 6 2021-02-08T19:59:09Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, AI Level 3
"The Inside Man: Season 3 Ep 09 - The Hook" "Maurice gets the go-ahead from Christine Mendoza to initiate the sting. It’s a true team effort starting with AJ and Violet, who have the challenge of stealing some top secret information from Verite’s CEO, Lee Berner. Meanwhile for Mark, it’s an opportunity to put his mis-spent past to good effect, as he must breach a secure computing facility without arousing suspicion. "Video Module 9 2021-02-08T19:58:45Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Physical Security Level 3
"The Inside Man: Season 3 Ep 10 - The Line" "The ‘con’ is up and running full tilt. It has taken all the team’s combined social engineering and hacking skills to get in place and keep the sting going. It’s all been planned like clockwork, Fiona will deal with Lee and AJ in place in the van. All it needs now is Mark to get into position. It’s all been going so well, when ... there’s an obstacle they never anticipated. Seriously? ‘Operation Verité’ hangs by a thread."Video Module 7 2021-02-08T19:58:08Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Vishing Level 3
"The Inside Man: Season 3 Ep 11 - The Sinker" "The sting on Lee Berner of Verité hurtles towards its heart-stopping conclusion. Everyone is working at full capacity and the team has to synchronise like a finely tuned watch, combining exquisite social engineering with some serious technical wizardry. It’s Fiona, the rookie, though, who finds herself having to provide the devastating master stroke. Is she prepared to deliver the blow?"Video Module 7 2021-02-08T19:57:40Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnMobile Devices, WiFi Level 3
"The Inside Man: Season 3 Ep 12 - Blast From The Past" "Everyone is in a mood for celebration. It seems to be mission-accomplished. ‘Good Shepherd Security’, complete with its new team members, will live to fight another day. Maurice, as ever, is on hand for spiritual guidance but Mark is determined to follow his own clandestine path, a path that he will not leave until he has reached his own destination. Whatever that might be."Video Module 8 2021-02-08T19:57:18Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering Level 3
"Security Doc: 2021 Danger Zone" "It’s a dangerous world out there! Discover some surprising facts and actions you can take to lessen the threats you and your organization face. This informational document supports the training module, “2021 Danger Zone,” or can be used as a stand-alone training supplement." Newsletters and Documents2020-12-21T18:04:58Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Human Firewall Level 2
"Security Doc: Cybercrime Happens Way More Than You Think!" "Large-scale cyberattacks make the news, but that’s just the tip of the iceberg. Discover some facts, highlighting that cybercrime happens way more than you think, and some actions to take to stay safe. This informational document supports the training module, “2021 Your Role: Internet Security and You,” or can be used as a stand-alone training supplement."Newsletters and Documents2020-12-14T18:35:07Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Human Firewall Level 2
"Classic Danger Zone" "Oh no! A hacker is inside your organizaƟon and has spoƩed an unlocked workstaƟon. It is a race against Ɵme! Answer security awareness training-related quesƟons correctly, and you will move closer to the workstaƟon. Answer incorrectly, and the hacker will move closer. Stop the hacker, get to that workstaƟon, and save the organizaƟon. Game on! Game 5 2020-12-02T16:33:03Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Tailgating, Vishing, Malware, Email Security, Social Media, Internet Use, Human Firewall Level 2
"10 Ways to Avoid Phishing Scams with Quiz" "Phishing attacks continue to be the top threat for both organizations and individuals. These ten tips will help you identify when you’re being scammed and what to do about it." Training Module 7 2020-11-23T16:31:57Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering Level 3
"Kickoff: Overview Cyberattacks" "What is ransomware – or phishing? And what does it have to do with my data? And my organization’s security? But above all: How can I protect myself? The “Overview Cyberattacks” video module provides an initial overview of the most widespread attack methods, raises awareness of data security, and shows that cybersecurity training sessions are an effective way to protect...data, employees, and the organization.   "Video Module 2 2020-09-03T17:53:21Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Ransomware, Social Engineering, Internet Use, Human Firewall Level 3
"Security Moments Series: Spot the Bad Link" "Links can be used to trick you into downloading malicious software or handing over personal information and can affect both your desktop and mobile devices. Make sure you know how to identify bad links." Video Module 3 2020-02-28T07:45:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-us, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Phishing, Ransomware, Social Engineering, Spear Phishing Level 3
"The Inside Man: Season 2 Ep 00 - Trailer"  "You remember Mark, our flawed hero from Season 1? In Season 2 of this award-winning, addicƟve drama Mark is loving life on the ‘inside’ at Khromacom. He’s got a great career, great friends and … then there’s CharloƩe – the bookish accounts assistant, with a dark secret. We re-join the story as the company announces an exciƟng, top secret AI project that makes Alexa look like a ‘Speak and Spell’. We meet tech wizard Dev and charismaƟc, visionary JusƟn as they race towards a global launch event. When Mark, and best buddy AJ, get called in as security on the project team, their loyalƟes are pushed to the limit. Meanwhile, Mark discovers that his old ‘black hat’ life may not be so easily discarded. And it seems someone is hell bent on destrucƟon. But who is the puppet master? Video Module 2 2020-02-17T20:13:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Personal Security, Physical Security, Human Firewall, Data Privacy, Passwords & Authentication Level 3
"The Inside Man: Season 2 Ep 01 - A Different Tune (Mobile Devices)" "Things are looking great for Mark. He’s got his dream job, working alongside his newly promoted buddy AJ. They do everything together. Episode 1 finds the Khromacom gang at a Karaoke bar. As ever there are security situations everywhere: unsecured phones being left out in public; people writing their passwords down. What else do you expect when people are having fun?"Video Module 8 2020-02-17T20:12:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Personal Security, Physical Security, Human Firewall, Data Privacy Level 3
"The Inside Man: Season 2 Ep 02 - Crack Team (Need To Know)" "Mark and AJ are called into the team on a new top-secret project, e.v.e. They get to meet technology biz guru, Justin, and the tech brains behind him, Dev. Mark is tasked with setting up security on the mystery project, but the first meeting for the team sees some cracks appearing in their confidentiality protocols." Video Module 8 2020-02-17T20:11:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Personal Security, Physical Security, Human Firewall, Data Privacy Level 3
"The Inside Man: Season 2 Ep 03 - It's A Date (Mobile Devices)" "Mark and Charlotte’s dinner date is an opportunity for Mark to impress. While he’s a ‘wiz’ at all things security, that clearly doesn’t extend to the kitchen. Meanwhile ‘Aunt Margret’ is turning up the heat and Charlotte finds herself engaged in a hack battle with a skilled adversary. The consequences of earlier phone security errors play out in this tense and funny battle of wits."Video Module 8 2020-02-17T20:10:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Personal Security, Physical Security, Mobile Devices, Human Firewall, Data Privacy Level 3
"The Inside Man: Season 2 Ep 04 - The Holy Grail (Internet Of Things/Connected Devices)" "At last the wraps are lifted from the top-secret project. Mark, AJ and the rest of the team are introduced to e.v.e – a virtual assistant like nothing we’ve seen before. Mark voices his concern to Dev about the security implications of having connected tech that can ‘hear’ everything that’s said in the office. Then Mark receives a message that threatens to raise the ghost of his previous life."Video Module 7 2020-02-17T20:09:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Physical Security, Human Firewall, Data Privacy, WiFi, Personal Security Level 3
"The Inside Man: Season 2 Ep 05 - Unlikely Bedfellows (Phishing)" "The new attack by Charlotte has set off some virtual alarms and AJ is helping their colleague Dawn to protect herself from a spoofing attack, after her phone was compromised. Meanwhile, Mark’s old hacker life threatens to come crashing back when he finds himself at a ‘Wellness Centre’ set up by his old controller ‘Maurice’. Surely it can’t just be about re-aligning some ‘chakras’?"Video Module 10 2020-02-17T20:08:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Personal Security, Physical Security, Email Security, Social Media, Human Firewall, Data Privacy Level 3
"The Inside Man: Season 2 Ep 06 - It's Complicated (Multi-Factor Authentication/Phone-Phishing)" "Charlotte steps up her social engineering activity, manipulating fellow employees through vishing and impersonation. She’s an impressive adversary and even the security team are not immune. Mark finds himself teaming up with an unlikely ally to try to combat her and her controller, the mysterious ‘Aunt Margret’." Video Module 12 2020-02-17T20:07:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, USB, Vishing, Personal Security, Physical Security, Human Firewall, Data Privacy, Passwords & Authentication Level 3
"The Inside Man: Season 2 Ep 07 - Table For Two (Passwords/Third-Party Apps)" "Mark and Charlotte finally make it to dinner at a ‘hipster’ restaurant. Mark’s counter-attack begins, giving Charlotte a taste of her own medicine; using 3rd party apps on her phone. In the process Mark discovers Charlotte’s true motives for targeting Khromacom. The surprises just keep on coming and Mark finds his loyalties tested to the limit."Video Module 9 2020-02-17T20:06:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Personal Security, Physical Security, Human Firewall, Data Privacy, Passwords & Authentication Level 3
"The Inside Man: Season 2 Ep 08 - The Guy Behind The Guy (External Devices/Physical Access)" "The launch of e.v.e. is just days away and the team is pulled into an unscheduled planning meeting. Dev is relying on Mark and AJ to keep the system secure against a threat of which only Mark knows the true scale. Finally, we start to see the real scope of e.v.e‘s capabilities. Never before has the maxim ‘trust no-one’ seemed more relevant"Video Module 9 2020-02-17T20:05:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, USB, Personal Security, Physical Security, Human Firewall, Data Privacy, Passwords & Authentication Level 3
"The Inside Man: Season 2 Ep 09 - Behind The Curtain (Social Engineering)" "e.v.e’s launch day minus one and Charlotte is showing herself to be as skilful an actor as she is hacker. Maurice is forced to cash in some old favours, no matter how far flung, or how deep ‘undercover’, to find out who’s really behind the growing web of conspiracy. Meanwhile AJ is having doubts about his friendship with Mark, who seems worryingly distracted and evasive. Not surprising really, after a game-changing revelation that no-one saw coming."Video Module 7 2020-02-17T20:04:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Personal Security, Physical Security, Human Firewall, Data Privacy Level 3
"The Inside Man: Season 2 Ep 10 - Showdown At The AI Corral - Part 1 (Social Engineering)" "It’s the day of the big launch. The excitement and the threat levels around e.v.e are through the roof. AJ and Mark take the team through the critical security protocols. Meanwhile Charlotte impersonates her way into a bedroom at the launch event hotel. So at last we come to the final showdown. Mark is going to have to draw on all his powers of persuasion to save Charlotte, but time is running out."Video Module 8 2020-02-17T20:03:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Personal Security, Physical Security, Human Firewall, Data Privacy, WiFi Level 3
"The Inside Man: Season 2 Ep 11 - Showdown At The AI Corral - Part 2 (Insider Threats)" "Finally, all of the secrets are laid bare, all of the webs of deceit unravel. The revelations come thick and fast for Charlotte, AJ and Dev. By the end of this emotional and tense episode everything they thought they knew will be turned inside-out. Who will emerge on the side of truth? What will happen to all those treasured friendships and loyalties? In a stunning revelation the betrayer will be betrayed."Video Module 9 2020-02-17T20:02:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Personal Security, Physical Security, Human Firewall, Data Privacy Level 3
"The Inside Man: Season 2 Ep 12 - A New Day (Internet of Things/Connected Devices)" "Mark and AJ face the aftermath. In the remains of the e.v.e launch they survey a world seemingly turned upside-down. So many questions are still unanswered. Can their friendship survive? Could someone really end up in jail? And maybe most important of all, where is Charlotte? All will be revealed and more in this intriguing and uplifting Season finale."Video Module 11 2020-02-17T20:01:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Personal Security, Physical Security, Human Firewall, Data Privacy, WiFi Level 3
"Security Doc: Data Breaches and You" "We can't always avoid data breaches, but we can take steps to attempt to avoid them.  This informational document supports the video module 'Data Breaches and You' or can be used as a stand alone training supplement." Newsletters and Documents2019-12-23T21:13:00Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, PII, Incident Reporting Level 3
"Restricted Intelligence Season 4: Ep 05 - Hostage Situation (Ransomware)" "This episode shows the effects ransomware can have without the correct security measures in place. It shows the importance of backing up sensitive information to the iCloud to help prevent these incidents happening. " Video Module 5 2019-11-24T22:24:00Z KnowBe4 Studiosall, en-gb, ar-mod, bg-bg, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPersonal Security, Email Security, PII, Incident Reporting Level 3
"Security Doc: PII and You" "This Security Document supplements the training module:'PII and You'.  Learn the basics of PII (personally identifiable information) and discover what makes you you." Newsletters and Documents2019-11-12T05:34:00Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPersonal Security, PII Level 3
"Restricted Intelligence Season 5: Ep 02 - Besties (Insider Threat)" "This course explains that if you are put on a project to not disclose it with unauthorised personel to prevent any sensitive information being exposed. " Video Module 5 2019-11-01T09:08:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Privacy Level 3
"Restricted Intelligence Season 5: Ep 01 - Nothing In Life Is Free (Freeware)" "This course shows that even if you feel the site is secure and can gain relevant needed information it doesn’t always come for free it does come at a cost and allows the system to be hacked and the sensitive information is then leaked. " Video Module 5 2019-10-31T00:09:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPII, Personal Security, Email Security, Data Privacy, Internet Use Level 3
"Restricted Intelligence Season 5: Ep 05 - It's The Latest (Password Safety)" "This course shows how an app you downloaded can have consequences and leaves you open to potential sensitive information leaks. " Video Module 3 2019-10-30T17:00:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPersonal Security, Mobile Devices, Social Media, Internet Use Level 3
"Basics of Phishing" "Basics of Phishing covers a simple type of attack that deceives a lot of people." Video Module 2 2019-07-31T22:32:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Human Firewall Level 3
"You Are A Target" "This security document touches on the three types of social engineering: digital, in-person, and phone attacks. You’ll be reminded of your role in avoiding these type of attacks: STOP, LOOK, AND THINK." Newsletters and Documents2019-06-25T00:27:00Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Vishing, Human Firewall Level 2
"Don't Become a Victim" "This security document touches on the three types of social engineering: digital, in-person, and phone attacks. You’ll be reminded of your role in avoiding these type of attacks: STOP, LOOK, AND THINK." Newsletters and Documents2019-06-24T06:18:00Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Vishing, Human Firewall Level 2
"Poster: Danger Zone" "Beat the hacker.  Lock unattended workstations." Posters & Artwork 2019-05-04T01:17:00Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnMalware, Phishing, Social Engineering, Spear Phishing, Email Security Level 2
"C-Level Phishing" "C-Level Phishing targets executives, celebrities, and other wealthy individuals. This module helps employees in leadership roles be mindful of how sensitive information is shared. Module for 'Basics from El Pescador' series. Video only." Video Module 5 2019-05-02T21:11:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Spear Phishing, Social Engineering, CEO Fraud Executives & LeadersLevel 3
"The Inside Man: Season 6 Ep 00 - Trailer" "The stakes have never been higher in the explosive new season of The Inside Man!  Sinister mastermind Cyrus has gone to ground, and the Good Shepherd Cybersecurity team must track him down before his devious plan can come to fruition.  With lives on the line, as events build to a final, inevitable confrontation, Mark and his allies will need to draw on every resource if they are to avert disaster…"Video Module 2 2024-11-14T12:40:10Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnCEO Fraud, Phishing, Ransomware, Social Engineering, USB, Malware, Smishing, Data Protection, Working Remotely, Mobile Devices, WiFi, Social Media, AI, Data Privacy, Personal Security, Physical Security, Workplace Safety Level 3
"The Inside Man: Season 6 Ep 01 - Nightclubbing" "In Berlin, the Good Shepherd Cybersecurity team are on a covert mission to extract information about Cyrus’s sinister intentions. Meanwhile, in Romania, a monstrous operation is silently getting into gear." Video Module 10 2024-11-14T12:39:50Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Personal Security Level 3
"The Inside Man: Season 6 Ep 02 - The Honourable Member" "Mark and AJ try to understand why Cyrus is so desperate to get his hands on Mark’s vintage gaming device. Cyrus demonstrates his growing influence to a politician with serious ambitions." Video Module 10 2024-11-14T12:39:23Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Media, AI Level 3
"The Inside Man: Season 6 Ep 03 - Ready, Player One" "The Good Shepherd Cybersecurity team convenes in their cool new premises. Mark and AJ have some unnerving insights to share while Cyrus’ Romanian operation is expanding." Video Module 9 2024-11-14T12:39:06Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnRansomware, AI, Phishing Level 3
"The Inside Man: Season 6 Ep 04 - Safe House" "The Good Shepherd Cybersecurity team works on tracking down Cyrus’ whereabouts. Europol puts Maurice in contact with an old adversary, but as he loses control of the situation, their hand is forced, and the consequences will be devastating." Video Module 11 2024-11-14T12:38:47Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnUSB, Working Remotely, WiFi, Physical Security Level 3
"The Inside Man: Season 6 Ep 05 - Nobody's Fool" "Catherine Martin returns to deal with the fallout of the previous night’s operation and the infiltration of Erica’s apartment. Tough choices are made as she attempts to keep the situation from escalating any further." Video Module 10 2024-11-14T12:38:11Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Working Remotely, Physical Security Level 3
"The Inside Man: Season 6 Ep 06 - Zero Sum" "Mark’s world is shaken as the news of recent shocking events is revealed to him. Powerless to resist the forces pulling at him, he takes matters into his own hands as the stakes are raised higher than ever before. " Video Module 10 2024-11-14T12:37:53Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnMalware, Mobile Devices, AI Level 3
"The Inside Man: Season 6 Ep 07 - Doing Time" "AJ, Violet and Fiona carry out the first phase of a social engineering attack in order to access a seemingly unreachable target. Meanwhile, there’s a reunion in Romania as Cyrus and Mark finally meet face-to-face." Video Module 9 2024-11-14T12:37:23Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Smishing, Passwords & Authentication, WiFi Level 3
"The Inside Man: Season 6 Ep 08 - Anger Management" "Fiona must use all her guile to outwit a sophisticated target and discover the location of Cyrus’ base of operations. As Mark is trying to make sense of his new surroundings, Charlotte reaches out to him… But can he really trust her?" Video Module 10 2024-11-14T12:37:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Social Media, Physical Security Level 3
"The Inside Man: Season 6 Ep 09 - Movie Magic" "As Violet and AJ bring ‘Hollywood’ to rural Romania, Mark tries to buy himself some time. Meanwhile, Charlotte makes her own dangerous bargain with Cyrus." Video Module 11 2024-11-14T12:36:37Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnWorking Remotely, Mobile Devices, WiFi Level 3
"The Inside Man: Season 6 Ep 10 - Absent Friends" "Mark and Charlotte must work together to create a version of Mark’s code that will fool Cyrus without giving him what he wants. The odds are against them, but then fate sends a lifeline — AJ and Violet make contact, ready to help!" Video Module 9 2024-11-14T12:35:56Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnWorking Remotely, Mobile Devices, WiFi Level 3
"The Inside Man: Season 6 Ep 11 - Fake News" "Cyrus gives a chilling demonstration of the power wielded by his new AI system, which has dangerous and global implications. Meanwhile, Mark and Charlotte light the fuse on their plan to stop him." Video Module 11 2024-11-14T12:35:32Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnCEO Fraud, Data Protection, Mobile Devices, Social Media, AI, Data Privacy Level 3
"The Inside Man: Season 6 Ep 12 - Inferno" "Time has run out for The Inside Man. While their plan has worked, Mark and Charlotte find themself trapped. AJ and Violet must mount a daring rescue as Cyrus’ Romanian operation comes to an explosive end…" Video Module 10 2024-11-14T12:35:02Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnAI, Human Firewall Level 3
"Restricted Intelligence Season 7: Ep 00 - Teaser Trailer" "After seven series one might be tempted to think there is no gaff left un-gaffed by the Restricted Intelligence gang. The problem is they are only human and just as the world of work has changed so have the threats to information security evolved. Jack, Lionel, Chloe, Emily, Greg, Ian, Aaron, Charlie and Mrs Reynolds all inhabit a world where the stakes have never been higher. A social engineer lurks in every corner of the physical and virtual world. The power lies in the hands of the individual to thwart a ransomware attack that may seriously damage an organisation. Yes, even if that individual is Lionel."Video Module 2 2021-07-22T12:01:32Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Ransomware, Social Engineering, Malware, Human Firewall, Working Remotely, Email Security, Internet Use, Mobile Devices, Passwords & Authentication, WiFi, Data Privacy, Incident Reporting Level 3
"Restricted Intelligence Season 7: Ep 01 - Not So Smart (Virtual Assistants)" "Jack is feeling pleased with himself over his new virtual assistant, ‘Electra’. So pleased, in fact, he wants everyone else to feel the benefit. Predictably Lionel, Emily and Greg join him in the world of the ‘smart’ device with their usual enthusiasm. ‘Not so smart’, as it seems, as a disturbing medley of unintended consequences plays out."Video Module 5 2021-06-30T18:23:24Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnMalware, Working Remotely, Data Privacy Level 3
"Restricted Intelligence Season 7: Ep 02 - Blowing It (BEC/Wire Transfer Fraud)" "At last Charlie thinks he has a chance to impress Aaron with his preparations for an upcoming trade show. That is until he falls foul of a scammer who persuades him to make an expensive purchase. Don’t feel deflated, everyone makes mistakes Charlie. Good luck explaining that to Mrs Reynolds though." Video Module 4 2021-06-30T18:23:09Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering Level 3
"Restricted Intelligence Season 7: Ep 03 - On The Beat (Physical Security)" "When Ian asks Greg to film a segment for his latest “Security Minute”, he eagerly accepts the challenge. This includes documenting the security goofs of his colleagues; No one is perfect, not even Emily. Leave it to Lionel, though, to be the star performer in this security shocker, where no gaff is left ungaffed." Video Module 4 2021-06-30T18:22:46Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering Level 3
"Restricted Intelligence Season 7: Ep 04 - Bear The Consequences (Software Updates)" "Ian is on a quest to get people to update their software and Charlie, Aaron, Eve are all on the receiving end of his unique style of ‘intervention’. It may be Season 7, but there’s always a special buzz when a new character makes their debut. So, a warm welcome to the Restricted Intelligence team, Mr Fuzzles." Video Module 4 2021-06-30T18:22:24Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, Mobile Devices Level 3
"Restricted Intelligence Season 7: Ep 05 - I Am Spartacus (Freeware)" "Lionel arrives at work to find that the entire company is in shut-down. Emily, Greg and Jack are all on hand to stoke his paranoia. Is this the end? Did Lionel click on the dodgy link to end all dodgy links?" Video Module 5 2021-06-30T18:22:09Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnRansomware, Human Firewall Level 3
"Security Doc: Social Media: Staying Secure in a Connected World" "This security document reviews the points from the training module: Social Media: Staying Secure in a Connected World." Newsletters and Documents2019-12-13T17:22:00Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vn Level 2
"Restricted Intelligence Season 4: Ep 01 - Everybody Loves Mia (Third Party Vendors)" "This episode outlines the importance of keeping third party vendors up to date and making sure they have a NDA in place if not maintain limited access. " Video Module 5 2019-11-26T16:55:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Privacy Level 3
"Restricted Intelligence Season 4: Ep 04 - Just Breathe (Phishing)" "This episode teaches what to look for to prevent phishing incidents. Whether it would be logos or signatures etc. " Video Module 4 2019-11-26T10:25:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Email Security, Data Privacy Level 3
"Restricted Intelligence Season 4: Ep 03 - One Bad Seed (Physical Access)" "This episode shows why security is essential. Without proper security imposters can infiltrate the companies and gain access to any sensitive information that is laying around and with no one to stop them. Its also very important to have a clean desk policy and if any information is left then to lock away. " Video Module 4 2019-11-26T01:25:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnSocial Engineering, Physical Security, Passwords & Authentication, Data Privacy Level 3
"Restricted Intelligence Season 4: Ep 00 - Teaser Trailer" "This season, Jack is joined in the US by another member of the UK team - along with his bad habits and unique style. The UK office faces threats from outside and within, where Chloe is joined by ambitious new intern Priya and clueless boss Mr Wilkins. The issues may have evolved, but the biggest risk is still the workers themselves."Video Module 2 2019-11-25T22:55:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Ransomware, Social Engineering, Email Security, Passwords & Authentication, Data Privacy, WiFi Level 3
"Restricted Intelligence Season 5: Ep 00 - Teaser Trailer" "This season sees Chloe in charge of a global product launch, Jack and Lionel vying for a promotion, and more information security blunders than you can shake a big stick at. " Video Module 2 2019-10-31T13:10:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Ransomware, Personal Security, Email Security, Passwords & Authentication, Data Privacy, Incident Reporting, Human Firewall Level 3
"Finance Sector Phishing" "The finance department is one of the most sensitive within an organization, making it an easy target for phishing attacks. This module provides tips on how to avoid these targeted scams. Module for 'Basics from El Pescador' series. Video only." Video Module 5 2019-05-03T03:11:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Spear Phishing Finance StaffLevel 3
"Payment Fraud" "An everyday occurrence: A business partner informs you via email that he has a new bank account. But beware—this could also be a sophisticated scam. Learn how criminals manipulate email communication and send fake invoices and also find out about which precautionary measures you can take. " Video Module 2 2018-05-25T21:54:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ru-ru, sk-sk, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Spear Phishing, Human Firewall Finance StaffLevel 3
"Getting To Know Intellectual Property" "This mobile-first module is designed for employees who regularly work with intellectual property (IP). Employees will gain a foundational understanding of intellectual property, learn to differentiate between its various types, and explore best practices for protecting valuable assets." Mobile-First Module6 2025-08-17T00:14:31Z KnowBe4 Studiosall, en-us, ar-mod, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnData Protection, Data Privacy, Human Firewall Compliance Plus
"Scam Alert: Safe Travel Tips" "This concise, interacƟve travel safety module equips you with essenƟal knowledge to protect against common scams targeƟng travelers, from online booking fraud to desƟnaƟon-based threats. As an individual traveler, you are a prime target for fraudsters. Learn through pracƟcal safety Ɵps and real-world scenarios focusing on personal protecƟon strategies that safeguard your finances, idenƟty, and security beyond the office. Mobile-First Module5 2024-11-07T20:13:30Z KnowBe4 Studiosall, en-us, ar-mod, zh-tw, cs-cz, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ko-kr, ms-my, nb-no, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnPhishing, Social Engineering, Human Firewall, Email Security, Internet Use, Personal Security Frequent TravelersLevel 3
"Using the Phish Alert Button: Gmail" "Using the PAB will forward any suspicious emails to your organization’s security team for analysis and delete the email from your user’s inbox, preventing future exposure." Newsletters and Documents2023-03-09T20:22:06Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEmail Security Global Level 1
"Using the Phish Alert Button: Google Workspace" "Using the PAB will forward any suspicious emails to your organization’s security team for analysis and delete the email from your user’s inbox, preventing future exposure." Newsletters and Documents2023-03-09T20:21:45Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEmail Security Global Level 1
"Using the Phish Alert Button: Office 365" "Using the PAB will forward any suspicious emails to your organization’s security team for analysis and delete the email from your user’s inbox, preventing future exposure." Newsletters and Documents2023-03-09T20:21:24Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEmail Security Global Level 1



"Using the Phish Alert Button: Outlook" "Using the PAB will forward any suspicious emails to your organization’s security team for analysis and delete the email from your user’s inbox, preventing future exposure." Newsletters and Documents2023-03-09T20:20:35Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, sw-ke, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnEmail Security Global Level 1
"How to Block Mobile Attacks" "Give employees a quick way to remember how to keep their mobile devices secure with this infographic." Newsletters and Documents2021-08-19T11:52:26Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, uk-ua, vi-vnHuman Firewall, Mobile Devices Level 1
"Security Doc: Your Role" "What is your role in defending against digital attacks, In-person attacks, and mobile/phone attacks." Newsletters and Documents2019-04-02T00:02:00Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, uk-ua, vi-vnMalware, Phishing, Ransomware, Social Engineering, USB, Human Firewall Level 1
"Security Doc: Social Engineering Red Flags" "We recommend EVERYONE to review the 22 social engineering red flags to watch out for in any email. It might be a good idea to print out this PDF and pass it along to family, friends, and coworkers. Remember to always think before you click!" Newsletters and Documents2019-03-05T03:34:00Z KnowBe4 Studiosen-us, ar-mod, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, ms-my, nb-no, pl-pl, pt-br, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, uk-ua, vi-vnPhishing, Ransomware, Social Engineering, Vishing, Physical Security, Email Security, Human Firewall Level 2
"Reality Check - How to Recognize a Deepfake" "This poster provides practical tips to protect against deepfakes and their consequences, aimed at employees across all industries and at all career levels. Tips such as zero trust, codewords, and online fact-checking are briefly explained using a visually appealing and clear design. The poster emphasizes the importance of maintaining a fundamentally skeptical attitude toward unfamiliar or emotionally charged content and provides practical guidance for verifying the authenticity of different media. It is a valuable supplement to the training module 'Deepfakes, Scams, and Disinformation' and can be used either in printed form or digitally, for example on screens in common areas."Posters & Artwork 2025-06-05T15:10:03Z KnowBe4 Studiosen-us, zh-hk, zh-cn, zh-tw, cs-cz, da-dk, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, he-il, hi-in, hu-hu, id-id, it-it, ko-kr, ms-my, nb-no, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, uk-ua, vi-vnHuman Firewall, AI Level 3
"Information Classification" "Information has a value and it must be protected. A classification system helps by specifying how to handle information and therefore helps employees to prevent loss, manipulation and theft. Your employees will learn why classification is important and how it functions in this video.  " Video Module 2 2018-05-26T16:48:00Z KnowBe4 Studiosall, en-us, sq-al, ar-mod, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, hi-in, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, vi-vnHuman Firewall Level 3
"Information Security @ Social Media" "Private information is not the only thing that is exchanged in social networks; professional data and information on employers does as well. This is the ideal gateway for criminals and competitors. Prevent data and identity theft, spam and phishing attacks, and protects your company against financial damage and a tarnished image.  "Video Module 2 2018-05-25T17:53:00Z KnowBe4 Studiosall, en-us, sq-al, ar-mod, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, hi-in, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, vi-vnPhishing, Social Engineering, Passwords & Authentication, Social Media, Mobile Devices, Human Firewall Level 3
"Clean Desk Policy" "Make sure that your workstation and all the important company data it contains are protected against third-party access and avoid becoming a victim of industrial espionage, blackmail or defamation. What do you need to do? ‘Clean desk policy’ will explain the key points. " Video Module 2 2018-05-25T03:16:00Z KnowBe4 Studiosall, en-us, sq-al, ar-mod, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, hi-in, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, vi-vnPhishing, Personal Security, Human Firewall Level 3
"Social Engineering Micro-module" "An apparently random contact, a brief exchange of seemingly minor information—but it is enough insider information to use in preparation for a targeted attack on a company. ‘Social engineering’ explains how employees can be manipulated so others can obtain sensitive information and how you can protect against them. Micro-module"Video Module 2 2018-05-24T22:26:00Z KnowBe4 Studiosall, en-us, sq-al, ar-mod, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, hi-in, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, vi-vnSocial Engineering, Human Firewall Level 3
"Basic Rules of Secure Communication" "‘Send’ clicked and the email is now on its way. Employees need to know which information they can share—and with whom, even in meetings and video conferences. Even receiving emails can be risky. Learn here how to securely communicate and when information should be encrypted and classified.  " Video Module 2 2018-05-27T05:26:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, hi-in, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, vi-vnMalware, Social Engineering Level 3
"USB Attacks" "A flash drive is found on company premises and plugged into a computer. Suddenly all the company data is freely accessible to cybercriminals. ‘USB attacks’ explains how digital attacks are prepared and carried out, and the effective measures you can use to guard against them.  " Video Module 2 2018-05-26T11:56:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, hi-in, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, vi-vnMalware, USB, Human Firewall Level 3
"Identity Theft" "Are you sure that the person you are communicating with is who they say they are? Or that there is such a person at all? ‘Identity theft’ explains how criminals obtain sensitive data in order to siphon off large sums of money using a false identity or damage a company’s reputation—and what effective protection can look like.  " Video Module 2 2018-05-26T07:55:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, hi-in, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, vi-vnMalware, Personal Security, Human Firewall Level 3
"Know-How Security" "The success of any company is based on the knowledge that sets it apart from all the others—and this information must not end up in the wrong hands. Alongside hacker attacks, supposedly trustworthy business partners and even employees could represent risks. The “know-how security” video explains how you can protect your knowledge. "Video Module 2 2018-05-26T07:53:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, hi-in, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, vi-vnMalware, Phishing, Human Firewall Level 3
"Travel Security" "Business trips are part of everyday professional life—and can also be risky. Here, you can learn about how to prepare before starting your trip, how to store and carry data and documents with you, and how to handle seemingly casual attempts at contact.  " Video Module 2 2018-05-26T03:56:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, hi-in, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, vi-vnMobile Devices, Human Firewall Frequent TravelersLevel 3
"Data Protection" "Data privacy is legally mandated and the responsibility of each one of us. Alongside company documents and data, customer data must be protected against unauthorized access. Data privacy begins at each workstation—with topics such as password and authorization management or how to behave in social networks. " Video Module 2 2018-05-25T19:47:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, hi-in, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, vi-vnHuman Firewall Level 3
"Bluetooth & WiFi" "Bluetooth and Wi-Fi are integral parts of using mobile devices—and a high security risk at the same time. Both are an ideal gateway for digital attacks. Hackers can easily gain access to devices, steal data, upload malware and penetrate protected networks. We'll show you how to minimize risks and effectively protect your company.  "Video Module 2 2018-05-25T16:26:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, hi-in, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, vi-vnPersonal Security, WiFi, Mobile Devices, Internet Use, Human Firewall Level 3
"Phone Scam" "A caller asks you for a bit of information or introduces himself as a new colleague who needs help. This is only one way fraudsters can gain confidential information and company data to prepare for targeted attacks on companies. Find information here on how criminals proceed and the most effective countermeasures to take.  "Video Module 2 2018-05-25T15:54:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, hi-in, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, vi-vnPhishing, Vishing, Human Firewall Level 3
"Industrial Espionage" "Industrial espionage has many faces, depending on the contractor’s interests. And it can be carried out in many ways: employees can be manipulated and spies can be disguised as visitors. Find out about these methods—and the other faces of industrial espionage—and become familiar with effective protective measures.  " Video Module 2 2018-05-25T14:55:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, hi-in, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, vi-vnHuman Firewall, Incident Reporting Level 3
"Information Security @ Remote Workplaces" "Whether you’re conducting a business call in public, working on a laptop at a conference or viewing documents in a café, there is always the possibility that a third party is listening in, reading over your shoulder, downloading data or installing malware. We explain how you can protect your professional data—irrespective of where you are working.  "Video Module 2 2018-05-25T11:53:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, hi-in, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ru-ru, es-es, es-419, sv-se, th-th, tr-tr, vi-vnMalware, WiFi, Mobile Devices, Working Remotely, Human Firewall Frequent TravelersLevel 3
"2026 Your Role: Internet Security and You" "From targeted phishing aƩempts to arƟficial intelligence (AI) powered aƩacks, social engineering aƩacks are constantly evolving. This training module teaches employees about common security threats, helping them to respond effecƟvely to prevent security breaches and other cyber incidents. Employees will learn pracƟcal steps they can take to protect informaƟon online and safeguard sensiƟve data when working from the office or remotely. Training Module 13 2025-10-03T14:50:42Z KnowBe4 Studiosall, en-us, ar-mod, da-dk, nl-nl, en-au, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, he-il, hi-in, hu-hu, ko-kr, ms-my, nb-no, pt-br, pt-pt, ro-ro, ru-ru, es-es, es-419, th-th, tr-tr, uk-uaCallback Phishing, Phishing, Social Engineering, Vishing, Human Firewall, Working Remotely, Mobile Devices, Passwords & Authentication, WiFi, Social Media, AI, Physical Security Level 2
"Whistleblower" "A company’s reputation and economic success are based on compliance with the applicable law and code of conduct. In the event of violations, employees can make a valuable contribution to shielding the company against damage early on. This is why procedures and protection for whistleblowers is extremely important.  " Video Module 2 2018-05-26T03:57:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, hi-in, hu-hu, id-id, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ru-ru, es-es, sv-se, tr-trHuman Firewall, Incident Reporting Level 3
"Anti-Trust 2 - Industry Events" "Networks, contact with colleagues and industry meetings are ideal environments for informal exchange. But thoughtless statements can result in difficulties with anti-trust law – with severe penalties as the consequence. Which topics are taboo, what kinds of exchange are particularly risky? “Anti-trust Law 2” will explain the answers. After all, recipients of sensitive information are already tangled up in anti-trust violations. "Video Module 2 2018-10-04T22:40:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, hi-in, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ru-ru, es-es, sv-se, tr-trHuman Firewall, Incident Reporting Level 3
"Disinformation" "Hints, exaggerations, lies: Disinformation has many faces. With targeted false reports political or economic interests should be enforced. The consequences are immense and range from loss of reputation to wrong business decisions. Therefore, it is important to be vigilant in order to avert attacks in a timely manner and minimize damage to the company."Video Module 2 2018-08-14T21:57:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, hi-in, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ru-ru, es-es, sv-se, tr-trMalware, Passwords & Authentication, Human Firewall Level 3
"Fairness & Respect in the Workplace" "Mutual success is based on respect, trust and fairness. But these values are not only non-negotiable from the ethical perspective. They determine a company’s economic success and reputation as well. And after all, discrimination is punishable by law. This is why you should raise employee awareness of the issues involving working in a team. A good work atmosphere is the responsibility of everyone."Video Module 2 2018-08-08T04:35:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, hi-in, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ru-ru, es-es, sv-se, tr-trHarassment, Ethics Level 3
"Money Laundering" "Money laundering is not easy to detect. Suspicions must be reported—non-compliance means high fines. Raise your employees’ awareness with this video and indicate how they can recognize money laundering and what to do in the event of suspicious behaviour. " Video Module 2 2018-05-26T22:54:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, hi-in, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ru-ru, es-es, sv-se, tr-trHuman Firewall, Incident Reporting, Anti-Money Laundering Level 3
"Corruption" "The promise of power, career or material goods can lead to people taking advantage of their positions of trust—in both the private and public sectors. The characteristics that point to corruption and how to prevent corruption—your employees can gain the tools they need for the job here.  " Video Module 2 2018-05-26T03:47:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, hi-in, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ru-ru, es-es, sv-se, tr-trEthics, Anti-Bribery & Corruption Level 3
"Compliance Management System" "Compliance management systems safeguard business transactions and protect the company as such. Binding rules ensure decision-making and legal security, supporting the company’s quality claim and ability to innovate. Prevention - Clarification - Reaction: this is how a CMS works. In this video, your employees will learn about this and more. "Video Module 2 2018-05-26T03:46:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, hi-in, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ru-ru, es-es, sv-se, tr-trWorkplace Safety, Ethics Level 3
"Crisis Management" "It is often impossible to recognize a crisis early on. That is why the focus is on mastering them. In ‘crisis management’, you will find out which measures to use to react to various types of crisises—natural disasters, terror, white-collar crime or accidents—and the roles that areas of responsibility, communication strategies and emergency plans play.  "Video Module 2 2018-05-26T00:47:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, hi-in, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ru-ru, es-es, sv-se, tr-trPersonal Security Level 3
"Visitor Management" "People who don’t belong to the company enter the company premises on a daily basis. Typically they are service providers or visitors. Ensure that criminals or competitors do not gain access to steal company knowledge or damage the company in other ways. " Video Module 2 2018-05-25T21:57:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, hi-in, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ru-ru, es-es, sv-se, tr-trPhysical Security, Human Firewall Level 3
"Internal Investigations" "Internal investigations are part of a company’s supervisory duties and aim to clear up fraud and other offenses. They protect the company and can even keep the business running. We explain the tasks of the investigation team, the basis of its strategy and tactics, and how it collects the data required." Video Module 2 2018-05-25T17:53:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, hi-in, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ru-ru, es-es, sv-se, tr-trHuman Firewall Level 3
"Anti-Trust 1 - Basic Regulations & Risks" "Anti-trust laws protect the free market. Even informal agreements are not permissible. When companies exchange information relevant to market competition, company representatives may face severe penalties and companies are threatened with hard sanctions. We explain what your employees must observe, explain the precautionary measures and how to act in the event of suspicion of violation. "Video Module 2 2018-05-24T21:26:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, hi-in, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ru-ru, es-es, sv-se, tr-trEthics, Incident Reporting Level 3
"Social Media Guidelines" "Social networks have become an integral part of our lives. But private posts can have effects on the posters’ own companies. Internal guidelines and complying with general communication rules are an important basis for dealing with and in social networks.  " Video Module 2 2018-05-24T20:56:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, hi-in, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ru-ru, es-es, sv-se, tr-trSocial Media, Human Firewall Level 3
"Export Control" "Violations of export trade provisions can result in significant damage to a company’s reputation and severe sanctions. This is why they must know the legal basis and which restrictions affect their goods and how to be up to date on prohibitions and embargoes. We give your employees the details on these themes. " Video Module 2 2018-05-24T17:48:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, hi-in, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ru-ru, es-es, sv-se, tr-trHuman Firewall Logistics & TransportationLevel 3
"Business Partner Compliance" "Business relationships can harbour risks that the misconduct of third parties can have criminal law consequences for one’s own company or tarnish its image. This is why you should have an integration test done before starting a new business relationship. Risk profiles, evaluations, contractual securities explained simply. " Video Module 2 2018-05-24T17:26:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, el-gr, hi-in, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ru-ru, es-es, sv-se, tr-trEthics, Workplace Safety Level 3
"Cloud Services" "Cloud services have obvious advantages: enormous amounts of memory that can be called anywhere and any time. But they are also interesting for criminals. You will learn how to use cloud services securely—when it comes to data privacy and technical requirements—in ‘Cloud services’." Video Module 2 2018-05-25T18:46:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, hi-in, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ru-ru, es-es, sv-se, tr-trHuman Firewall Level 3
"DORA at a Glance" "This video uses a realistic case to show how hackers managed to steal almost 800 million euros from a European bank using malware. The financial sector is almost as important to public life as the energy or drinking water supplies and is considered critical infrastructure. At the same time, it faces increasingly severe cyberattacks. The Digital Operational Resilience Act (DORA) is specifically designed to address these threats. The video illustrates the threats to financial organizations addressed by DORA and shows why robust security measures are essential. It demonstrates the methods used by cybercriminals and the importance of vigilance in everyday actions like responding to emails. The message is clear: The next attack is already on its way, and financial institutions can only protect themselves through appropriate precautionary measures. It is also suitable for refreshing the learning content from the training module 'DORA: Cyber Defense in the Financial Sector.'"Video Module 2 2025-05-23T12:20:44Z KnowBe4 Studiosall, en-us, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ro-ro, es-es, es-419, sv-se, uk-uaData Protection, Data Privacy, Incident Reporting Financial Services, Belgium, Europe, France, Germany, Ireland, Netherlands, Switzerland, United KingdomCompliance Plus
"Environmental, Social, and Governance (ESG)" "ESG stands for environmental, social, and governance and is becoming more important for an increasing number of organizations. This training module is made for employees, especially those at organizations listed on the stock exchange. Learners will gain an overview of the origin of the term ESG, and ESG criteria, reporting, and rating. The module also covers how organizations and their employees benefit from ESG measures. The content is presented via a video, interactive elements and a final quiz.       Compliance Plus module for the European Union, EU."Training Module 9 2023-11-03T19:37:22Z KnowBe4 Studiosall, en-us, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ro-ro, es-es, es-419, sv-se, uk-uaEthics, ESG Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Poster: Environmental, Social, and Governance (ESG)" "For many organizations, it is becoming increasingly important to ensure high environmental, social, and good governance standards (ESG). ESG criteria, reporting and rating all play an important role in measuring and demonstrating sustainability. This poster underlines the importance of these topics and is a valuable addition to the training module 'Environmental, Social, and Governance (ESG)'."Posters & Artwork 2023-11-03T19:37:07Z KnowBe4 Studiosen-us, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ro-ro, es-es, es-419, sv-se, uk-uaEthics, ESG Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"DORA: Cyber Defense in the Financial Sector" "The Digital Operational Resilience Act (DORA) is designed to strengthen the cyber defenses of European financial organizations, protecting them against attacks and averting system failures. DORA came into force in January 2025 and applies to all European financial organizations, because the financial sector is almost as important to the public as the energy industry and water supply. In short, it is part of critical infrastructure. It is also exposed to increasingly serious cyberattacks, precisely what DORA is designed to respond to. This training module explains what DORA is, why this European regulation was created and what it means for organizations in the financial sector. In addition, employees learn how they themselves can contribute to security in their organization."Training Module 9 2023-10-12T12:52:11Z KnowBe4 Studiosall, en-us, zh-cn, cs-cz, da-dk, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, hu-hu, it-it, ja-jp, ko-kr, nb-no, pl-pl, pt-br, pt-pt, ro-ro, es-es, es-419, sv-se, uk-uaData Protection, Data Privacy, Incident Reporting Financial Services, Europe, Germany, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Security Snapshots “Soft Launch” (Email Security)"   "Jenny only wanted to do something nice for her colleagues, but failing to properly review an email before sending has landed her in a bit of a mess.  " Video Module 2 2025-09-29T14:42:28Z KnowBe4 Studiosall, en-gb, ar-mod, zh-cn, nl-nl, fi-fi, fr-ca, fr-fr, de-de, hi-in, hu-hu, it-it, ko-kr, ms-my, nb-no, pl-pl, pt-br, ru-ru, sl-sl, es-es, vi-vnEmail Security, Internet Use Level 3
"Security Snapshots “Getting Scooped” (Situational Awareness)"   "An overheard conversaƟon puts a dampener on Jenny and Dev’s weekly treat.  " Video Module 2 2025-09-29T14:42:15Z KnowBe4 Studiosall, en-gb, ar-mod, nl-nl, fr-ca, fr-fr, de-de, hi-in, hu-hu, it-it, ja-jp, ko-kr, ms-my, pl-pl, pt-br, pt-pt, ru-ru, sl-sl, es-es, sv-se, vi-vnData Protection, Human Firewall, Data Privacy Level 3
"Information Security on Mobile Devices with Quiz" "Smartphones, laptops and tablets are part of everyday life – both business and private – but they are often not secure enough. Find out here where the risks are and how you can protect your devices and data. The key topics are access authorization, data privacy settings, blocking codes, passwords, WiFi and Bluetooth connections, as well as apps and operating systems."Training Module 5 2021-04-12T17:37:35Z KnowBe4 Studiosall, en-us, zh-cn, hr-hr, nl-nl, et-ee, fi-fi, fr-ca, fr-fr, de-de, id-id, it-it, ja-jp, pl-pl, pt-br, ru-ru, es-es, es-419, sv-seSocial Engineering, Vishing, Physical Security, Human Firewall, Email Security, Mobile Devices, Passwords & Authentication, Internet Use, Data Privacy, WiFi, Working Remotely Frequent TravelersLevel 3
"Protect Yourself from Ransomware (with Quiz)" "Understand what ransomware is, and learn more about the best precautions to take in order to avoid this kind of attack. Module for 'Basics from El Pescador' series. Complete training: video + quiz." Training Module 13 2020-08-10T12:52:13Z KnowBe4 Studiosall, en-us, bg-bg, zh-cn, cs-cz, en-gb, fr-ca, fr-fr, de-de, he-il, hu-hu, it-it, ja-jp, ko-kr, pl-pl, pt-br, ru-ru, es-es, es-419Phishing, Ransomware, Social Engineering, Malware Level 3
"Think Before You Click" "Stop, look and think before you click." Posters & Artwork 2018-07-26T03:58:00Z KnowBe4 Studiosen-us, zh-cn, cs-cz, fi-fi, fr-ca, fr-fr, de-de, ja-jp, ko-kr, lv-lv, pl-pl, pt-br, pt-pt, ro-ro, ru-ru, es-419, sv-se, vi-vnMalware, Ransomware, Email Security Level 1
"Social Media" "Social media is around us all the time, and scammers are taking advantage. Learn what you should do to protect your data when using social media sites. " Video Module 3 2017-01-07T17:54:00Z KnowBe4 Studiosall, en-us, zh-cn, zh-tw, nl-nl, fr-fr, de-de, hi-in, hu-hu, it-it, ja-jp, ms-my, pl-pl, pt-br, ru-ru, es-es, tr-tr, uk-ua, vi-vnSocial Engineering, PII, Personal Security, Social Media, Data Privacy Level 3
"Deepfake Messaging Attacks" "Launching deepfake attacks via messaging apps is a sophisticated technique that cybercriminals are using more frequently. In these attacks, deepfakes are combined with classic social engineering methods and impersonation. Scams are on the rise across popular communication channels such as WhatsApp, Signal, and Telegram. Attackers use a combination of technical deception and psychological manipulation to achieve their goals. This compact module uses a realistic case study to show how these attacks play out and which technologies are involved. Users will learn how voice cloning and SIM swapping work, how to recognize suspicious patterns early, and which prevention strategies and immediate countermeasures exist for emergencies. This training is optimized for mobile devices and there is a quiz at the end to test learners' knowledge."Mobile-First Module6 2025-11-20T20:24:38Z KnowBe4 Studiosall, en-us, ar-mod, en-au, en-gb, fi-fi, de-de, hu-hu, id-id, it-it, ms-my, pt-br, pt-pt, es-419, sv-se, th-th, tr-tr, vi-vnSocial Engineering, Mobile Devices, AI Level 3
"Safe Webbrowsing" "The ‘Safe Webbrowsing’ explanatory video from exploqii explains the protective measures available for internet use. It coverss sources of risk such as public hotspots, shoulder surfers, or fake URLs, and provides tips on security software, browsers, updates – and more. " Video Module 2 2020-04-15T12:12:00Z KnowBe4 Studiosall, en-us, zh-cn, cs-cz, fr-ca, fr-fr, de-de, hu-hu, it-it, ko-kr, pl-pl, pt-br, pt-pt, ru-ru, es-es, es-419, th-th, vi-vnMalware, Phishing, Ransomware, Social Engineering, Email Security, Mobile Devices, Passwords & Authentication, Social Media, Internet Use, Human Firewall, Data Privacy, WiFi Level 3
"Smart Know-how Security" "The ‘Smart Know-how Security’ explanatory video from exploqii shows the risks connected to globalised production. By addressing topics such as classification specifications, encryption, access authorisation, business partner checks, and non-disclosure agreements, it explains how customer and technology data can be protected. "Video Module 2 2020-04-15T06:14:00Z KnowBe4 Studiosall, en-us, zh-cn, cs-cz, fr-ca, fr-fr, de-de, hu-hu, it-it, ko-kr, pl-pl, pt-br, pt-pt, ru-ru, es-es, es-419, th-th, vi-vnPasswords & Authentication, Data Privacy Level 3
"Protect Yourself from Ransomware" "Understand what ransomware is, and learn more about the best precautions to take in order to avoid this kind of attack." Video Module 5 2019-07-31T22:30:00Z KnowBe4 Studiosall, en-us, zh-cn, cs-cz, en-gb, fr-ca, fr-fr, de-de, he-il, hu-hu, it-it, ja-jp, ko-kr, pl-pl, pt-br, ru-ru, es-es, es-419Malware, Ransomware, Phishing Level 3
"Jaws: Don’t Be a Victim" "Just when you thought email was safe: ransomware! Don’t be a victim." Posters & Artwork 2018-07-25T19:58:00Z KnowBe4 Studiosen-us, zh-cn, cs-cz, fi-fi, fr-ca, fr-fr, de-de, ja-jp, ko-kr, lv-lv, pl-pl, pt-br, ro-ro, ru-ru, es-419, sv-se, vi-vnMalware, Ransomware, Email Security Level 1
"You Can’t Go Back" "Once ransomware hits, you can’t go back." Posters & Artwork 2018-07-25T17:58:00Z KnowBe4 Studiosen-us, zh-cn, cs-cz, fi-fi, fr-ca, fr-fr, de-de, ja-jp, ko-kr, lv-lv, pl-pl, pt-br, ro-ro, ru-ru, es-419, sv-se, vi-vnMalware, Ransomware, Personal Security, Email Security Level 1
"Poster: Secure Network" "Illustrated poster reminding users never to send sensitive data over unsecure WiFi" Posters & Artwork 2019-09-30T16:22:00Z KnowBe4 Studiosen-us, zh-cn, nl-nl, fr-ca, de-de, hi-in, hu-hu, it-it, ja-jp, ms-my, pl-pl, pt-br, ru-ru, tr-tr, uk-ua, vi-vnWiFi Level 3
"Did you follow Policy?" "Did you follow Policy?" Posters & Artwork 2017-11-17T22:21:00Z KnowBe4 Studiosen-us, zh-cn, nl-nl, fr-ca, de-de, hi-in, hu-hu, it-it, ja-jp, ms-my, pl-pl, pt-br, es-es, tr-tr, uk-ua, vi-vnHuman Firewall Level 3
"Scams Are Not Seasonal: Ramadan"  "Apply seasonal security no maƩer which holiday you celebrate. " Posters & Artwork 2025-08-20T19:18:10Z KnowBe4 Studiosen-us, ar-mod, da-dk, nl-nl, en-au, en-gb, fr-ca, fr-fr, de-de, id-id, it-it, ms-my, pt-br, sv-se, tr-trData Protection, Data Privacy, Personal Security Level 3
"Cyber Heroes Series: Tailgating - Stranger Danger" "This concise module looks at the importance of physical security and explains the potential threat of tailgating and why sign-in mechanisms for guests are of such high importance." Training Module 2 2018-07-02T15:48:00Z KnowBe4 Studiosall, en-gb, zh-cn, zh-tw, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, ru-ru, es-es, es-419, th-thPhysical Security, Personal Security, Tailgating Level 3
"No information without Protection" "No information without Protection" Posters & Artwork 2017-08-08T20:30:00Z KnowBe4 Studiosen-us, zh-cn, nl-nl, fr-ca, de-de, hi-in, hu-hu, it-it, ms-my, pl-pl, pt-br, es-es, tr-tr, uk-ua, vi-vnGDPR Level 3
"Chameleon “Shape Up” (External Devices)" "A new fitness program is taking this office by storm, but not everything is as it seems. A quick fitness video and an innocent-looking external device are all the Chameleon team needs to completely infiltrate the clients’ network, proving the importance of awareness around the use of USB devices." Video Module 4 2025-02-19T14:26:55Z KnowBe4 Studiosall, en-gb, bg-bg, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, sr-latn-rs, es-es, es-419USB, Malware, Physical Security Level 3
"Chameleon “The Telephone Game” (Pretexting)" "Simon and Keys team up to show just how much you can do with just a little information. With AI deepfake voice pretexting, social engineering and some cleverly crafted phishing emails and websites, the team are able to redirect payments into Chameleon’s coffers. They give the money back, of course, along with a few security lessons for good measure."Video Module 4 2025-02-19T14:26:32Z KnowBe4 Studiosall, en-gb, bg-bg, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, sr-latn-rs, es-es, es-419Social Engineering, Vishing, Data Protection, AI, Data Privacy Level 3
"Chameleon “Share and Share Alike” (Social Media)" "The Chameleon team sits down to plan their next job, but Max reveals that poor social media habits have done their work for them. Just a few thoughtless posts have revealed the clients’ closest-held secret to anyone who takes the time to join the dots. Now that they have all the information, it’s time to make the lesson as memorable as possible."Video Module 4 2025-02-19T14:26:12Z KnowBe4 Studiosall, en-gb, bg-bg, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, sr-latn-rs, es-es, es-419Data Protection, Internet Use, Social Media, Data Privacy Level 3
"Chameleon “Third-Party Party” (Third Party Vendor Security)" "The Chameleon team loves a challenge, so when faced with a well-trained and well-defended client, it’s time for a less direct approach. With a third party-vendor the client trusts and a carefully crafted music track, Vivian and her crew prove that however secure your own house is, you have to remain vigilant." Video Module 4 2025-02-19T14:25:59Z KnowBe4 Studiosall, en-gb, bg-bg, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, sr-latn-rs, es-es, es-419Callback Phishing, Tailgating, Malware, Email Security, Social Media Level 3
"Chameleon “Speaks Volumes” (Spear Phishing)" "Charles Ryan is confident that his organisation’s security setup is too tough to crack. However, his enthusiasm for public speaking gives the Chameleon team the perfect opportunity to get in and prove that anyone can be a target for spear phishing." Video Module 4 2025-02-19T14:25:46Z KnowBe4 Studiosall, en-gb, bg-bg, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, sr-latn-rs, es-es, es-419Phishing, Social Engineering, Spear Phishing, Vishing, Malware, AI Level 3
"Code of Conduct: Guidelines for Successful Cooperation" "A Code of Conduct comprises guidelines and rules that are of particular importance for an organization, and compliance with these apply to everyone – regardless of their position. Every employee must therefore be aware of what their organization’s Code of Conduct includes, in order not to violate its principles. A final quiz helps to reinforce the knowledge gained."Training Module 5 2023-07-29T22:24:35Z KnowBe4 Studiosall, en-us, zh-cn, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Diversity, Equity & Inclusion, Ethics, Employment Law, Anti-Bribery & Corruption Europe, France, Germany, Global, United Kingdom, Italy, Business ServicesCompliance Plus
"ICS & SCADA Security Introduction" "Industrial control systems are increasingly under threat from determined cyber criminals. Make sure your organisation is empowered to protect itself and its production line against cyber attacks." Training Module 5 2019-02-28T18:36:00Z KnowBe4 Studiosall, en-gb, bg-bg, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, sr-latn-rs, sl-sl, es-419Physical Security, Human Firewall Energy & UtilitiesLevel 3
"The AI Act at a Glance" "Artificial intelligence (AI) offers unprecedented opportunities but also brings risks that cannot yet be fully assessed. This video explains the European Union's AI regulation, which aims to control the operation, sale, and development of AI systems. It shows how this regulation functions as the world's first legal framework for AI and follows a risk-based approach. The video outlines the regulation's four risk levels and their different requirements - from minimal rules for harmless applications to outright bans for high-risk systems. It provides information about possible sanctions for violations and targets organizations that use, develop, or distribute AI systems. It is also suitable for refreshing the learning content from the training module 'Managing Risks: The EU’s AI Act'. "Video Module 2 2025-05-21T19:10:02Z KnowBe4 Studiosall, en-us, zh-cn, nl-nl, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Data Protection, AI, Data Privacy, Ethics Belgium, Europe, France, Germany, Ireland, Netherlands, Switzerland, United KingdomCompliance Plus
"The Pursuit of Privacy Game" "Travel the world and test your data privacy knowledge in The Pursuit of Privacy. Select your destination and take to the skies! On your journey, you will be quizzed on global and regional data privacy laws. Elevate your understanding and enjoy a challenging adventure that sharpens your compliance knowledge with every flight." Game 15 2024-12-12T15:24:56Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, pt-pt, es-es, es-419Data Protection, POPIA, LGPD, PII, GDPR, PIPEDA Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, India, Ireland, Italy, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United StatesCompliance Plus
"The AI Act: An Overview" "The European Union’s AI Act is the world’s first legal framework that specifically addresses the risks and opportunities associated with artificial intelligence. This online training module provides an introduction to the AI Act, its context, and its objectives. It explains the Act’s risk-based approach and its risk categorization levels. In addition, employees are given recommendations for actions that they can implement now. This training module has been specially optimized for mobile devices. The module ends with a short quiz to check and reinforce what the participants have learned. "Mobile-First Module7 2024-06-07T15:30:51Z KnowBe4 Studiosall, en-us, zh-cn, nl-nl, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Data Protection, AI, Data Privacy, Ethics Belgium, Europe, France, Germany, Ireland, Netherlands, ItalyCompliance Plus
"Managing Risks: The EU’s AI Act " "Applications based on artificial intelligence (AI) offer unimaginable opportunities, but it is not yet possible to calculate the risks associated with them. With the “Regulation laying down harmonized rules on artificial intelligence,” known as the AI Act, the European Union is defining a set of rules intended to control the operation, sale, and development of AI systems in order to minimize the risks from this technology. This training module provides an initial overview of this topic. It is aimed at employees of organizations that use, develop, or sell AI systems now or will do so in the future and consists of an informational video that introduces the basics of the AI Act and an overview of the four risk levels as defined by the Act. The module will end with a short quiz. "Training Module 10 2024-05-22T17:19:09Z KnowBe4 Studiosall, en-us, zh-cn, nl-nl, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Data Protection, Data Privacy, AI Europe Compliance Plus
"The EU AI Act: An Overview" "Organizations that currently rely on AI technologies, or will do so in the future, should engage with the European Union's AI Act early on. This is crucial for leveraging economic opportunities, mitigating technological risks, and avoiding legal issues. This document provides an initial overview of the regulation and highlights key steps that are important to take now. The document complements the training module 'Managing Risks: The EU's AI Act'."Newsletters and Documents2024-05-22T17:18:49Z KnowBe4 Studiosen-us, zh-cn, nl-nl, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Data Protection, AI, Data Privacy, Ethics Europe Compliance Plus
"Video: Reality Bytes - Ransomware Gangs" "Get inside the mind of a cybercriminal to understand how ransomware gangs work to ensure that you know how to mitigate the risk and protect your devices and files against ransomware attacks." Video Module 4 2024-01-22T18:55:26Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, ms-my, pt-br, es-es, es-419Ransomware, Data Protection, Human Firewall, Data Privacy Level 3
"Video: Reality Bytes - Clickjacking" "Clickjacking is almost impossible to spot. Make sure you know how to protect yourself and your credentials from any cybercriminals who make use of this attack." Video Module 4 2024-01-22T18:55:12Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, ms-my, pt-br, es-es, es-419Data Protection, Human Firewall, Data Privacy Level 3
"Video: Reality Bytes - Human Error" "When it comes to cybersecurity the biggest risk to an organisation is human error. Find out what that means and how to mitigate the risk in this module." Video Module 4 2024-01-22T18:54:44Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, ms-my, pt-br, es-es, es-419Human Firewall Level 3
"Video: Reality Bytes - SIM Swap" "SIM swap scams allow cybercriminals to transfer your phone number to another device to give them access to your accounts and authentication methods. Make sure you know what to do to ensure this does not happen to you." Video Module 4 2024-01-22T18:54:28Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, ms-my, pt-br, es-es, es-419Phishing, Human Firewall, Mobile Devices, Passwords & Authentication Level 3
"Video: Reality Bytes - Vishing" "Vishing is when someone tries to extract details from you via a voice call in order to access your sensitive accounts like banking. Make sure you know how to identify the red flags of this scam." Video Module 4 2024-01-22T18:54:11Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, ms-my, pt-br, es-es, es-419Vishing, Human Firewall, Mobile Devices Level 3
"Video: Reality Bytes - Business Email Compromise (BEC)" "Cybercriminal tactics are getting ever harder to spot, for example business email compromise (BEC). Cybercriminals send an email that looks like it is from someone you know, but change critical details (like payment details). Learn the red flags of BEC and how to protect your organisation." Video Module 4 2024-01-22T18:53:46Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, ms-my, pt-br, es-es, es-419CEO Fraud, Red Flags, Human Firewall Level 3
"Video: Reality Bytes - Social Media" "Be careful what you post on social media, you never know who’s watching. In this module we see how sharing on social media can lead to you literally handing your car keys over to a cybercriminal." Video Module 4 2024-01-22T18:52:55Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, ms-my, pt-br, es-es, es-419Social Engineering, Human Firewall, Social Media Level 3
"Video: Reality Bytes - Romance Scam" "In the online dating pond, you can find your fair share of catfish. Getting hooked by one of these romance scammers could cost you. Know what to look out for to ensure your story has a happy ending." Video Module 4 2024-01-22T18:52:40Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, ms-my, pt-br, es-es, es-419Social Engineering, Human Firewall, Social Media Level 3
"Fair Competition - Antitrust Law" "Antitrust law is intended to guarantee fair competition between organizations and to protect consumers and customers from arrangements and agreements to their disadvantage. It is therefore important that employees know what information they are allowed to pass on. Employees may themselves be subject to substantial penalties, and their organizations to severe sanctions, if errors are made in this area. A final quiz helps to reinforce the knowledge gained."Training Module 5 2023-07-30T00:17:56Z KnowBe4 Studiosall, en-us, zh-cn, nl-nl, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Ethics, Employment Law, Incident Reporting, Anti-Bribery & Corruption Europe, France, Germany, Global, United Kingdom, ItalyCompliance Plus
"Workplace Safety in the Office" "What potential health risks can be identified in the workplace? This mobile-first module provides an overview of occupational safety and gives practical answers to the following questions: How can accidents in the office be prevented? What does an ergonomic office workstation look like? And what can employees do to keep fit, healthy and productive? This module is aimed at employees in all levels of an organization. At the end, learners will test their knowledge with a quiz.    Compliance Plus module for the European Union."Mobile-First Module8 2023-05-04T18:11:49Z KnowBe4 Studiosall, en-us, zh-cn, nl-nl, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Physical Security, Workplace Safety Europe, France, Germany, Switzerland, United Kingdom, Brazil, Canada, Global, Japan, Netherlands, Singapore, South Africa, United States, Australia, ItalyCompliance Plus
"Fire Prevention - A Brief Overview" "This mobile-first module covers topics such as reporting a fire, detecting fire hazards in the workplace, evacuating a building in the event of a fire, and the correct use of fire extinguishers. The training aims to provide participants with the knowledge and skills to prevent a fire in the workplace or to respond appropriately in the event of a fire. At the end, learners will take a short quiz.    Compliance Plus module for the European Union, EU"Mobile-First Module6 2023-03-31T14:46:15Z KnowBe4 Studiosall, en-us, zh-cn, nl-nl, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Personal Security, Physical Security, Workplace Safety Europe, Switzerland, United Kingdom, France, Germany, Netherlands, ItalyCompliance Plus
"Internal Investigations - Thorough and Fair"  "Internal invesƟgaƟons are iniƟated when compliance violaƟons or criminal offenses have occurred in an organizaƟon. The mere suspicion of a compliance violaƟon can be sufficient. This module provides employees with an overview of internal invesƟgaƟons. Topics include: what internal invesƟgaƟons are, who executes them, what the invesƟgaƟon interviewing procedure is, and how to conduct oneself if involved in one. At the end, learners will take a short quiz."Mobile-First Module7 2022-11-16T15:43:47Z KnowBe4 Studiosall, en-us, zh-cn, nl-nl, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Harassment, Ethics, Anti-Bribery & Corruption Germany, Australia, Brazil, Canada, Europe, France, Global, Japan, Netherlands, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Reality Bytes: Ransomware Gangs" "Get inside the mind of a cybercriminal to understand how ransomware gangs work to ensure that you know how to mitigate the risk and protect your devices and files against ransomware attacks." Training Module 5 2022-08-23T18:31:42Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, ms-my, pt-br, es-es, es-419Ransomware, Data Protection, Human Firewall Level 3
"Reality Bytes: Clickjacking" "Clickjacking is almost impossible to spot. Make sure you know how to protect yourself and your credentials from any cybercriminals who make use of this attack." Training Module 5 2022-08-23T18:30:57Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, ms-my, pt-br, es-es, es-419Data Protection, Human Firewall Level 3
"Reality Bytes: Human Error" "When it comes to cybersecurity the biggest risk to an organisation is human error. Find out what that means and how to mitigate the risk in this module." Training Module 5 2022-08-23T18:30:12Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, ms-my, pt-br, es-es, es-419Human Firewall Level 3
"Reality Bytes: SIM Swap" "SIM swap scams allow cybercriminals to transfer your phone number to another device to give them access to your accounts and authentication methods. Make sure you know what to do to ensure this does not happen to you." Training Module 5 2022-08-23T18:29:37Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, ms-my, pt-br, es-es, es-419Phishing, Human Firewall, Mobile Devices, Passwords & Authentication Level 3
"Reality Bytes: Vishing" "Vishing is when someone tries to extract details from you via a voice call in order to access your sensitive accounts like banking. Make sure you know how to identify the red flags of this scam." Training Module 5 2022-08-23T18:29:04Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, ms-my, pt-br, es-es, es-419Vishing, Human Firewall, Mobile Devices Level 3
"Reality Bytes: Business Email Compromise (BEC)" "Cybercriminal tactics are getting ever harder to spot, for example business email compromise (BEC). Cybercriminals send an email that looks like it is from someone you know, but change critical details (like payment details). Learn the red flags of BEC and how to protect your organisation." Training Module 5 2022-08-23T18:26:55Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, ms-my, pt-br, es-es, es-419CEO Fraud, Human Firewall, Red Flags Level 3
"Reality Bytes: Social Media" "Be careful what you post on social media, you never know who’s watching. In this module we see how sharing on social media can lead to you literally handing your car keys over to a cybercriminal." Training Module 5 2022-08-23T18:25:37Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, ms-my, pt-br, es-es, es-419Social Engineering, Social Media Level 3
"Reality Bytes: Romance Scam" "In the online dating pond, you can find your fair share of catfish. Getting hooked by one of these romance scammers could cost you. Know what to look out for to ensure your story has a happy ending." Training Module 5 2022-08-23T18:24:37Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, ms-my, pt-br, es-es, es-419Social Engineering, Human Firewall, Social Media Level 3
"Poster: Reality Bytes Series" "Get inside the mind of a cybercriminal to understand how they conduct some of the most popular cybercrimes. Use this poster to support your cyber security awareness." Posters & Artwork 2022-08-23T18:19:52Z KnowBe4 Studiosen-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, ms-my, pt-br, es-es, es-419Phishing, Ransomware, Malware, Human Firewall Level 3
"Document: Reality Bytes - Ransomware Gangs" "Cybercrime is such a high-value industry that criminals often run their operation like a legitimate organisation. Understand more about ransomware, how these criminals operate and how you can protect your organisation with this document." Newsletters and Documents2022-08-23T18:19:28Z KnowBe4 Studiosen-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, ms-my, pt-br, es-es, es-419Ransomware, Human Firewall, Data Protection Level 3
"Document: Reality Bytes - Clickjacking" "Clickjacking is a tactic that cybercriminals use to get an easy payday but it is very hard to spot. Try these tactics to avoid this attack." Newsletters and Documents2022-08-23T18:19:08Z KnowBe4 Studiosen-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, ms-my, pt-br, es-es, es-419Data Protection, Human Firewall Level 3
"Document: Reality Bytes - Human Error" "We all make mistakes, but when it comes to cybersecurity, human error can result in massive losses. Here are some tips on how to mitigate that risk." Newsletters and Documents2022-08-23T18:18:44Z KnowBe4 Studiosen-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, ms-my, pt-br, es-es, es-419Human Firewall Level 3
"Document: Reality Bytes - Sim Swap" "You wouldn't believe the lengths cybercriminals go to to get access to your sensitive accounts. Find out how they try to crack your multi-factor authentication with a SIM swap scam." Newsletters and Documents2022-08-23T18:18:21Z KnowBe4 Studiosen-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, ms-my, pt-br, es-es, es-419Phishing, Human Firewall, Mobile Devices, Passwords & Authentication Level 3
"Document: Reality Bytes - Vishing" "Cybercriminals use a tactic called vishing to contact you via phone call to try to extract details from you. Protect yourself from this scam by knowing what to look out for." Newsletters and Documents2022-08-23T18:17:35Z KnowBe4 Studiosen-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, ms-my, pt-br, es-es, es-419Vishing, Human Firewall, Mobile Devices Level 3
"Document: Reality Bytes - Business Email Compromise (BEC)" "Just because an email looks like it comes from someone you know doesn't mean it really does. Learn about business email compromise (BEC) and how to spot this attack." Newsletters and Documents2022-08-23T18:16:55Z KnowBe4 Studiosen-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, ms-my, pt-br, es-es, es-419CEO Fraud, Human Firewall, Red Flags Level 3
"Document: Reality Bytes - Social Media" "When you share online it is not only your friends who want to see what you've shared, but also cybercriminals. They can use what you share as fuel to scam you. Learn how to prevent this." Newsletters and Documents2022-08-23T18:15:00Z KnowBe4 Studiosen-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, ms-my, pt-br, es-es, es-419Social Engineering, Social Media Level 3
"Document: Reality Bytes - Romance Scam" "Many turn to the internet in hopes of meeting that special someone. But, this has created an opportunity for cybercriminals to construct another scam in the hopes of an easy payday. Make sure you do not become a victim of a romance scam." Newsletters and Documents2022-08-23T18:14:35Z KnowBe4 Studiosen-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, ms-my, pt-br, es-es, es-419Social Engineering, Human Firewall, Social Media Level 3
"Your Role as a Privileged User" "In this training module for privileged users, employees will learn to recognize what roles and responsibilities classify them as a privileged user, differentiate between intentional and unintentional breaches, identify precautions to take to protect the security of their account access, and identify the consequences of a breach due to improper security practices. "Training Module 9 2022-07-08T13:46:50Z KnowBe4 Studiosall, en-us, zh-cn, zh-tw, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Social Engineering, Data Protection, Human Firewall, Passwords & Authentication, Data Privacy Executives & Leaders, Finance Staff, IT Staff, Privileged UsersLevel 3
"Code of Conduct - Quickly explained" "It is often not always exactly clear what is right and wrong at work. And even if it is, what steps should employees take if they, for example, witness discrimination or bribery? Should cases which seem harmless also be reported? An increasing number of organizations have developed a Code of Conduct, precisely to provide guidance and clarity. This module demonstrates what areas a Code of Conduct may define, and why it is so important for employees at all levels in an organization, and across all sectors. At the end, learners will take a short quiz."Mobile-First Module5 2022-03-23T13:00:24Z KnowBe4 Studiosall, en-us, zh-cn, nl-nl, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Ethics, Personal Security, Discrimination, Employment Law, Incident Reporting Germany, Australia, Brazil, Canada, Europe, France, Global, Japan, Netherlands, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Document: Staying Safe for the Holidays" "Don’t let cybercriminals steal your holiday fun! This printable document supports the training module “Staying Safe for the Holidays” and provides helpful tips for staying safe online and with your devices. It can also be used alongside the training module or as a standalone training supplement." Newsletters and Documents2021-11-04T16:21:54Z KnowBe4 Studiosen-us, zh-cn, nl-nl, en-gb, fi-fi, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-419Social Engineering, Human Firewall, Internet Use, Mobile Devices Level 1
"Has Anyone Ever Tailgated You?" "In the El Pescador series, 'Pay attention to Cybercriminals', the hacker shows how easy it can be to go inside some places that seem very safe, just using social engineering. Video only." Video Module 2 2020-05-15T15:04:00Z KnowBe4 Studiosall, en-us, zh-cn, zh-tw, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Social Engineering, Physical Security, Tailgating Level 3
"Cyber Essentials Series: Working Remotely"      "Keeping safe while working remotely. Whether you are travelling or working from home, a liƩle vigilance is required. Here are some Ɵps to stay safe while working remotely - especially during Ɵmes of crisis like COVID-19 (Coronavirus)." Training Module 7 2020-04-18T12:42:00Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, sw-ke, ko-kr, pt-br, es-es, es-419Phishing, Social Engineering, Spear Phishing, WiFi, Working Remotely Level 3
"Cyber Essentials Series: Information Classification 101" "In this module we will look at information security and examples of classification. We show examples of information that could be considered confidential and explain why classifying it as confidential is important to the organisation. " Training Module 3 2019-12-23T20:10:00Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, sw-ke, ko-kr, pt-br, es-es, es-419Human Firewall, Incident Reporting Level 3
"Don't Be Like Rick: Two-Factor Authentication" "Two-factor authentication combines something you know (a password) with something you own (an app on your phone). It is another layer of security to help protect you and your accounts from cybercriminals. In Don't Be Like Rick - Two-Factor Authentication - Jolene explains this to Rick." Training Module 4 2019-09-20T22:59:00Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, sw-ke, ko-kr, pt-br, es-es, es-419Working Remotely, Passwords & Authentication, Human Firewall Level 3
"Don't Be Like Rick: King of Passwords" "Familiarise yourself with password best practice in Don't be Like Rick - King of Passwords." Training Module 4 2019-09-20T18:52:00Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, sw-ke, ko-kr, pt-br, es-es, es-419Human Firewall, Passwords & Authentication, Working Remotely Level 3
"Don't Be Like Rick: Malware" "By opening attachments, or clicking on links you open yourself up to malware attacks. The consequences of which can be severe. In Don't Be Like Rick - Malware - Jolene explains how to mitigate the risk of malware on your device." Training Module 4 2019-09-20T18:00:00Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, sw-ke, ko-kr, pt-br, es-es, es-419Human Firewall, Malware, Phishing, Working Remotely Level 3
"Don't Be Like Rick: Social Media" "Find out the potential dangers of social media in Don't Be Like Rick - On Social Media." Training Module 4 2019-09-20T16:57:00Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, sw-ke, ko-kr, pt-br, es-es, es-419Human Firewall, Social Media, Working Remotely Level 3
"Don't Be Like Rick: Free WiFi" "We all love using free WiFi when out and about, but it is best to exercise caution when logging on and performing certain activities. Find out more in Don't Be Like Rick - Free WiFi." Training Module 4 2019-09-20T15:59:00Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, sw-ke, ko-kr, pt-br, es-es, es-419Human Firewall, WiFi, Working Remotely, Phishing Level 3
"Don't Be Like Rick: Security Awareness x3 Top Tips" "Wallet, keys, watch. Find out how these three things can be practically used as a way to remember basic online security with Don't Be Like Rick - Security Awareness - x3 Top Tips." Training Module 4 2019-09-20T15:58:00Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, sw-ke, ko-kr, pt-br, es-es, es-419Passwords & Authentication, Mobile Devices, Phishing, Ransomware, Social Engineering, Spear Phishing, Malware, Working Remotely, Human Firewall Level 3
"Don't Be Like Rick: Apps Overshare" "Find out more about the dangers of oversharing with Don't Be Like Rick - Apps Overshare." Training Module 4 2019-09-20T15:55:00Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, sw-ke, ko-kr, pt-br, es-es, es-419Social Engineering, Working Remotely, Mobile Devices, Human Firewall Level 3
"ICS & SCADA Security Managers" "Industrial control systems are increasingly under threat from determined cyber criminals. Ensure your managers are empowered with the knowledge they need to protect your organisation and its production line against cyber attacks." Training Module 6 2019-03-01T01:37:00Z KnowBe4 Studiosall, en-gb, zh-cn, nl-nl, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, sl-sl, es-419Physical Security, Human Firewall Energy & UtilitiesLevel 3
"ICS & SCADA Security Operators" "Industrial control systems are increasingly under threat from determined cyber criminals. Ensure your operators are empowered with the knowledge they need to protect your organisation and its production line against cyber attacks." Training Module 7 2019-02-28T20:38:00Z KnowBe4 Studiosall, en-gb, zh-cn, nl-nl, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, sl-sl, es-419Physical Security, Human Firewall Energy & UtilitiesLevel 3
"ICS & SCADA Security Engineers" "Industrial control systems are increasingly under threat from determined cyber criminals. Ensure your engineers are empowered with the knowledge they need to protect your organisation and its production line against cyber attacks." Training Module 6 2019-02-28T20:37:00Z KnowBe4 Studiosall, en-gb, zh-cn, nl-nl, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, sl-sl, es-419Physical Security, Human Firewall Energy & UtilitiesLevel 3
"Privacy Edition Season 1: Ep 02 - Nobody Reads That Stuff (Privacy by Design)" "Lionel and Jack have been asking a lot of questions about the app Mia is developing, with ideas for collecting and using data that may go beyond the bounds of acceptability. Chloe decides to deal with the boys on Anya’s behalf. " Video Module 4 2018-09-08T06:38:00Z KnowBe4 Studiosall, en-gb, bg-bg, zh-cn, hr-hr, nl-nl, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, sr-latn-rs, es-419PII, PIPEDA, Personal Security, Data Privacy Level 3
"Privacy Edition Season 1: Ep 04 - The Heart of the Matter (Purpose & Minimisation)" "Chester is planning a big company picnic and has sent out a survey for the attendees, which Aaron and Sara notice is asking a little too much personal information of the respondents. " Video Module 4 2018-09-07T22:40:00Z KnowBe4 Studiosall, en-gb, bg-bg, zh-cn, hr-hr, nl-nl, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, sr-latn-rs, es-419PII, PIPEDA, Personal Security, Data Privacy Level 3
"Privacy Edition Season 1: Ep 06 - Partners (Third Party Partners)" "Ian goes to Sara when he hears about a data breach at the app development company that Mia works for. They decide together that he should report it to Ms Reynolds, but before he has a chance, Mia calls Ian to tell him that she already has. " Video Module 4 2018-09-07T21:41:00Z KnowBe4 Studiosall, en-gb, bg-bg, zh-cn, hr-hr, nl-nl, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, sr-latn-rs, es-419PII, PIPEDA, Personal Security, Data Privacy Level 3
"Privacy Edition Season 1: Ep 05 - Mr Cellophane (Transparency)" "The company brings in eccentric photographer Mmilan (with two M’s) to take new company headshots. When Chester mentions that his work ends up on ads, Aaron’s suspicions are raised that Mmilan may not be getting proper permissions for how he uses the images. " Video Module 4 2018-09-07T18:41:00Z KnowBe4 Studiosall, en-gb, bg-bg, zh-tw, hr-hr, nl-nl, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, sr-latn-rs, es-419PII, PIPEDA, Personal Security, Data Privacy Level 3
"Privacy Edition Season 1: Ep 03 - Once More Unto the Breach (Retention & Disposal)" "Ian comes to a meeting expecting to give a big presentation about how a data breach happened, but instead Ms Reynolds introduces Sara, the new Director of Privacy, to talk about why the data was still on their system at all... " Video Module 4 2018-09-07T15:39:00Z KnowBe4 Studiosall, en-gb, bg-bg, zh-cn, hr-hr, nl-nl, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, sr-latn-rs, es-419PII, PIPEDA, Personal Security, Data Privacy Level 3
"Privacy Edition Season 1: Ep 01 - Nothing To Do With Me (What Is PI?)" "Chloe calls a meeting to introduce the team to the new Head of Privacy, Anya. She gives an overview of what personal information is, and despite his protests, Lionel discovers that privacy applies to him in ways he never considered before... " Video Module 4 2018-09-07T14:38:00Z KnowBe4 Studiosall, en-gb, bg-bg, zh-cn, hr-hr, nl-nl, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, sr-latn-rs, es-419PII, PIPEDA, Personal Security, Data Privacy Level 3
"Cyber Essentials Series: Information Security 101" "The Information Security team are constantly looking for new cyber security threats and how to ensure that our organization does not fall victim to cybercrime. Make sure everyone in the organisation knows their role." Training Module 3 2018-07-03T12:57:00Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, sw-ke, ko-kr, pt-br, es-es, es-419Human Firewall, Incident Reporting Level 2
"Security Moments Series: Spot the Bad Attachment" "Email attachments can install malware on your device and seriously compromise an organisation’s network, so make sure your users know how to spot a bad one. " Training Module 3 2018-03-12T14:08:00Z KnowBe4 Studiosall, en-gb, zh-cn, nl-nl, en-us, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, pt-pt, ro-ro, es-419Malware, Phishing, Ransomware, Social Engineering, Spear Phishing, Human Firewall Level 3
"Cybercriminals Don’t Take Holidays"   "Stay vigilant while you celebrate! This poster highlights that cybercriminals remain acƟve even when you’re celebraƟng the holidays.  " Posters & Artwork 2025-10-07T15:13:44Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Phishing, Social Engineering Level 2
"Staying Safe from Seasonal Scams" "The holiday season is a prime Ɵme for cybercriminals to target busy professionals, especially during giŌ-giving celebraƟons (like Christmas, Hanukkah, and Lunar New Year) and major shopping events (such as Black Friday, Cyber Monday, Boxing Day, and Singles' Day). In this module, you will idenƟfy common types of holiday social engineering tacƟcs and the key warning signs of seasonal scams. Learn effecƟve verificaƟon strategies to protect yourself from giŌ card fraud, package delivery scams, and too-good-to-be-true online offers. This training provides essenƟal knowledge for maintaining online safety during these heightened risk periods of fesƟve celebraƟons worldwide. Training Module 10 2025-08-19T17:37:35Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Phishing, Social Engineering, Smishing, Human Firewall, Internet Use, Incident Reporting Level 2
"Student Digital Citizenship: Shaping Your Future Self" "This comprehensive guide empowers students to develop essenƟal digital ciƟzenship skills through pracƟcal strategies for online safety, respect, and intenƟonal engagement. Discover how mastering the five pillars of digital ciƟzenship can protect your personal informaƟon, enhance your academic reputaƟon, and posiƟon you for professional success in today's interconnected digital landscape. Newsletters and Documents2025-07-29T18:02:04Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Data Protection, Internet Use, Professional Development, Social Media, Data Privacy KnowBe4 Student Edition
"Students, Is It OK to Lie Online?" "A thought-provoking poster on digital honesty. Even a 'liƩle lie' online can become permanent when screenshoƩed, shared, and saved forever. The internet's unforgiving memory means your words live on long aŌer you've forgoƩen them. Protect your reputaƟon and relaƟonships by posƟng thoughƞully — online lies have real-world consequences. Posters & Artwork 2025-07-24T17:44:26Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Internet Use, Professional Development, Mobile Devices, Social Media KnowBe4 Student Edition
"The Four Pillars of Privileged Access Management"   "A general overview covering the four components of a comprehensive privileged access management (PAM) strategy and how these components can help protect an organizaƟon against cyberthreats.  " Video Module 3 2025-06-27T19:22:29Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Data Protection, Data Privacy Level 3
"In Brief: Inclusive Hiring Processes" "This video shows where teams can benefit from diversity in everyday working life. It features team members with different backgrounds, experiences, and abilities, each contributing unique perspectives that help solve complex problems. The video illustrates that diversity extends far beyond demographic characteristics and manifests in different ways of thinking, widened horizons, and varied approaches. The central message is that in a truly inclusive work environment, every team member is valued for their individual strengths and no one is excluded. The video targets HR professionals and demonstrates why an inclusive recruitment process is crucial for finding diverse talent and enhancing innovation. It is also suitable for refreshing the learning content from the training module 'Inclusive Hiring: Why Diversity Matters.'"Video Module 2 2025-05-21T19:10:23Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Diversity, Equity & Inclusion, Ethics, Employment Law Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, India, Ireland, Italy, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United StatesCompliance Plus
"Power Up Your Password Security" "Perfect for World Password Day and beyond, this poster promotes password best practices." Posters & Artwork 2025-04-21T13:07:38Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Passwords & Authentication Level 1
"Power Up Your Passwords"   "Perfect for World Password Day and beyond, this password security guide helps transform your workplace password habits. Learn how strong passwords and proper password protecƟon form an important part of your organizaƟon's security.   " Newsletters and Documents2025-04-17T19:10:26Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Passwords & Authentication Level 1
"ICS and SCADA: Protecting Industrial Control Systems" "Protecting industrial control systems was a lot easier before the introduction of the World Wide Web. Use this quick document to spread awareness about the importance of protecting products, personnel, and systems. " Newsletters and Documents2025-03-28T18:18:44Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Physical Security, Incident Reporting Energy & UtilitiesLevel 3
"SCADA: Protecting Industrial Control Systems"   "ProtecƟng industrial control systems was a lot easier before the introducƟon of the internet. Use this poster to reinforce awareness about protecƟng products, personnel, and systems.   " Posters & Artwork 2025-03-28T18:17:42Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Physical Security, Incident Reporting Energy & UtilitiesLevel 3
"Link Rewrites" "Link rewriting is a security process where URLs are modified and scanned through secure services before reaching recipients' inboxes. This video discusses how this process can be used by cybercriminals and how to protect yourself against this threat." Video Module 3 2025-02-28T13:28:37Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Phishing, Spear Phishing, Human Firewall, Email Security Level 3
"Chameleon “The Break Through” (Physical Security)" "Simon’s giving a presentation about an exciting new product that’s about to launch. The problem is, he shouldn’t know anything about it… But when Chameleon was asked to test this organisation’s physical security measures, Simon, with some pretexting, vishing and a little help from the rest of the team, was able to access everywhere and find out everything."Video Module 4 2025-02-19T14:27:09Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Social Engineering, Data Protection, Human Firewall, Mobile Devices, Data Privacy, Physical Security Level 3
"Detect and Prevent Callback Phishing" "An email that appears harmless at first glance, without any suspicious links or attachments - this is just the first step of a callback phishing attack. Although the scam begins inconspicuously, cybercriminals use a multi-stage strategy. This video uses a clear example to demonstrate what a callback phishing attack is and what can be done to protect individuals and organizations. It is also suitable for refreshing the learning content from the training module 'Callback Phishing: Email and Phone-Based Cyberattacks.'"Video Module 3 2025-01-30T13:07:04Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Phishing, Social Engineering, Vishing Level 3
"NIS2 at a Glance" "The updated EU Network and Information Security Directive (NIS2) aims to introduce a uniform, advanced cybersecurity standard across all EU member states. As the successor to the original NIS Directive, the scope has been expanded to additional areas of critical infrastructure, in response to a changing threat landscape. This video shows what NIS2 is, why systematic and organized cybersecurity is essential, and what can and must be done to prevent incidents. It is also suitable for refreshing the learning content from the training module 'NIS2: Directive on Cybersecurity in the EU'."Video Module 2 2025-01-30T13:06:13Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Workplace Safety, Incident Reporting Level 3
"Cybersecurity in the Office and at Home" "This video covers various aspects of IT security in the workplace. It looks at the different types of workplaces that exist and the security requirements that apply to each, such as in the office or when working from home. Additionally, it highlights security aspects to be considered when working on the go, such as unknown Wi-Fi networks. This video is also suitable for refreshing the learning content from the training module 'IT Security in the Workplace 2025'."Video Module 2 2025-01-29T19:47:53Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Working Remotely, WiFi, Physical Security Frequent TravelersLevel 3
"QR Codes: How to Recognize and Avoid Dangers" "QR codes are ubiquitous, but while they are convenient, they also offer ways for cybercriminals to gain unauthorized access. This training module provides participants with the skills they need to use QR codes safely. They will learn how to identify potential security risks both online and offline. The module emphasizes the importance of being personally vigilant, both for the participants’ own cybersecurity and the security of their organization. Using practical examples and scenarios, participants will develop the ability to critically examine QR codes and use them safely. At the end, they will take a quiz to consolidate the knowledge they have acquired and empower them to effectively protect themselves against threats from QR codes."Training Module 6 2025-01-29T12:55:42Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Malware, Internet Use, Mobile Devices Level 3
"Fair and Square: QR Codes" "This poster raises awareness of the risks associated with QR codes and highlights the importance of practical security. It points out how cybercriminals can exploit QR codes for their own purposes. The poster complements existing digital security and anti-fraud training and helps learners to use QR codes without exposing themselves to security risks. It can be used to complement the training “QR Codes: How to Recognize and Avoid Dangers.”"Posters & Artwork 2025-01-29T12:55:18Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Malware, Internet Use, Mobile Devices Level 3
"Protect Your Digital Data" "In today's connected world, your online presence matters more than ever. This guide helps you understand digital identity and why protecting data privacy is important. Learn how your everyday activities build your digital footprint and how Artificial Intelligence (AI) can affect your privacy. We'll provide practical tips for protecting your and your organization's data and staying ahead of new privacy challenges."Newsletters and Documents2025-01-24T15:43:42Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Data Protection, Data Privacy Level 2
"AI Scams: New Dangers" "With applications based on artificial intelligence (AI), cybercriminals now have access to a whole suite of new technologies that can be used for cyberattacks. On the one hand, these make conventional attack methods like phishing even more realistic and dangerous. On the other hand, entirely new fraud scenarios are possible, such as artificially generated voice messages (voice cloning) or even videos (deepfakes). This entertaining video from the perspective of a cybercriminal informs learners at all career levels how criminals are taking advantage of the new possibilities offered by AI technology. It is also suitable for refreshing the learning content from the training module 'New Tools: Artificial Intelligence Scams'."Video Module 2 2025-01-20T15:42:52Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419CEO Fraud, Phishing, Ransomware, Social Engineering, Vishing, AI Level 3
"Workplace Ethics and Code of Conduct" "Ethical professional dilemmas occur daily and can be somewhat difficult to navigate. It’s important to know how to handle those situations and follow your organization’s code of conduct. This poster supports the training module “Code of Conduct Essentials: Building an Ethical Workplace”." Posters & Artwork 2024-12-20T18:34:16Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Ethics Compliance Plus
"How Security Awareness Applies to Me: Manufacturing" "The manufacturing industry is a major cornerstone of the global economy. This video covers how and why manufacturing operations are targeted, including what they need to do to protect confidential information and prevent malware infections like ransomware. " Video Module 4 2024-11-06T20:26:57Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Phishing, Social Engineering, Data Protection, Data Privacy Level 3
"Security Check: Recognizing Signs of Malware" "The issue of malware on PCs is becoming increasingly important as cyber threats are on the rise. Both organizations and individuals must develop effective defense mechanisms and be vigilant in recognizing the subtle signs of infection. In this training, participants will gain a basic understanding of how malware works, what different types exist, and how to detect their presence on a computer. It will shed light on which system reactions point to a possible infection and how those affected can respond to the infection without making the situation worse. Finally, the participants will take a quiz to reinforce their newly acquired knowledge. This will strengthen their ability to contribute to cybersecurity in both their personal and professional lives."Training Module 10 2024-10-30T19:48:01Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Malware, Human Firewall, Incident Reporting Level 3
"Malware: Why Is My Computer So Slow?" "This poster highlights the feeling of annoyance when your computer is slow, encouraging employees to look out for signs of a malware infection. Displayed in break rooms, corridors or other central locations, it is an effective complement to the training module ‘Security Check: Recognizing Signs of Malware’." Posters & Artwork 2024-10-30T19:47:14Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Malware, Human Firewall, Incident Reporting Level 3
"Secure Hiring and Onboarding" "This module is designed for HR professionals, IT professionals, hiring managers, and others involved in the recruitment and onboarding of employees. It features an in-depth interview with members of KnowBe4 staff who recount their real-life experience in uncovering a bad actor, working for a naƟon-state government, disguised as a “new hire” during his onboarding process. We detail KnowBe4's quick response to secure the network and consequent efforts to educate others on this aƩempted aƩack and how it was foiled. Training Module 10 2024-09-27T18:10:36Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall IT Staff, Privileged UsersLevel 2
"Code of Conduct Essentials: Building an Ethical Workplace" "Ethical professional dilemmas occur daily and can be somewhat difficult to navigate, which is why it is essential to know how to handle situations that rely on ethics. Throughout the module, users will learn how to protect organizational resources and find ethical solutions to common workplace dilemmas like harassment and AI usage. By mastering these skills, you'll be better prepared to make sound ethical decisions, foster a positive work environment, and navigate the complex landscape of professional ethics."Training Module 35 2024-09-23T16:40:21Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Harassment, Anti-Bribery & Corruption, Anti-Money Laundering, Workplace Safety, Incident Reporting Compliance Plus
"The Pursuit of Privacy: Your Role" "Data protection is a critical aspect of any organisation. This document aims to provide an overview of data protection basics and how everyone within an organisation can contribute to maintaining the highest standards of safeguarding customers' information in the pursuit of privacy." Newsletters and Documents2024-09-03T19:57:24Z KnowBe4 Studiosen-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Data Protection, Data Privacy, POPIA, LGPD, PII, GDPR, PIPEDA Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, India, Ireland, Italy, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United StatesCompliance Plus
"The Pursuit of Privacy: Data Protection Champion" "This poster highlights the importance of data protection and your role in safeguarding customer information. Becoming a data protection champion can help protect your organisation's reputation and build customer trust." Posters & Artwork 2024-09-03T19:57:07Z KnowBe4 Studiosen-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Data Protection, Data Privacy, POPIA, LGPD, PII, GDPR, PIPEDA Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, India, Ireland, Italy, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United StatesCompliance Plus
"Take a moment for mindfulness" "Encourage a brief daily retreat into presence; this visually soothing poster is a reminder to take time for mindfulness by focusing on the senses, breath, gratitude and mindful movement. " Posters & Artwork 2024-06-21T13:10:36Z KnowBe4 Studiosen-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419 Education, Energy & Utilities, Government, Healthcare & Pharmaceuticals, Retail & Wholesale, Customer Service Team, Developers, Executives & Leaders, Finance Staff, Frequent Travelers, IT Staff, Payment Card Processors, Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Mindful Practices for Life's Challenges" "In our stressful, fast-paced lives, taking time to slow down and practice mindfulness is often beneficial - it is essential for our well-being. Explore some methods that can be put into practice to find moments of peace amid the chaos, leading to greater creativity, productivity and a more meaningful life experience." Newsletters and Documents2024-06-21T13:10:17Z KnowBe4 Studiosen-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419 Education, Energy & Utilities, Government, Healthcare & Pharmaceuticals, Retail & Wholesale, Customer Service Team, Developers, Executives & Leaders, Finance Staff, Frequent Travelers, IT Staff, Payment Card Processors, Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Artificial Intelligence - Innovation Needs Regulation" "This poster is suitable for organizations that rely on systems that use artificial intelligence or will do so in the future, whether for production, programming, logistics, organization, or editing. The poster raises awareness about the European Union's AI Act for employees and supervisors. It can be displayed in the canteen, factory hall or break room, or shown on screens. This makes it an ideal addition to the training module: 'Managing Risks: The EU’s AI Act'."Posters & Artwork 2024-05-22T17:18:26Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Data Protection, AI, Data Privacy, Ethics Europe Compliance Plus
"AI and Sensitive Info Don't Mix" "As artificial intelligence (AI) becomes increasingly integrated into our daily lives, the potential risks to sensitive information such as personal data, financial details, and confidential communication are heightening. This module explores the critical importance of protecting sensitive information from AI systems and provides practical guidance on mitigating these risks."Video Module 2 2024-04-26T18:46:23Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Data Protection, Data Privacy, AI Level 2
"Poster: IT Security in the Workplace" "The poster draws attention to the challenges related to the digitalisation of the world of work, particularly in terms of IT security. It emphasizes issues such as password management and the use of VPNs - practical solutions for handling digital work resources securely." Posters & Artwork 2024-03-28T17:47:12Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Working Remotely, WiFi, Physical Security Frequent TravelersLevel 3
"Document: Business Conduct Series - PCI DSS" "When working with payment card data, you must comply with the Payment Card Industry Data Security Standard (PCI DSS). The standard places a responsibility on organisations to safeguard payment card data before, during and after a purchase. Read more about how you can support your organisation's PCI DSS efforts." Newsletters and Documents2024-02-27T21:15:29Z KnowBe4 Studiosen-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Data Protection, Data Privacy, PCI Finance Staff, Payment Card Processors, Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United StatesLevel 3
"Poster: Secure Data, Wherever You Are" "This poster emphasizes the importance of data security in today's mobile world and highlights the risks associated with the use of mobile devices. It emphasizes the need to identify threats and implement suitable protective measures. It is designed to accompany the 'Properly Securing Mobile Devices” training module. Here, users are informed in detail about various threats and how they can keep their devices and their organization's data secure."Posters & Artwork 2024-02-22T14:21:58Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Data Protection, Mobile Devices, Data Privacy, Personal Security Level 3
"Poster CEO Fraud: Your most important task - but it might be your last." "An old trick, but not old news: CEO fraud, business email compromise, or fake president fraud continue to cause billions of euros in losses every year. The damage from a single attack can quickly amount to millions. The poster serves as a reminder of the significant consequences of CEO fraud, especially for employees working in finance or assisting the CEO. It can be printed and displayed or used digitally on screens, making it an ideal complement to the training module 'A Request from the Top? CEO Fraud.'"Posters & Artwork 2024-02-12T16:06:15Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Social Engineering, Spear Phishing, Human Firewall, AI Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United StatesLevel 3



"Navigating the Shadows: Monitoring Shadow IT for IT Staff" "The concept of shadow IT refers to any system, software, device, or application used in an organization without explicit approval from IT or information security teams. “Monitoring Shadow IT for IT Staff' addresses how artificial intelligence helps identify, classify, and manage shadow IT. This module also explains how to turn shadow IT into an opportunity for improving an organization’s systems. | Video only. | 'Navigating the Shadows' is an El Pescador series for Diamond subscription. | Keywords: IT team, risk assessment, predictive analytics, user behavior, system improvement, network analysis, AI (artificial intelligence)."Video Module 2 2024-01-24T14:41:06Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419AI, Data Protection, Red Flags, Human Firewall, Internet Use, Data Privacy, Workplace Safety, Incident Reporting IT Staff Level 3
"Inclusive Hiring: Why Diversity Matters" "Diverse teams made up of a range of people and personalities provide great benefits: Job satisfaction is higher and different perspectives make entirely new solutions possible. An application process that is inclusive and values diversity is necessary in order to find the best talent. This training uses a video and interactive elements to show recruiters the important aspects of a diverse and inclusive process to search for and select candidates. At the end of the module, learners will take a short quiz"Training Module 10 2024-01-23T14:34:03Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Diversity, Equity & Inclusion, Ethics, Employment Law Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Inclusion and Diversity: A Checklist" "Inclusion and diversity in the workplace have become increasingly important in recent years. This is understandable, because these principles enable better decision-making, promote creativity within teams, make organizations more attractive for employees, and offer many other benefits. This document provides an initial overview and explains the benefits in the form of a checklist. It is aimed at employees and HR managers who want to implement inclusion and diversity policies, and are looking for guidance on how to build diverse and strong teams through an inclusive recruiting process. This security document supplements the training module 'Inclusive Hiring: Why Diversity Matters'. "Newsletters and Documents2024-01-23T14:33:28Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Diversity, Equity & Inclusion, Ethics, Employment Law Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Differences Make the Difference" "The poster reminds employees from all industries and at all career levels that diversity is what makes a team strong. Inclusion and diversity in the workplace foster innovation, promote a fair work environment, and support better decision-making at work. The poster can be printed or displayed on info screens, such as in the break room or reception area, and is a useful complement to the training module 'Inclusive Hiring: Why Diversity Matters.'"Posters & Artwork 2024-01-23T14:33:19Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Diversity, Equity & Inclusion, Ethics, Employment Law Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Harassment in the Workplace" "Harassment in the workplace can come in many different forms and does not have to be tolerated. This module explains common forms of workplace harassment and how victims can protect their well-being." Training Module 8 2024-01-15T20:08:45Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Harassment, Personal Security, Workplace Safety, Employment Law, Incident Reporting Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Ethnic Harassment" "Harassment in the workplace can come in many different forms and does not have to be tolerated. This module explains the behaviours that would be considered ethnic harassment and how victims can protect themselves against harassment." Training Module 8 2024-01-15T20:08:34Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Harassment, Personal Security, Workplace Safety, Employment Law, Incident Reporting Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Psychological Harassment" "Understand and be able to recognise psychological harassment in your organisation. Harassment can take on many forms and does not need to be tolerated. Ensure your organisation is a safe and inclusive place to work." Training Module 8 2024-01-15T20:08:00Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Harassment, Personal Security, Workplace Safety, Employment Law, Incident Reporting Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Sexual  Harassment" "Many different behaviours can be considered sexual harassment in the workplace, and these behaviours do not have to be tolerated. Employees have a right to be protected against sexual harassment in their organisations. This module explains unacceptable behaviour and reinforces that it is okay to speak up if you are uncomfortable."Training Module 8 2024-01-15T20:07:49Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Harassment, Personal Security, Workplace Safety, Employment Law, Incident Reporting Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Workplace Bullying" "Workplace bullying and harassment can harm an employee's physical and mental health and does not need to be tolerated. Organisations should protect their employees against workplace bullying and harassment. This module explains the behaviours that would be considered workplace bullying and harassment." Training Module 8 2024-01-15T20:07:35Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Harassment, Personal Security, Workplace Safety, Employment Law, Incident Reporting Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Navigating the Shadows: Data Privacy for Leaders" "The concept of shadow IT refers to any system, software, device, or application used in an organization without explicit approval from IT or information security teams. “Data Privacy for Leaders” discusses the essential role of leaders in managing shadow IT within organizations. | Video only. | “Navigating the Shadows” is an El Pescador series for Diamond subscription. | Keywords: incident, accident, data leak, finance, innovation, compliance, GDPR."Video Module 2 2024-01-10T16:21:15Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Data Protection, Red Flags, Human Firewall, Internet Use, Data Privacy, GDPR, Workplace Safety Executives & Leaders, Finance StaffLevel 3
"Security and Disaster Preparedness" "Disaster can strike when you least expect it, but you can still be prepared! This can mean getting supplies like water, batteries, and food, but it also means knowing how to stay cybersecure! This module is designed for organizations that have Disaster Preparedness and/or Business Continuity plans. The content in this module will give you the information you need to keep yourself and your organization cybersafe during a disaster."Training Module 14 2023-12-29T13:07:10Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Phishing, Social Engineering, Human Firewall, Working Remotely, Internet Use Level 2
"Navigating the Shadows: Risks and Threats" "The concept of shadow IT refers to any system, software, device, or application used in an organization without explicit approval from IT or information security teams. 'Risks and Threats' will look at potential risks and threats to organizations. | Video only. | 'Navigating the Shadows' is an El Pescador series for Diamond subscription. | Keywords: incident, accident, data leak, software, app, calendar, schedule, GDPR."Video Module 2 2023-12-26T14:08:28Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Social Engineering, Data Protection, Red Flags, Human Firewall, Working Remotely, Internet Use, Data Privacy, GDPR Level 3
"Navigating the Shadows: Introduction to Shadow IT" "The concept of shadow IT refers to any system, software, device, or application used in an organization without explicit approval from IT or information security teams. 'Introduction to Shadow IT' will illustrate how this practice unfolds in many organizations." Video Module 2 2023-12-22T11:02:12Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Data Protection, Red Flags, Human Firewall, Working Remotely, Internet Use, Personal Security, Workplace Safety Level 3
"Browser-in-the-Browser Attacks" "Cybercriminals are always finding ways to exploit the conveniences that technology offers in our daily lives. One convenient feature that cybercriminals exploit is third-party authentication options, such as Sign in with Google or Sign in with Facebook, commonly offered on websites that require the user to log in before they can interact with the site. Cybercriminals take advantage of this feature with a technique known as a browser-in-the-browser (BitB) attack. This attack is designed to capture any information the target enters, such as usernames and passwords to important accounts. This training module will explain how cybercriminals use this attack to obtain login information from their targets and how you can protect yourself and your organization against these attacks."Training Module 7 2023-12-14T19:00:55Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Phishing, Internet Use, Passwords & Authentication Level 2
"Callback Phishing: Email and Phone-Based Cyberattacks" "In a callback phishing attack, cybercriminals send emails that appear harmless at first glance and do not stand out due to suspicious links or attachments. However, this initial innocuous appearance is part of a planned multi-stage attack. In this training, learners will be shown an example of a callback phishing attack and learn what they can do to protect themselves and their organization. Learners will take a short quiz at the end."Training Module 10 2023-11-30T16:37:49Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Phishing, Social Engineering, Vishing, Callback Phishing Level 3
"Respectful Workplace: Effective Communication" "This video explains the core principle of effective communication. Learners will gain an understanding of the importance of communicating effectively and review tips to do so  in the workplace." Video Module 4 2023-11-29T18:11:38Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Ethics, Professional Development Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Respectful Workplace: Inclusion" "This video explains the core principle of inclusion. Learners will gain an understanding of the importance of being inclusive of others in the workplace and explore ways to do so. " Video Module 3 2023-11-29T18:11:25Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Diversity, Equity & Inclusion, Ethics, Professional Development Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Respectful Workplace: Appreciation" "This video explains the core principle of appreciation. The module explains the importance of showing appreciation to others and explores ways to do so in the workplace." Video Module 4 2023-11-29T18:11:11Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Ethics, Professional Development Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"What Is Compliance?" "This module raises the fundamental question of what is actually meant by the term compliance. It provides a general introduction and overview of the topic, explaining the importance of compliance and using examples to explain how a strong culture of compliance can become a quality seal for an organization. A final quiz helps to reinforce the knowledge gained."Training Module 5 2023-11-22T14:40:16Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419GDPR, Personal Security, Physical Security, Workplace Safety, Anti-Bribery & Corruption Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Confessions of a ChatGPT Novice" "As technology continues to improve cybersecurity, criminals have taken to hacking the human. Cyber Confessions is an ongoing series that focuses on social engineering attacks. In this episode, hear the story of a software developer who accidentally caused a data breach using ChatGPT. " Video Module 3 2023-11-16T18:37:54Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Data Protection, Internet Use, AI Level 3
"Using Artificial Intelligence Safely and Securely " "Applications and systems that use artificial intelligence (AI) to create content such as text, images, videos, or code are being used by increasing numbers of organizations and their employees. Although applications like ChatGPT, Bard, and DALL-E are very convenient, some important questions should be considered, and rules should be defined and implemented before they are used for the first time. This security document provides an overview and serves as an initial guide for questions relating to data protection, liability, and copyright. Cybercriminals also use AI for their own purposes, creating malware and fake images and videos (deepfakes), as well as generating large volumes of phishing emails that appear genuine. This security document also summarizes the main rules of behavior to ensure protection against these new threats."Newsletters and Documents2023-11-16T14:02:58Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Phishing, Social Engineering, Spear Phishing, Vishing, Malware, Data Protection, Data Privacy, AI Level 3
"AI and Cybercrime" "Generative artificial intelligence, used in LLM applications such as ChatGPT or DALL-E, opens up myriad opportunities, unfortunately for cybercriminals, too. This poster reminds us that the benefits of this technology come with cybersecurity threats. The best protection is to be informed and know where the dangers are hiding. The poster can be printed and displayed or shown as digital signage on monitors, such as in your organization's break room or lobby, as a reminder of the content in the associated training module 'Generative AI: Intelligent and Dangerous?”."Posters & Artwork 2023-11-16T14:02:48Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Phishing, Social Engineering, Spear Phishing, Vishing, Malware, Data Protection, Data Privacy, AI Level 3
"Holiday Cybersecurity World Passport Game" "The holiday season can be a stressful time, especially when cybercriminals are on the prowl! Cybercriminals know that distractions like traveling, family visits, and buying gifts are abundant, so they try to turn that stress into a payday for themselves! This fun, interactive game will help you brush up on some of the things to look out for this holiday season!"Game 5 2023-11-12T22:35:13Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Smishing, Email Security, Internet Use, Phishing, Social Engineering, Vishing Level 2
"A Student's Guide to Avoid Online Scams" "In the maze of the digital world, cybercriminals are around every corner, armed with scams tailored to trick you. This module is your roadmap to navigating online threats, focusing on safeguarding your personal information. Learn the ins and outs of digital self-defense, ensuring that your student life—both academic and social—is secure from cyberthreats. Keep your identity, data, and devices as protected as your school campus."Mobile-First Module3 2023-11-06T15:57:08Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Social Engineering, Human Firewall KnowBe4 Student Edition
"Respectful Workplace: Introduction" "This video covers the definition of respect and the benefits it provides. Learners will explore the core principles that are practiced in a respectful workplace." Video Module 4 2023-10-27T13:28:59Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Ethics, Professional Development Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Respectful Workplace: Courtesy" "This video discusses courtesy, a core principle of a respectful workplace. Learners will gain an understanding of the importance of courtesy and explore practical ways to show it in the workplace." Video Module 3 2023-10-27T13:28:07Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Ethics, Professional Development Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"A Student’s Guide to Acceptable Use and Social Media Responsibility" "This on-the-go training module is crafted for the modern student's lifestyle. You'll learn the best practices for using school devices, how to sidestep digital pitfalls on campus jobs, and savvy strategies for engaging with social media responsibly. Perfect for accessing between classes, this course fits conveniently into your dynamic, digital life."Mobile-First Module5 2023-10-16T19:47:04Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Internet Use, Mobile Devices, Social Media KnowBe4 Student Edition
"Your Role as a Student: Internet Security and You" "This module is tailored to empower students with the knowledge of modern cyberthreats prevalent in today's digital landscape. Through interactive learning experiences, students will explore their critical role in safeguarding their cyber-environment. They will be equipped with the skills to identify and respond to cyberattacks, not only to protect their university's data resources but also their personal digital footprint."Training Module 17 2023-09-27T21:26:51Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Phishing, Social Engineering, Human Firewall, Red Flags, Email Security, Passwords & Authentication, Incident Reporting KnowBe4 Student Edition
"NIS2: Directive on Cybersecurity in the EU " "The new EU Network and Information Security Directive (NIS2) aims to establish a shared, high standard of cybersecurity across all member states of the European Union. It replaces the previous Directive (NIS), applies to an increased number of critical infrastructure sectors, and is updated in line with the current threat landscape. Learners will find out about NIS2's incident reporting and cybersecurity management requirements. Participants will take a quiz at the end. "Training Module 8 2023-09-15T12:57:33Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Workplace Safety, Incident Reporting Belgium, Europe, France, Germany, Netherlands, Switzerland, United KingdomLevel 3
"NIS2" "The new EU Network and Information Security Directive (NIS2) aims to establish a general, high standard of security for critical infrastructure assets and facilities in the member states of the European Union. The poster for the training module 'NIS2: Directive on Cybersecurity in the EU'  is aimed at employees of relevant facilities and appeals to the responsibility of each and every individual to prevent serious cybersecurity incidents. It can be printed or shown as digital signage, for example on monitors in your organization's break room or lobby."Posters & Artwork 2023-09-15T12:57:20Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Workplace Safety, Incident Reporting Belgium, Europe, France, Germany, Netherlands, SwitzerlandLevel 3
"How Security Awareness Applies to Me: Healthcare" "Healthcare providers work in one of the most stressful environments. They consistently work in situations that are literally life or death for their patients. Unfortunately, on top of managing the health of their patients, healthcare providers must also manage threats to cybersecurity and privacy. This video covers how and why healthcare providers are targeted, including what they need to do to protect confidential information and prevent malware infections like ransomware."Video Module 5 2023-09-14T11:45:16Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Phishing, Social Engineering, Data Protection, Data Privacy Healthcare & PharmaceuticalsLevel 3
"Mindfulness: Public Speaking " "Public speaking can leave you feeling overwhelmed and overcome with fear. Find out how to boost your public speaking skills by tapping into your senses." Video Module 2 2023-09-12T15:28:17Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Professional Development Education, Energy & Utilities, Financial Services, Government, Healthcare & Pharmaceuticals, Retail & Wholesale, Customer Service Team, Developers, Executives & Leaders, Finance Staff, Frequent Travelers, IT Staff, Payment Card Processors, Privileged Users, Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Mindfulness: Creativity" "Are you looking for creative inspiration? Learn how to calm your mind to find solutions to the challenges you may be facing. " Video Module 2 2023-09-12T15:28:07Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Professional Development Energy & Utilities, Financial Services, Government, Healthcare & Pharmaceuticals, Retail & Wholesale, Customer Service Team, Developers, Executives & Leaders, Finance Staff, Frequent Travelers, IT Staff, Payment Card Processors, Privileged Users, Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Mindfulness: Delightful Meetings" "We often find ourselves distracted, demotivated or unfocused when it comes to meetings. Find out what you can do in order to make meetings more delightful. " Video Module 2 2023-09-12T15:27:56Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Professional Development Energy & Utilities, Financial Services, Government, Healthcare & Pharmaceuticals, Retail & Wholesale, Customer Service Team, Developers, Executives & Leaders, Finance Staff, Frequent Travelers, IT Staff, Payment Card Processors, Privileged Users, Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, ItalyCompliance Plus
"Mindfulness: Power of Breath" "Stopping to take a breath can make all the difference to your mindset and mood. Find out how to harness this secret weapon to help you feel more calm, focused and energised." Video Module 2 2023-09-12T15:27:48Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Professional Development Energy & Utilities, Financial Services, Government, Healthcare & Pharmaceuticals, Retail & Wholesale, Customer Service Team, Developers, Executives & Leaders, Finance Staff, Frequent Travelers, IT Staff, Payment Card Processors, Privileged Users, Australia, Belgium, Brazil, Canada, Europe, France, Germany, Global, Ireland, Japan, Mexico, Netherlands, Saudi Arabia, Singapore, South Africa, Switzerland, United Kingdom, United States, IndiaCompliance Plus
"An Introduction to Social Engineering Red Flags for Students" "Social engineering is a crafty tactic that cybercriminals use to manipulate individuals into compromising their own security. As a student in an increasingly connected world, it's crucial that you remain vigilant and not get duped by these deceptive strategies. In this interactive module, you will step into the shoes of a social engineer to understand their tactics from the inside out. We'll guide you through recognizing the warning signals and identifying key indicators of social engineering attempts so that you can navigate your online life with confidence and keep both your personal information and your school's networks secure."Training Module 15 2023-08-18T18:34:43Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Phishing, Ransomware, Social Engineering, Spear Phishing, Vishing, Human Firewall, Email Security, Mobile Devices, Social Media, Personal Security, Physical Security, Incident Reporting KnowBe4 Student Edition
"Secure Online Behavior for Students" "Students entering the workforce need to be cyber-savvy not just for their own safety, but for the security of their futures. This streamlined course zeroes in on key personal security practices that enhance overall digital safety. Learn how to fortify your online privacy and become a trusted asset." Mobile-First Module5 2023-08-18T18:34:25Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Internet Use, Personal Security, Phishing Education KnowBe4 Student Edition
"Phish Catcher Game: Student Edition" "Get game-ready for the digital defense league right from your campus routine. This interactive challenge hones your decision-making skills with real phishing examples from student emails, texts, and social networks. Suit up as the human firewall to spot and block cyber threats to your peers. Each round is a fresh mix with a mix-and-match scenario bank – a play anyone can fit between classes for both fun and vigilance."Game 5 2023-08-18T18:34:15Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Social Engineering, Vishing KnowBe4 Student Edition
"The EU Whistleblower Directive - The Most Important Facts at a Glance" "Whistleblowers report suspicious behaviors or actions and help to uncover violations of the law. The EU Whistleblower Directive protects against punitive measures and assures secure reporting channels for whistleblowing. This security document explains the relevance of the directive and shows the different safeguards and ways to report. It is a supplement to the module 'EU Whistleblower Directive'."Newsletters and Documents2023-06-29T14:09:15Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Personal Security, Employment Law, Incident Reporting, Anti-Bribery & Corruption Europe, France, Germany, Netherlands, United Kingdom, ItalyCompliance Plus
"Poster: The EU Whistleblower Directive" "Whistleblowers make an important contribution to societal change. However, there is often confusion about what whistleblowing is and the support that is available. This poster refers to the legal framework created by the EU Whistleblower Directive. It supplements the training module 'EU Whistleblower Directive'." Posters & Artwork 2023-06-28T19:25:26Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Personal Security, Employment Law, Incident Reporting, Anti-Bribery & Corruption Europe, France, Germany, Netherlands, United Kingdom, ItalyCompliance Plus
"Safe Web Surfing Game" "Malicious links and websites are just as numerous as real ones on the internet, which makes avoiding them all the more important. In this game, you learn how to differentiate between malicious links and legitimate ones. Then, you will use what you’ve learned to help your surfer make it safely to shore while dodging common website clones."Game 15 2023-06-22T01:28:14Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Red Flags, Internet Use Level 2
"Ladder Safety: Climbing and Working on Ladders" "This module reviews guidelines for climbing and working on ladders safely. The content is consistent with ladder safety standards created by the Occupational Safety and Health Administration (OSHA) to protect workers in the United States." Mobile-First Module4 2023-06-22T01:18:03Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Workplace Safety United StatesCompliance Plus
"Ladder Safety: Setting Up Ladders" "This module reviews guidelines for setting up ladders safely, including specific requirements for step, straight, and extension ladders. The content is consistent with ladder safety standards created by the Occupational Safety and Health Administration (OSHA) to protect workers in the United States." Mobile-First Module5 2023-06-07T15:58:36Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Workplace Safety United StatesCompliance Plus
"EU Whistleblower Directive" "This module provides an overview of the European Union’s Whistleblower Directive, which aims to protect whistleblowers. This training module explains the key elements of the policy: the rights of whistleblowers, which groups are protected and the whistleblowing procedures to follow to report wrongdoing. Learners will take a quiz at the end. CompliancePlus module for the European Union."Training Module 12 2023-05-15T12:36:32Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Personal Security, Employment Law, Incident Reporting, Anti-Bribery & Corruption Europe, France, Germany, Netherlands, United Kingdom, Switzerland, ItalyCompliance Plus
"Occupational Health and Safety in the Office" "How can occupational safety be implemented in the office? What are the possible workplace dangers for employees? This training module provides an overview of occupational health and safety and answers some important questions, such as: How can accidents in the office be prevented? What does an ergonomic office workstation look like? What can employees do to stay fit, healthy and productive? This module is aimed at employees in all levels of an organization. In addition to interactive text and graphic elements, it also includes a video and a checklist. At the end, learners will test their knowledge with a quiz.    Compliance Plus module for the European Union, EU."Training Module 10 2023-05-11T14:46:53Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Physical Security, Workplace Safety Europe, France, Germany, Netherlands, Switzerland, United Kingdom, Australia, Brazil, Canada, Global, Japan, Singapore, South Africa, United States, Belgium, Ireland, Mexico, Saudi Arabia, ItalyCompliance Plus
"Doxing: Personal Information as a Weapon" "Personal data is valuable, and cybercriminals are using it as a weapon. One of those weapons is doxing. It is vital to understand what doxing is and the steps you can take to protect your privacy." Video Module 5 2023-01-11T14:38:37Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Social Engineering, Data Protection, Data Privacy Compliance Plus
"Seven Secrets for Successful Hiring" "Managers and supervisors play an important role in the hiring process. This video highlights seven tips managers and supervisors can use to help the organization secure the best candidates and stay compliant with the law." Video Module 6 2023-01-03T12:59:51Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Employment Law United States, Executives & LeadersCompliance Plus
"QR Code Phishing" "Whenever technology makes something easy and convenient, scammers are quick to find ways to leverage it for malicious purposes. This short course reviews how QR codes are used to defraud people out of money and steal confidential information. We also cover what you can do to avoid becoming a victim of QR code scams. "Mobile-First Module5 2022-12-13T13:57:20Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Phishing, Social Engineering Level 3
"Links and Attachments: Think Before You Click" "We constantly receive noƟficaƟons with links and aƩachments. Do you know what to do when you receive a link or aƩachment? This module explains how cybercriminals use links and aƩachments to target you, what can happen if you click on them, and how you should handle any links or aƩachments you receive. You will receive Ɵps on how to keep yourself safe from these types of aƩacks. Training Module 10 2022-11-23T19:56:59Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Phishing, Spear Phishing, Human Firewall, Internet Use Level 2
"Home Office - Secure Remote Work " "For all employees working remotely, there are many risks and dangers related to cyber security. The poster provides an overview of the most important guidelines for working remotely. It is a supplement to the training module 'Home Office - Secure Remote Work'. " Posters & Artwork 2022-11-10T20:37:23Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419USB, Working Remotely, Internet Use, WiFi Level 3
"Home Sweet Home Office - Secure Remote Work"   "Many organizaƟons now allow people to work from home. This is good news for employees - and cybercriminals, who are all too happy to exploit the vulnerabiliƟes that can result from an unsecured home office environment. It also has consequences for the organizaƟon, ranging from data theŌ and data loss to serious financial losses to reputaƟonal damage from data leaks caused by careless employees working from home. This module shows employees how to set up their own secure workstaƟon and how to work securely from home.  At the end, learners will take a short quiz."Training Module 10 2022-10-31T19:41:35Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Phishing, USB, Human Firewall, Working Remotely, Email Security, Internet Use, Passwords & Authentication, WiFi Germany, United KingdomLevel 3
"Microaggressions -  A Series of Daily Pinpricks" "'A series of daily pinpricks' - this is how those targeted by microaggressions describe this type of discrimination. The comments and actions behind them are often meant to be well-intentioned or humorous.  What’s the problem with microaggressions? Those making the comments and actions often do not understand how these repeated, hurtful comments and actions impact the people on the receiving end. Awareness is growing of the negative psychological impacts that microaggressions can have on both those affected and on the atmosphere in the workplace. This compact module uses a series of examples to illustrate the characteristics of microaggressions and explain what consequences they can have. Learners will take a quiz at the end.    CompliancePlus module "Mobile-First Module8 2022-09-27T14:10:26Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Diversity, Equity & Inclusion, Harassment, Ethics, Discrimination, Incident Reporting Compliance Plus
"Microaggressions - Understanding and Prevention" "An ironic remark, a curious question: For victims of microaggressions, these are anything but harmless. Because in the long run, even “small” but regular humiliations can seriously hurt someone. Unfortunately, employees experience them every day, with negative consequences for those directly affected, and ultimately, for the entire team. This module demonstrates how microaggressions can be prevented and how those affected should respond. Interactive, optimized for mobile devices, and with a compact overview. Learners can check their level of knowledge with a quiz at the end.   Compliance Plus module "Mobile-First Module8 2022-09-27T14:10:07Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Diversity, Equity & Inclusion, Harassment, Discrimination, Incident Reporting Australia, Brazil, Canada, Europe, France, Germany, Global, Japan, Netherlands, Singapore, South Africa, United Kingdom, United States, ItalyCompliance Plus
"Cybersecurity Essential: Secure Devices" "Are you allowed to forward work emails to your private email? Are you allowed to move professional documents to a private cloud, save them on your USB stick, or open them on your private devices? This module answers these questions and helps you understand how to use work equipment securely. A quiz at the end gives you an opportunity to test your knowledge."Training Module 10 2022-09-22T12:31:32Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Social Engineering, Human Firewall, Working Remotely, Internet Use, Passwords & Authentication, Social Media, WiFi Level 3
"Cybersecurity Essentials: Secure Documents" "Do you know what information you are allowed to share inside and outside the office? How do you classify documents according to their protection needs, and how do you retain and store data securely, both physically and digitally? All of these questions are answered for you by Wendy, a clever artificial intelligence unit that guides you through the CyberSecurityLab. A quiz at the end gives you the opportunity to test your knowledge."Training Module 10 2022-09-22T12:31:08Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Social Engineering, Human Firewall, Working Remotely, Internet Use, Passwords & Authentication, Social Media, WiFi Level 3
"Go-To Guide For Securely Setting Up Mobile Devices" "If you use a mobile device, you could be the target of social engineering scams. To avoid becoming a victim of social engineering while using your smartphone, follow the tips from El Pescador’s “Mobile Experts” series. Complete module: video + interactives + quiz." Training Module 10 2022-09-19T17:57:54Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Mobile Devices, Passwords & Authentication, Personal Security Level 3
"Go-To Guide To Protect Mobile Data" "Taking preventive security measures is key for protecting your mobile devices in case of a scam or theft. To avoid becoming a victim of social engineering while using your smartphone, follow the tips from El Pescador’s “Mobile Experts” series. Complete module: video + interactives + quiz." Training Module 10 2022-09-19T17:57:04Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Mobile Devices, Passwords & Authentication, Personal Security Level 3
"Mobile Experts: Setup And Security" "Mobile devices such as smartphones and tablets are never-ending sources of sensitive, confidential information. Knowing how to set up such equipment properly is key for you to avoid becoming a victim of social engineering. Watch the video and follow the tips from El Pescador’s “Mobile Experts” series." Video Module 2 2022-09-19T17:56:56Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Internet Use, Mobile Devices, Personal Security Level 3
"Mobile Experts: Mobile Phishing" "The growing popularity of mobile devices has led scammers to create hoaxes specifically for smartphones and tablets — including targeted phishing attacks. To avoid becoming a victim of social engineering when using your smartphone, watch the video and follow the tips from El Pescador’s “Mobile Experts” series." Video Module 2 2022-09-19T17:56:48Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Phishing, Internet Use, Mobile Devices Level 3
"Mobile Experts: Loss Or Theft" "You should know what to do in advance if your mobile devices are ever lost or stolen. Taking precautions is essential so you avoid becoming a victim of social engineering when using your smartphone. Watch the video and follow the tips in El Pescador’s “Mobile Experts” series." Video Module 2 2022-09-19T17:56:39Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Internet Use, Mobile Devices, Personal Security Level 3
"Mobile Experts: Recover Accounts" "Would you know what to do if you fell victim to a scam? Even if your smartphone or tablet is set up correctly and all preventive measures are taken, updating your access to different accounts is crucial for you to avoid becoming a victim of social engineering. Watch the video and follow the tips from El Pescador’s “Mobile Experts” series."Video Module 2 2022-09-19T17:56:29Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Mobile Devices, Passwords & Authentication, Personal Security Level 3
"Step-By-Step: Lock Everything Up" "Your devices and apps need extra passwords to prevent others from accessing sensitive information. Learn the best practices for locking your screen and apps on mobile devices. To avoid becoming a victim of social engineering while using your smartphone, follow the tips from El Pescador’s “Mobile Experts” series." Newsletters and Documents2022-09-19T17:56:20Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Mobile Devices, Passwords & Authentication, Personal Security Level 3
"Poster: Mobile Experts Series" "These experts will teach you how to set up your devices, what to do in case of loss or theft, and how to recognize mobile device scams. To avoid becoming a victim of social engineering while using your smartphone, follow the tips from El Pescador’s “Mobile Experts” series." Posters & Artwork 2022-09-19T17:56:06Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Email Security, Internet Use, Mobile Devices Level 3
"Enhancing Cultural Competence" "In this module, employees will learn ways to enhance their cultural competence, which is the ability to interact effectively across cultures. They’ll learn how to increase knowledge about other cultures, explore key areas where cultures often differ, and discover strategies for improving interactions. This content is appropriate for diversity, equity, and inclusion (DEI) training initiatives."Training Module 10 2022-08-29T17:17:24Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Diversity, Equity & Inclusion Australia, Brazil, Canada, Germany, Japan, Singapore, South Africa, United Kingdom, United States, Belgium, Europe, France, Global, Ireland, Mexico, Netherlands, Saudi Arabia, Switzerland, ItalyCompliance Plus
"Introduction to Cultural Competence" "This module provides an introduction to understanding the ability to interact effectively across cultures and describes steps that employees can take to begin developing that ability. This content is appropriate for diversity, equity, and inclusion (DEI) training initiatives." Training Module 12 2022-07-28T14:08:23Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Diversity, Equity & Inclusion Australia, Brazil, Canada, Germany, Japan, Singapore, South Africa, United Kingdom, United States, Belgium, Europe, France, Global, Ireland, Mexico, Netherlands, Saudi Arabia, Switzerland, ItalyCompliance Plus
"Data Protection in the Workplace - Implementing GDPR Correctly " "Nobody wants their personal data to get lost, fall into the wrong hands, or be misused. This is why organizaƟons and parƟes that work with such data are bound by the EU’s strict General Data ProtecƟon RegulaƟon (GDPR). This module demonstrates how these requirements can be pracƟcally implemented in the workplace. What is personal data, and how should you treat it? Terms such as data minimizaƟon, purpose limitaƟon, and authorizaƟon concepts will be explained. How should I proceed with a request for data to be modified or deleted? What should I do in the case of a data leak? Training Module 17 2022-05-24T12:48:48Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419GDPR, Data Protection, Data Privacy, Personal Security, Incident Reporting Germany, France, Europe, Australia, Brazil, Canada, Global, Japan, Netherlands, Singapore, South Africa, Switzerland, United Kingdom, United States, Italy, Business Services, Energy & Utilities, India, Ireland, Mexico, Saudi ArabiaCompliance Plus
"Business Conduct Series: PCI DSS - Corporate Offices" "The Payment Card Industry Data Security Standard (PCI DSS) is an internaƟonal standard to protect payment card (credit card) data. This informaƟon is valuable to cybercriminals as it can allow them to steal idenƟƟes, open accounts, or make payments in someone else's name. When your corporate head office handles cardholder data, you must adhere to PCI DSS to ensure opƟmal data protecƟon and informaƟon processing. Ensure you understand how PCI DSS affects your role inside your organisaƟon. This module was updated in 2024 in alignment with PCI DSS v4.0 requirements. Training Module 10 2022-05-10T17:39:23Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Data Protection, Data Privacy, PCI Payment Card ProcessorsLevel 3
"Dealing With Data Securely" "Do your co-workers and employees have a 'cybersecurity mindset”? Do they recognize data security risks in every day workplace situations? Do they know how to handle data, documents, and IT devices securely, both at work and outside the office? This security document provides important tips and a compact overview of topics such as the need-to-know principle, secure passwords and the separation of private and business information. It is a useful supplement to the training module 'Cybersecurity Essentials - Secure Data Handling'."Newsletters and Documents2022-03-18T19:01:34Z KnowBe4 Studiosen-us, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, pt-br, es-es, es-419Phishing, Social Engineering, Tailgating, USB, Human Firewall, Email Security Level 3
"Business Conduct Series: PCI DSS - Retail Stores" "Payment Card Industry Data Security Standard (PCI DSS) is an international standard to protect payment card (credit card) data. This information is valuable to cybercriminals as it can allow them to steal identities, open accounts, or make payments in someone else's name. Retail stores must adhere to PCI DSS to ensure optimal data protection when processing card data. Ensure you understand how PCI DSS affects your role inside your retail organisation. This module was updated in 2024 in alignment with PCI DSS v4.0 requirements. "Training Module 8 2022-02-08T18:42:03Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Data Protection, Data Privacy, PCI Retail & Wholesale, Payment Card ProcessorsLevel 3
"Cybersecurity Essentials - Safe Web Browsing" "In the third part of the Cybersecurity Essentials modules, 'Safe Web Browsing', Wendy the robot takes us through the CyberSecurityLabs again. This time, you will learn the most important basics of safe surfing on the internet. Starting with the right preparation: a VPN, regular updates and a strong WiFi password. On the web itself, you’ll encounter misinformation and deepfakes. Wendy knows that not everything on the web can be trusted - and how to recognize this kind of disinformation. But even a smart robot makes mistakes! On the hunt for the ultimate bargain, she stumbles across typosquatting, falls for malicious browser add-ons and finally has to realize: there are webshops and then there are fake webshops."Training Module 20 2022-01-24T20:35:56Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419AI, Social Engineering, Human Firewall, Working Remotely, Internet Use, Passwords & Authentication, Social Media, WiFi Level 3
"Find the Phish" "This mobile-first training module teaches employees how to recognize a phishing email and tests their phish-busting skills." Mobile-First Module4 2021-11-03T17:30:42Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Phishing, Social Engineering, Malware, Red Flags Level 3
"The Threat of Free WiFi" "Free WiFi provides internet access to anyone almost anywhere, including cybercriminals. This short course examines the threat of public networks and how to remain secure when connecting to them with five easy steps." Mobile-First Module5 2021-09-13T20:00:25Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Data Protection, Internet Use, WiFi Level 3
"Security Bytes: Phishing" "Security Bytes is a short video series that delivers security awareness basics in a quick, bite-sized format. This episode covers how to recognize phishing attacks." Video Module 1 2021-03-15T19:21:53Z KnowBe4 Studiosall, en-us, bg-bg, zh-cn, en-gb, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, sr-latn-rs, es-419Phishing, Malware, Human Firewall, Email Security Level 3
"Security Bytes: PII" "Security Bytes is a short video series that delivers security awareness basics in a quick, bite-sized format. This episode covers personally identifiable information." Video Module 1 2021-03-15T19:21:44Z KnowBe4 Studiosall, en-us, zh-cn, nl-nl, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-419PII, Data Privacy Level 3
"Security Bytes: Incident Reporting" "Security Bytes is a short video series that delivers security awareness basics in a quick, bite-sized format. This episode covers the importance of incident reporting and response." Video Module 1 2021-03-15T19:21:21Z KnowBe4 Studiosall, en-us, bg-bg, zh-cn, en-gb, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, sr-latn-rs, es-419Human Firewall, Incident Reporting Level 3
"Security Bytes: Following Policy" "Security Bytes is a short video series that delivers security awareness basics in a quick, bite-sized format. This episode covers the importance of policies and why following them is necessary. " Video Module 1 2021-03-15T19:19:37Z KnowBe4 Studiosall, en-us, bg-bg, zh-cn, en-gb, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, sr-latn-rs, es-419Human Firewall, Incident Reporting Level 3
"Poster: How To Series" "Enjoy this entertaining vlog style series which covers a variety of cybersecurity topics. This poster accompanies the How To series training modules. " Posters & Artwork 2021-03-02T18:27:11Z KnowBe4 Studiosen-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Malware, Mobile Devices, Passwords & Authentication, Social Media, WiFi Level 3
"Security Doc: How To Use Multi-Factor Authentication" "We often hear about Multi-Factor Authentication (MFA), but what is it and how do we use it? This security document provides a brief summary." Newsletters and Documents2021-03-02T18:26:42Z KnowBe4 Studiosen-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Mobile Devices, Passwords & Authentication Level 3
"Security Doc: How To Secure Connected Devices" "Smart homes are becoming all the rage with connected devices and automation, but how does one set this up securely? Have a look at this security document for some tips." Newsletters and Documents2021-03-02T18:26:21Z KnowBe4 Studiosen-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Mobile Devices, Passwords & Authentication, WiFi Level 3
"Security Doc: How To Spot a Deepfake" "Have you seen a deepfake? You may have and not realised it. This security document shows you how to spot a deepfake." Newsletters and Documents2021-03-02T18:25:58Z KnowBe4 Studiosen-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Social Media Level 3
"Security Doc: How To Spot Fake News" "Fake news is showing up a lot more frequently on social media and can be very damaging if shared. Don't believe everything you read! This security document will help you to identify fake news." Newsletters and Documents2021-03-02T18:25:36Z KnowBe4 Studiosen-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Social Media Level 3
"Security Doc: How To Use a Password Manager" "Password managers can assist in the creation and storage of secure passwords. Does your organisation allow one? If so, this security doc will explain how to use a password manager." Newsletters and Documents2021-03-02T18:24:55Z KnowBe4 Studiosen-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Passwords & Authentication Level 3
"Security Doc: How To Deal with Mobile Scams" "We all make use of mobile devices, but did you know they can become infected with malware too? Check out this security document to find out how to keep your devices safe." Newsletters and Documents2021-03-02T18:23:46Z KnowBe4 Studiosen-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Malware, Mobile Devices Level 3
"Security Doc: How To Deal with Sextortion" "Make sure you are not extorted by a bad guy! Sextortion is one of the many ways you could be scammed. Have a look at this security document so you know what sextortion is and what to do if you ever become a victim." Newsletters and Documents2021-03-02T18:23:22Z KnowBe4 Studiosen-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Social Engineering, Email Security Level 3
"Security Doc: How To Set Up a Virtual Private Network (VPN)" "The safest way to work while away from your secure network is by using a VPN. This security document will explain what a VPN is and how to get access to one." Newsletters and Documents2021-03-02T18:22:57Z KnowBe4 Studiosen-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Internet Use, WiFi, Working Remotely Level 3
"Privacy Matters on Social Media" "Lots of countries have their own laws regarding data protection and user privacy. But you also need to take an active role in protecting your personal information, especially with regard to what you share on social media. Module for 'Social Media is so Cool'series. Video only." Video Module 3 2021-02-19T13:49:18Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Mobile Devices, Social Media, Data Privacy Level 3
"How to Use Message Applications" "Message exchange applications, such as WhatsApp and Messenger, are very common in people's lives. Know which behaviors are considered secure and which behaviors you should avoid. Module for 'Social Media is so Cool'series. Video only." Video Module 3 2021-02-19T13:49:11Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Mobile Devices, Social Media, Data Privacy Level 3
"Do You Know What Third-Party Apps Are?" "Do you have the habit of signing up for new digital services using your social media credentials? If so, you should be very careful and read the terms of use of your data. Module for 'Social Media is so Cool'series. Video only." Video Module 3 2021-02-19T13:49:02Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Mobile Devices, Social Media, Human Firewall Level 3
"We Need to Talk About Paid Ads on Social Media" "We surf on social media and websites all day and come across different types of advertising. While advertising helps brands reach their audience, it is also a strategy used by many criminals to steal your personal data and your login credentials. Module for 'Social Media is so Cool'series. Video only." Video Module 2 2021-02-19T13:48:54Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Social Engineering, Social Media, Internet Use Level 3
"How To Use Multi-Factor Authentication" "We meet Greg and Mila from Tyger Punch Security who in this episode, cover multi-factor authentication, why it is an important extra layer of security to a password and the apps you can use to apply it." Training Module 5 2021-01-14T14:10:23Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Mobile Devices, Passwords & Authentication Level 3
"How To Secure Connected Devices" "The Internet of Things (IoT) has enabled almost everything in our lives to connect, which is convenient, but also risky. In this episode we look at how to secure your connected devices." Training Module 5 2021-01-14T14:10:01Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Mobile Devices, Passwords & Authentication, WiFi Level 3
"How To Spot Fake News" "Fake news is rife on social media and is often shared before people check it's legitimacy. In this episode we look at how to verify whether a news story is real or fake." Training Module 5 2021-01-14T14:09:21Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Social Media Level 3
"How To Use a Password Manager" "Good password habits are critical when it comes to online security. Password managers help you to generate and store your passwords securely. Learn how to use password managers to help you to secure your passwords." Training Module 5 2021-01-14T14:09:09Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Passwords & Authentication Level 3
"How To Deal with Mobile Scams" "Mobile malware is real and we should know the things to look out for if our device has been compromised. Find out more in this episode." Training Module 5 2021-01-14T14:08:46Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Malware, Mobile Devices Level 3
"How To Deal with Sextortion" "Cybercriminals make use of passwords from previously breached sites and sensitive information in sextortion and other extortion scams in order to get their victims to pay a sum of money. Ensure you don't fall victim to this. Check out this episode for more information about this increasingly popular scam." Training Module 5 2021-01-14T14:07:27Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Social Engineering, Email Security Level 3
"How To Set Up a Virtual Private Network (VPN)" "When working remotely a Virtual Private Network (VPN) is a great way to ensure that data or information is sent securely. Find out more about VPN's and why they are important when traveling and using free WiFi." Training Module 5 2021-01-14T14:06:54Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Internet Use, Working Remotely, WiFi Frequent TravelersLevel 3
"Stay Safe for the Holidays" "Today’s globally connected society makes it easy for us to do many things online. Unfortunately, it also makes it easier for criminals to take advantage of us. In this short video module, Alessandra, from the KnowBe4 team in Brazil, reports on the latest cyberthreats to a group of KnowBe4 colleagues located worldwide via video conferencing software. They provide their feedback on how to avoid falling victim to a cybercriminal."Video Module 3 2020-11-05T21:28:45Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Phishing, Social Engineering, Malware, Email Security, Social Media Level 2
"What is Sensitive Data?" "Complementary content for the 'How to Behave' series in which the main social engineering attacks appear personified to explain the context of each attack and to give tips so that users do not fall for new scams." Newsletters and Documents2020-10-05T18:01:43Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Social Engineering, Human Firewall, Data Privacy Level 3
"Poster: First Steps Series" "Collateral content for 'First Steps' series which you will meet the crew of a pirate ship that is learning the importance of data protection on a daily basis. Recommended for those who are starting out security information knowledge." Posters & Artwork 2020-07-15T22:34:00Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Phishing, Social Engineering Level 3
"Poster: How to Behave Series" "Collateral content for the 'How to Behave' series in which the main social engineering attacks appear personified to explain the context of each attack and to give tips so that users do not fall into new scams." Posters & Artwork 2020-07-15T13:25:00Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Social Engineering, Human Firewall Level 3
"Unsubscribe Message Scam" "We receive thousands of messages every day and a few dozen of them are malicious messages (phishing attacks) disguised as everyday services. Module for 'How to Behave'series. Video only." Video Module 3 2020-07-13T21:17:00Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Phishing, Social Engineering, Email Security Level 3
"Multi-factor Authentication: First Steps" "Learn more about multi-factor authentication and how to set it up. Module for 'First Steps' series. Video only." Video Module 2 2020-07-06T14:08:00Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Social Engineering, Human Firewall Level 3
"Leading by Example: First Steps" "Learn the importance of leaders and managers leading by example and upholding a strong security culture. Module for 'First Steps' series. Video only." Video Module 2 2020-07-06T14:08:00Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Social Engineering, Human Firewall Executives & LeadersLevel 3
"Phishing: First Steps" "Learn more about how to recognize a phishing attack. Module for 'First Steps' series. Video only." Video Module 2 2020-07-06T14:07:00Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Phishing, Social Engineering Level 3
"Do You Like Candy? Be Wary of USB Devices" "In the El Pescador series, 'Pay attention to Cybercriminals', the hacker shows how a simple mobile device can cause a big mess. Video only." Video Module 2 2020-05-15T15:04:00Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Phishing, USB Level 3
"Can I Talk to the CEO?" "In the El Pescador series, 'Pay attention to Cybercriminals', the hacker teaches how many scams are still performed with vishing. Video only." Video Module 2 2020-05-15T15:02:00Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Phishing, Vishing Level 3
"Do You Use SMS? There Are Still Some Attacks Over There" "In the El Pescador series, 'Pay attention to Cybercriminals', the hacker teaches how many scams are still carried out with smishing. Video only." Video Module 2 2020-05-15T13:07:00Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Phishing, Mobile Devices Level 3
"When You Report, We Get Stronger -- PAB"  "You’ve heard the old phrase, “see something, say something.” Great advice, right? But, how do you do it? That’s where the Phish Alert BuƩon (PAB) comes in. This short video emphasizes the importance of reporƟng suspicious emails using the PAB. The key message is, “When you report, we get stronger.” " Video Module 2 2020-05-06T12:47:00Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Phishing, Human Firewall Level 1
"Phishing Without Links: The Power of Reply to" "In the El Pescador series, 'Pay attention to Cybercriminals', the hacker teaches you how to get a lot of information without sending any malicious links." Video Module 2 2020-03-05T01:15:00Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Phishing, Spear Phishing Level 3
"Targeted Phishing: How Spear Phishing Works" "In the El Pescador series, 'Pay attention to Cybercriminals', the hacker teaches you how to organize a targeted attack and get specific information for the success of the scam. Video only." Video Module 2 2020-03-04T14:17:00Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Phishing, Spear Phishing Level 3
"Watch Out for Disinformation on the Web" "Misinformation is a global problem that has spread through the internet and social media. In this El Pescador video you will learn how to avoid falling for this type of scam. Module for 'Social Media is so Cool'series. Video only." Video Module 2 2020-03-04T14:15:00Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Mobile Devices, Social Media Level 3
"Physical Security: First Steps" "Learn more about the importance of paying attention to physical spaces. Module for 'First Steps' series. Video only." Video Module 2 2020-02-21T02:53:00Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Physical Security, Workplace Safety, Human Firewall Level 3
"Clean Desk: First Steps" "Learn more about how following a clean desk policy is a great first step to keep your data secure. Module for 'First Steps' series. Video only." Video Module 2 2020-02-20T04:52:00Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Physical Security, Workplace Safety, Human Firewall Level 3
"Be Wary of Malware Attacks" "Malicious files might reach us in different ways. Will you be able to spot the attack when it happens? Module for 'How to Behave' series. Video only." Video Module 4 2019-11-25T18:01:00Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Malware, Social Engineering, Phishing Level 3
"Social Media: Good Behavior" "Almost everyone has some connection to social media, but we need to know the best practices to avoid leaking information to attackers. Module for 'Social Media is so Cool'series. Video only." Video Module 5 2019-10-29T08:21:00Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Social Engineering, Social Media, Mobile Devices Level 3
"Protecting Data Across Borders" "Protecting Data Across Borders" Posters & Artwork 2017-08-08T19:42:00Z KnowBe4 Studiosen-us, nl-nl, fr-ca, fr-fr, de-de, hu-hu, it-it, nb-no, pt-br, pt-pt, ru-ru, es-419 Level 3
"Clean Desk Policies to Protect Data" "Clean Desk Policies (CDP) are an important tool for ensuring security in organizations. These policies define how employees should organize and secure their work area before leaving it, whether in the office or working from home. The aim is to protect sensitive information and promote a professional work environment. The video explains the reasons for implementing such policies and provides an overview of their typical contents to raise awareness among employees about the importance of a tidy and secure workplace. It is also suitable for refreshing the learning content from the training module 'Clean Desk Policy - What You Need To Know'."Video Module 2 2025-01-29T19:48:06Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-419Tailgating, Data Protection, Working Remotely, Data Privacy Level 3
"What is Data Classification" "How can you protect data or information unless you know exactly what information you are attempting to protect?  Data classification is essential to knowing how to handle sensitive information." Video Module 2 2024-07-26T12:28:22Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, pt-br, es-es, es-419Human Firewall, Data Privacy Level 3
"The Art of Phishing" "Phishing is one of the most common social engineering attacks that scam people out of money or personal information. This short video reviews a typical phishing email by exploring a step-by-step breakdown from the attacker’s perspective. " Video Module 2 2024-07-26T12:28:03Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-esPhishing, Social Engineering, Human Firewall Level 3
"Poster: The Inside Man: Season 5" "This Poster is a great infographic introduction to Season 5 of The Inside Man.   Season 5 picks up straight after the emotional finale of Season 4. In Romania a ruthless corporate lawyer is securing a vast Gothic castle for an unknown client. Meanwhile Mark, Violet and Good Shepherd Cybersecurity are monitoring the systematic dismantling of a ‘has been’ social media company, ‘The Village’. International security services are forced out of the shadows to make an approach to Mark and his friends that will rewrite history."Posters & Artwork 2023-01-25T16:36:41Z KnowBe4 Studiosen-gb, zh-cn, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Phishing, Social Engineering, Spear Phishing, Malware, Human Firewall, Passwords & Authentication, Physical Security, CEO Fraud, Tailgating, Email Security, Mobile Devices Level 3
"Poster: The Inside Man: Season 4" "Following the dramatic conclusion of season three, this fourth season of ‘The Inside Man’ takes the action to a truly international stage. Mark Shepherd’s team of cyberwarriors - AJ, Fiona, Maurice and Violet - are facing their deadliest threat as a devastating ransomware attack brings an international energy company to its knees. Simultaneously a global influencer falls prey to a vicious deep fake. Violet’s dark past is catching up with her while Mark increasingly looks like a hero. This is ‘The Inside Man’. Nothing is ever that straightforward.  This informative infographic poster is for use in conjunction with the Twist & Shout Series 'Inside Man Season 4'."Posters & Artwork 2022-03-07T18:56:37Z KnowBe4 Studiosen-gb, zh-cn, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Ransomware, Spear Phishing, USB, Malware, Passwords & Authentication, Physical Security Level 3
"When In Doubt, Check It Out!"  "Posters are big and bold, use them to remind your employees to fact-check before posƟng or forwarding any informaƟon. " Posters & Artwork 2021-03-24T17:59:11Z KnowBe4 Studiosen-us, ar-mod, zh-cn, en-gb, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Social Engineering, Human Firewall, Social Media Level 1
"Poster: The Inside Man: Season 3" "How do you follow a nail-biter finale like Season 2? So many quesƟons lie unanswered. There’s Mark the reformed hacker, now running ‘Good Shepherd Security’ alongside best buddy AJ, loyal colleague Fiona and fellow ex-felon Maurice. And of course there’s CharloƩe, out ‘at large’ having delivered the cliff-hanger of ‘cliff-hangers’. Or should we say, of ‘cliff-top-cafe’ hangers? Posters & Artwork 2021-01-12T20:57:36Z KnowBe4 Studiosen-gb, zh-cn, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Human Firewall, Phishing, Social Engineering, Vishing, Physical Security, Email Security, Passwords & Authentication, Social Media, WiFi Level 3
"Internet Security When You Work From Home" "The concept “Working From Home” (WFH) has gone mainstream, and is often the preferred way for some positions to get maximum productivity. Apart from that, it’s also an effective way for organizations to assure business continuity when unexpected circumstances like natural disasters or pandemics crop up. This training module helps your average user understand the challenges and trains them to stay secure online while working from home."Training Module 15 2020-03-31T20:12:00Z KnowBe4 Studiosall, en-us, zh-cn, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Internet Use, Human Firewall, Working Remotely Level 1
"Poster: The Inside Man: Season 2"  "You remember Mark, our flawed hero from Season 1? In Season 2 of this award-winning, addicƟve drama Mark is loving life on the ‘inside’ at Khromacom. He’s got a great career, great friends and … then there’s CharloƩe – the bookish accounts assistant, with a dark secret. We re-join the story as the company announces an exciƟng, top secret AI project that makes Alexa look like a ‘Speak and Spell’. We meet tech wizard Dev and charismaƟc, visionary JusƟn as they race towards a global launch event. When Mark, and best buddy AJ, get called in as security on the project team, their loyalƟes are pushed to the limit. Meanwhile, Mark discovers that his old ‘black hat’ life may not be so easily discarded. And it seems someone is hell bent on destrucƟon. But who is the puppet master? Posters & Artwork 2020-02-19T09:41:00Z KnowBe4 Studiosen-gb, zh-cn, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Phishing, Social Engineering, USB, Vishing, Personal Security, Physical Security, Social Media, Human Firewall, Data Privacy, WiFi, Passwords & Authentication Level 3
"Poster: The Inside Man: Season 1" "In KnowBe4’s signature video series, a compelling story, an incredible cast, and stellar production quality combine to create the coolest series ever streamed. Shy, slightly nerdy Mark is finding his way amidst super-friendly, supportive co-workers, office politics and his new job as IT Security analyst, a white hat hacker, making the company safer. At least, that’s how it looks on the outside…Get to know these characters and how they navigate the sometimes-confusing world of information technology as they tackle issues like social engineering, physical security, ransomware and more!"Posters & Artwork 2019-03-14T22:09:00Z KnowBe4 Studiosen-gb, zh-cn, fr-ca, fr-fr, de-de, it-it, ja-jp, ko-kr, pt-br, es-es, es-419Malware, Phishing, Ransomware, Social Engineering, Passwords & Authentication Level 3
"Phish Catcher Game" "This interactive game emphasizes decision-making skills by presenting users with multiple phishing scenarios, both on a computer and a mobile device. Complete with mystery solving music and a specified time limit, users must decide when they're being phished and when they’re dealing with a legitimate situation. Three strikes, and you're out! (Or is there a bonus round??) With a small randomized question bank of scenarios, this one offers some replay value since it’ll be different each time. "Game 7 2019-03-12T15:51:00Z KnowBe4 Studiosall, en-us, zh-cn, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419, uk-ua, vi-vnSocial Engineering, Vishing Level 3
"Privacy Edition Season 1: Ep 07 - GDPR Intro (GDPR is Coming)" "Ian is confused by the posters reminding people about GDPR in the UK office, so he goes to Lionel and Jack to ask what it means. Unfortunately they decide to have a little fun with him, offering alternative meanings for the acronym, before Chloe steps in to set them straight. " Video Module 4 2018-09-07T19:42:00Z KnowBe4 Studiosall, en-gb, zh-cn, hr-hr, nl-nl, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419GDPR, PII, PIPEDA, Personal Security, Data Privacy Level 3
"Cyber Heroes Series: Password Tips" "This compact module looks at the importance of utilising multiple passwords as well as best practices when it comes to setting up your passwords. The module also explores password keepers and two-factor authentication." Training Module 2 2018-07-02T16:48:00Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419, th-thPersonal Security, Email Security, Passwords & Authentication, Human Firewall Level 2
"Cyber Heroes Series: Internet Threats" "Understand how to navigate the internet without falling victim to malicious code and drive-by downloads." Training Module 3 2018-03-13T16:51:00Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419, th-thSocial Engineering, Internet Use, Incident Reporting, Human Firewall Level 3
"Cyber Heroes Series: Dicey Devicey" "Bringing your own device (BYOD) makes the transfer of data very convenient, but at the same time introduces a number of vulnerabilities. Learn how to work around them to ensure your data is not compromised." Training Module 4 2018-03-12T13:51:00Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419, th-thMobile Devices, Human Firewall Level 3
"Cyber Heroes Series: Don't Take the Bait" "This episode explains the concept of phishing and targeted phishing (spear phishing)." Training Module 5 2018-03-11T20:49:00Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419, th-thPhishing, Spear Phishing, Human Firewall, Social Engineering Level 2
"Cyber Heroes Series: Social Media Fever" "What is the best use of social media in today’s corporate environment? Learn about how this powerful medium can make you vulnerable and how best to engage with it in line with corporate policies." Training Module 4 2018-03-11T19:53:00Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419, th-thSocial Engineering, Social Media, Human Firewall Level 2
"Understanding Occupational Safety in the Office" "How can workplace safety be implemented in the office and what potential hazards are there for employees? This video provides an overview of occupational safety and offers practical answers. How can health issues caused by office work be avoided and what is an ergonomic computer workstation? It explains typical stress factors such as prolonged sitting, lack of movement, and continuous screen work, which can particularly affect the back and eyes. The video presents the essential elements of an ergonomic workplace from the right desk and office chair to the correct monitor position and a healthy work environment. It is aimed at employees at all levels and illustrates that even simple adjustments can lead to a safer and healthier workplace."Video Module 2 2025-05-27T17:25:52Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, it-it, pt-br, es-es, es-419Physical Security, Workplace Safety Belgium, Europe, France, Germany, Ireland, Italy, Netherlands, Switzerland, United KingdomCompliance Plus
"Let's Have Cyber-Safe Holidays!" "During the holiday season, there is a massive influx of people traveling and purchasing/shipping goods. This time of the year is a magnet for cybersecurity scams as cybercriminals try to take advantage of all the distractions. This short module covers common holiday scams and provides tips for protecting yourself from them this holiday season."Mobile-First Module3 2022-11-01T15:12:31Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Phishing, Social Engineering, Data Protection, Human Firewall, Email Security, Internet Use, Mobile Devices, WiFi, Personal Security, Physical Security Level 1
"Cyber-Safe Holidays" "The holiday season is a prime time for cybercriminals to attack. They know there is a massive increase in people purchasing goods online and traveling, so they want to take advantage of this hectic time when people are distracted. This standalone document provides helpful tips for online and travel scams you may encounter this holiday season."Newsletters and Documents2022-11-01T15:11:21Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Social Engineering, Human Firewall, Email Security, Internet Use, Mobile Devices, WiFi, Personal Security, Physical Security Level 1
"Document: Cybersecurity Essentials - Online Safety" "Staying safe online is actually quite straightforward, with good preparation and by following some best practice. The security document complements the training module 'Cybersecurity Essentials - Safe Webbrowsing' and once again provides the most important information for refreshing and reading. In addition to tips on the technical setup of work equipment and recognizing social engineering, the document also shows how employees, whether through work or privately, can distinguish misleading messages and targeted disinformation on the Internet from reliable information."Newsletters and Documents2022-06-03T19:30:28Z KnowBe4 Studiosen-us, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, pt-br, es-es, es-419Phishing, Social Engineering, Human Firewall, Email Security Level 3
"Social engineering - Data Theft And Other Vulnerabilities   " "Have you received a suspicious phone call or email? Or have you seen a stranger in the corridor? Maybe it's not worth mentioning, but maybe it's the start of a social engineering attack — when cybercriminals deliberately exploit human vulnerabilities to commit data theft. This security document provides a detailed overview of what can happen and how to protect yourself. It is a useful supplement to the training module 'Cybersecurity Essentials - Social Engineering'."Newsletters and Documents2022-03-18T19:07:16Z KnowBe4 Studiosen-us, en-gb, fr-ca, fr-fr, de-de, it-it, ja-jp, pt-br, es-es, es-419Phishing, Social Engineering, Tailgating, USB, Human Firewall, Email Security, Internet Use Level 3
"Disrupting Our Unconscious Bias" "We all have biases whether we are aware of them or not. This module explains unconscious bias and provides helpful tips to learn how to disrupt bias-thinking. In this module, learners will also understand how unchecked unconscious bias can lead to stereotyping and prejudice and how it can be detrimental to an inclusive workplace. This content is appropriate for diversity, equity, and inclusion (DEI) training initiatives."Training Module 10 2021-11-22T16:09:17Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Diversity, Equity & Inclusion, Ethics, Discrimination Australia, Brazil, Canada, Germany, Japan, Singapore, South Africa, United Kingdom, United States, Belgium, Europe, France, Global, Ireland, Mexico, Netherlands, Switzerland, ItalyCompliance Plus
"Poster: Stay Safe for the Holidays" "Protect yourself from cybercriminals this holiday season. This poster supports the video module “Stay Safe for the Holidays” and provides five quick tips to help protect yourself from a cybercriminal’s attack. It can be used as a standalone training supplement or digital signage such as lock screens, backgrounds and more." Posters & Artwork 2021-11-03T18:45:18Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Phishing, Social Engineering, Smishing, Human Firewall, Mobile Devices, Social Media Level 2
"An Introduction to Diversity, Equity, and Inclusion in the Workplace" "This course will provide all employees with a foundational knowledge of diversity, equity, and inclusion (or DEI) in the workplace and why it matters. In addition, this course defines DEI, provides examples of what each concept looks like in the workplace, and describes ways to contribute to each concept through small-scale daily actions. "Training Module 15 2021-09-28T12:10:59Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Diversity, Equity & Inclusion, Ethics Australia, Brazil, Canada, Germany, Japan, Singapore, South Africa, United Kingdom, United States, Belgium, Europe, France, Global, Ireland, Mexico, Netherlands, Switzerland, Italy, India, Saudi ArabiaCompliance Plus
"How Do VPNs Work?" "This short, mobile-friendly course provides a quick explanation of how VPNs (virtual private networks) work, how to set them up, and when to use them." Mobile-First Module5 2021-08-26T19:42:47Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Data Protection, Internet Use, WiFi Level 3
"How to Protect Data" "This short video covers the basics of protecting data, including the consequences of data breaches and simple actions that everyone can take to maintain security. " Video Module 3 2021-04-30T14:42:47Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419PII, Human Firewall Level 3
"How to Create Strong Passwords with Quiz" "Password management represents one of the most critical aspects of security. It’s also an area of security where people tend to take a lackadaisical approach, putting their accounts and confidential information at risk. This short video demonstrates how to create strong passwords that help ensure the security of online accounts. This version of the course includes the educational video as well as interactive quiz questions afterwards."Training Module 6 2021-03-25T12:40:10Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Passwords & Authentication Level 3
"Ahhh, Secure at Home!"  "Posters are big and bold, use them to provide your employees with some working from home best pracƟces. " Posters & Artwork 2021-03-24T17:59:27Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Human Firewall, Working Remotely Level 1
"You Just Saved the Day.  You Used the Phish Alert Button" "Posters are big and bold, use them to remind your employees to use the PAB (Phish Alert Button) when they receive suspicious emails." Posters & Artwork 2021-03-24T17:59:19Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Phishing, Human Firewall, Email Security Level 1
"Stop! Look! Think!" "Posters are big and bold, use them to remind your employees to STOP, LOOK, and THINK before taking action on requests, especially “phishy” ones, that they receive!" Posters & Artwork 2021-03-24T17:59:04Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Phishing, Spear Phishing, Smishing, Human Firewall, Email Security Level 1
"Pump Up Your Password Strength!" "Posters are big and bold, use them to remind your employees about some password best practices. This poster can be used to support the 'Creating Strong Passwords' module or as a standalone motivational tool." Posters & Artwork 2021-03-24T14:47:41Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Human Firewall, Passwords & Authentication Level 1
"Sensitive Identifiable Information: If You Handle It, Protect It!"   "If you handle it, protect it!  Posters are big and bold, use them to remind your employees to protect sensiƟve idenƟfiable informaƟon. " Posters & Artwork 2021-03-24T13:52:10Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419PII, Human Firewall Level 1
"Security Bytes: Passwords" "Security Bytes is a short video series that delivers security awareness basics in a quick, bite-sized format. This episode covers password etiquette. " Video Module 1 2021-03-15T19:22:04Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Passwords & Authentication Level 3
"Security Bytes: Physical Security" "Security Bytes is a short video series that delivers security awareness basics in a quick, bite-sized format. This episode covers physical security and why it matters just as much as cybersecurity. " Video Module 1 2021-03-15T19:21:33Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Social Engineering, Physical Security Level 3
"Security Bytes: Mobile Security" "Security Bytes is a short video series that delivers security awareness basics in a quick, bite-sized format. This episode covers cybersecurity on the go." Video Module 1 2021-03-15T19:21:10Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Human Firewall, Mobile Devices Level 3
"Security Bytes: Social Media" "Security Bytes is a short video series that delivers security awareness basics in a quick, bite-sized format. This episode covers social media security. " Video Module 1 2021-03-15T19:19:47Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Phishing, Social Engineering, Social Media Level 3
"Security Doc: Red Flags! Social Engineering Warning Signs" "Red flags are signs of danger or a problem. Protect yourself and your organization from cybercriminals by being aware of common red flags and actions you can take to stay safe. This informational document supports the training module, “2021 Social Engineering Red Flags,” or can be used as a stand-alone training supplement." Newsletters and Documents2020-12-21T17:57:52Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Social Engineering, Personal Security, Physical Security, Human Firewall Level 2
"Remote Work: Public Places" "Employees work remotely not only from home but also on the go. Follow these tips to stay secure while working in a public place. Module for 'Remote Work with El Pescador' series. Video only." Video Module 2 2020-10-26T12:34:52Z KnowBe4 Studiosall, en-us, zh-cn, zh-tw, fr-fr, de-de, it-it, ja-jp, pt-br, es-es, es-419Human Firewall, Physical Security, Working Remotely, Internet Use, WiFi Level 3
"Hack Attack Game" "This game places end users in the shoes of a cybercriminal and offers a different perspective than traditional security awareness training content. To win the game, players will need to figure out how to “hack” people in a variety of scenarios. Each scenario comes equipped with an important security lesson to remind your employees why they need to be aware of these common attacks. "Game 10 2020-10-07T17:41:29Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Phishing, Social Engineering, Vishing, Physical Security Level 3



"Micro-module - Introduction to Ransomware" "This powerful 5-minute micro-module takes an employee through the basics of ransomware, the different methods used to infect a machine, and how hackers trick unsuspecting users into downloading infected files." Training Module 5 2020-07-31T18:08:57Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Malware, Phishing, Ransomware, Human Firewall Level 2
"Insider Threats for End Users" "Every organization knows they need to defend against external threats ranging from social engineering to cyber-attacks. But what about the threats that come from within? This short course defines three types of insider threats (malicious, negligent, and accidental), and shows end users how they can become security assets rather than security liabilities."Training Module 10 2020-03-25T17:57:00Z KnowBe4 Studiosall, en-us, zh-hk, zh-cn, fr-fr, de-de, it-it, ja-jp, pt-br, es-es, es-419Social Engineering, Malware, Human Firewall Level 3
"Business Conduct Series: ER vs BCM - What is Your Role?" "In this module we will look at the difference between emergency response (ER) and business continuity management (BCM), when to invoke a business continuity plan (BCP) and the roles and responsibilities of the employees within the organisation. This module is an episode of the 'Business Conduct' series, but is not dependent upon preceding modules in the series so, it can be utilized as a standalone training module."Training Module 4 2019-12-23T19:55:00Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Human Firewall, Physical Security, Incident Reporting Level 3
"Email Encryption" "Emails contain sensitive data and must be protected against third-party access. This particularly applies in the professional context. How can you achieve this? Using various forms of encryption. You will see the most common ones in this video. Protect your company by making your employees familiar with this important topic. ."Video Module 2 2019-08-01T01:17:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-cn, zh-tw, en-gb, fr-ca, fr-fr, de-de, pt-br, es-419Email Security Level 3
"Risk Culture" "Risks are unavoidable. The key is how people deal with them. After all, embracing a risk culture is the only way to guard a company against damage. This is why your employees should become familiar with the pillars of the company risk culture. When everyone is aware of their responsibilities, the likelihood of company success increases significantly. "Video Module 2 2019-07-31T22:16:00Z KnowBe4 Studiosall, en-us, ar-mod, zh-cn, zh-tw, en-gb, fr-ca, fr-fr, de-de, pt-br, es-419Human Firewall, Incident Reporting Level 3
"Business Conduct Series: Business Continuity Management" "In every organization it is important to have a business continuity plan in place should an emergency or incident occur. Business continuity management ensures that your business always remains in business. In this module, learn about what emergencies may lead to the BCM coming in to effect." Training Module 5 2018-11-05T22:11:00Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Human Firewall, Incident Reporting, Physical Security Level 3
"Ransomware Has No Borders" "Ransomware Has No Borders" Posters & Artwork 2018-07-26T02:58:00Z KnowBe4 Studiosen-us, zh-cn, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, pt-pt, es-419Malware, Ransomware, Email Security Level 1
"Security Moments Series: Hacking Emotions" "Fancy a free lunch? No such thing! Learn to detect and protect yourself from people hackers who use social engineering — subtle psychological levers or triggers — to get their targets to unwittingly participate in their scams." Training Module 5 2018-04-19T13:45:00Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Social Engineering, Human Firewall Executives & LeadersLevel 3
"Click With Care"  "Do you know what a phishing looks like? Let this guide help you know what red flags not to click on! " Newsletters and Documents2018-03-29T19:43:00Z KnowBe4 Studiosen-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Phishing, Email Security, Human Firewall Level 3
"Security Moments Series: Privileged User Access Management" "Ensure that your organisation's administrative users know how to outsmart a cyber attack targeted at privileged users." Training Module 4 2018-03-13T02:14:00Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Passwords & Authentication, Human Firewall IT Staff, Developers, Privileged UsersLevel 2
"Security Moments Series: Social Engineering 101" "Social engineering is a technique that involves abusing our human emotions and our trusting, polite nature to trick us into falling for scams. Make sure your organisation is aware of this tactic and how to avoid becoming a victim." Training Module 2 2018-03-12T13:11:00Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Social Engineering, Personal Security, Spear Phishing, Human Firewall Executives & LeadersLevel 3
"Security Moments Series: The Big Phish" "Cybercriminals are out to steal your cash and, even worse, your identity. This security moment is targeted at management and executives and how they are targeted by online scams." Training Module 3 2018-03-12T02:10:00Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Phishing, Spear Phishing, Social Engineering, Human Firewall Executives & LeadersLevel 3
"Security Moments Series: Ransomware" "Ransomware is a serious cyber threat that blocks access to your files until money is exchanged for their release. Make sure your users know what to look out for so they do not fall for a ransomware scam. " Training Module 3 2018-03-11T19:12:00Z KnowBe4 Studiosall, en-gb, zh-cn, en-us, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Malware, Ransomware, Human Firewall Level 3
"Mouse Overs" "Think before you click! Hovering over links before you click is a simple and effective way to detect phishing attacks. " Video Module 3 2017-01-18T10:15:00Z KnowBe4 Studiosall, en-us, zh-cn, en-gb, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Phishing, Social Engineering, Human Firewall Level 3
"Executive Series: Artificial Intelligence" "Artificial intelligence (or AI) has been a transformative tool in the business world. However, like any technology, there are privacy and security risks when using AI. As a leader in your organization, it’s critical to understand these risks so you can model secure AI usage and leverage the power of AI within your organization. In this module, you will learn how to protect the privacy and security of your organization when using AI and how to promote a positive security culture around the use of AI within your organization. This short module is part of the Executive Series, which covers common cybersecurity topics using information and tips relevant to executive-level leaders. "Training Module 5 2024-05-21T15:00:16Z KnowBe4 Studiosall, en-us, zh-cn, nl-nl, fr-fr, de-de, it-it, ja-jp, pt-br, es-419AI, Data Protection, Data Privacy Level 2
"Security Doc: Best Practices for IT Professionals Setting Up for Remote Workers" "This informational guide shares 10 questions for IT professionals to consider when preparing to get their organization's employees working from home, while also making sure the network and data remain secure. It is a stand-alone document, supporting the training module, “Internet Security When You Work From Home”." Newsletters and Documents2020-04-05T23:07:00Z KnowBe4 Studiosen-us, zh-cn, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Internet Use, Human Firewall, Working Remotely Level 1
"Security Doc: Internet Security When You Work From Home" "The concept “Working From Home” (WFH) has gone mainstream and it’s also an effective way for organizations to assure business continuity when unexpected circumstances occur. This informational document helps your average user understand the challenges and trains them to stay secure online while working from home. It supports the training module, “Internet Security When You Work From Home” or can be used as a stand-alone training supplement."Newsletters and Documents2020-04-01T08:43:00Z KnowBe4 Studiosen-us, zh-cn, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Internet Use, Human Firewall, Working Remotely Level 1
"Privacy Edition Season 2: Ep 06 - Keep It Secret, Keep It Safe (Privacy and Security)" "As they prepare for a meeting about the relationship between privacy and security, Ian and Sara have trouble communicating, so Sara decides to explain using a storytelling device that Ian is more familiar with; epic fantasy." Video Module 4 2019-11-01T01:13:00Z KnowBe4 Studiosall, en-gb, zh-cn, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419PII, PIPEDA, Personal Security, Data Privacy Level 3
"Privacy Edition Season 2: Ep 00 - Teaser Trailer" "The GDPR era has begun and our characters in both of the company’s offices are finding the new-found focus on privacy challenging to say the least... But as they soon discover, their personal information needs safe-guarding just as much as their customers’ does. " Video Module 2 2019-10-31T16:16:00Z KnowBe4 Studiosall, en-gb, zh-cn, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419PII, PIPEDA, Personal Security, Mobile Devices, Data Privacy, Incident Reporting, Human Firewall Level 3
"Privacy Edition Season 2: Ep 02 - Permission To Speak (Access)" "Jack is keen to launch a marketing campaign targeting the company’s existing contacts, having seen a TED talk about “mining your own back yard”. Greg is terrified to inform him that they need to physically mail those contacts to ask their permission to market to them, despite Emily encouraging him…" Video Module 4 2019-10-31T16:15:00Z KnowBe4 Studiosall, en-gb, zh-cn, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419PII, PIPEDA, Data Privacy Level 3
"Privacy Edition Season 2: Ep 04 - Existential Crisis (Data Accuracy)" "Ian is back in the US office. Or is he? After discovering that his new desk has been delivered to the UK office, and finding out that the system believes he never returned, Ian starts to question the nature of his own existence…" Video Module 4 2019-10-31T16:14:00Z KnowBe4 Studiosall, en-gb, zh-cn, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419PIPEDA, Data Privacy Level 3
"Privacy Edition Season 2: Ep 01 - Get Off My Cloud (Privacy and The Cloud)" "Anya engages Sara’s help, to come up with new ways to get the team engaged with their privacy responsibilities. Finally, she settles on a tasty metaphor, to the delight of the group…" Video Module 4 2019-10-31T13:15:00Z KnowBe4 Studiosall, en-gb, zh-cn, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419PII, PIPEDA, Personal Security, Mobile Devices, Data Privacy, Incident Reporting, Human Firewall Level 3
"Privacy Edition Season 2: Ep 03 - Hard To Say Goodbye (Legitimate Interest)" "Jack organises a Viking funeral for Lionel’s little black book of contacts, which he believes are no longer compliant with the company’s privacy guidelines. Lionel is distraught as he watches his life’s work go up in flames…" Video Module 5 2019-10-31T13:14:00Z KnowBe4 Studiosall, en-gb, zh-cn, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419PII, PIPEDA, Data Privacy Level 3
"Privacy Edition Season 2: Ep 05 - Getting It Out There (Accountability)" "Aaron is snowed under with work, and his mood isn’t being helped by his phone constantly ringing. Charlie has tried to help as well, by sharing Aaron’s contact details with an alumni group he belongs to, but hasn’t realised the privacy implications." Video Module 5 2019-10-31T08:13:00Z KnowBe4 Studiosall, en-gb, zh-cn, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419PII, PIPEDA, Social Media, Data Privacy Level 3
"10 Common Traits of Phishing Emails" "Learn the 10 most common traits of phishing emails in this handy reference guide. This one sheet supplements Phishing Andrew's Inbox." Newsletters and Documents2019-07-26T21:24:00Z KnowBe4 Studiosen-us, zh-cn, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Phishing, Social Engineering, Spear Phishing, Personal Security Level 3
"Why Security Awareness Training?" "Ransomware, phishing, CEO fraud and compliance are all reasons to start your employees on new school security awareness training." Posters & Artwork 2018-07-26T01:58:00Z KnowBe4 Studiosen-us, zh-cn, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419CEO Fraud, Malware, Phishing, Ransomware, Spear Phishing, Email Security Level 1
"Think Before You Click Pop-Up" "Stop, look and think before you click" Posters & Artwork 2018-07-25T23:58:00Z KnowBe4 Studiosen-us, zh-cn, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Malware, Ransomware, Email Security Level 1
"Ransomware Invaders" "Ransomware wants to invade your computer" Posters & Artwork 2018-07-25T09:58:00Z KnowBe4 Studiosen-us, zh-cn, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Malware, Ransomware, Email Security Level 1
"Think Before You Click Monster" "Think Before You Click Monster" Posters & Artwork 2018-07-24T15:22:00Z KnowBe4 Studiosen-us, zh-cn, fr-ca, fr-fr, de-de, ja-jp, ko-kr, pt-br, es-419Malware, Ransomware, Email Security Level 1
"Scams Are Not Seasonal: Hanukkah"  "Apply seasonal security no maƩer which holiday you celebrate.  " Posters & Artwork 2025-06-30T20:25:11Z KnowBe4 Studiosen-us, en-gb, fr-ca, fr-fr, de-de, he-il, it-it, pt-brPersonal Security Level 3
"Ethics and Code of Conduct: Introduction" "This module provides an introduction to ethical behavior in the workplace and an organization's Code of Conduct. They will also learn how an organization's Code of Conduct provides guidelines for ethical decision-making and potential penalties for lack of compliance. " Training Module 5 2021-06-05T14:53:25Z KnowBe4 Studiosall, en-us, zh-cn, fi-fi, fr-ca, fr-fr, ko-kr, pt-br, es-419Incident Reporting, Ethics, Employment Law, Harassment United States, Australia, Brazil, Canada, Germany, Japan, Singapore, South Africa, United Kingdom, Belgium, Europe, France, Global, Ireland, Mexico, Netherlands, SwitzerlandCompliance Plus
"Ethics and Code of Conduct: Managing Company Relationships" "This module provides all employees with information on how to legally and ethically manage company relationships with customers, competitors, vendors, and employees. This course highlights compliant decisions and ways to prevent violations of policies and laws, including bribery, conflicts of interest, diverse and inclusive work environments, fair competition and dealing, and bribery. "Training Module 15 2021-06-05T14:52:50Z KnowBe4 Studiosall, en-us, zh-cn, fi-fi, fr-ca, ko-kr, pt-br, es-419Incident Reporting, Ethics, Employment Law, Harassment, Anti-Bribery & Corruption United States, Australia, Brazil, Canada, Germany, Japan, Singapore, South Africa, United Kingdom, Belgium, Europe, France, Global, Ireland, Mexico, Netherlands, SwitzerlandCompliance Plus
"Ethics and Code of Conduct: Navigating the Work Environment" "This module provides all employees with information on making legal and cautious decisions related to workplace safety. Learners will identify signs of criminal activity and be alert to unsafe scenarios. They will also learn about the importance of reporting an incident and how they will be protected against retaliation for doing so. "Training Module 10 2021-06-05T14:52:34Z KnowBe4 Studiosall, en-us, zh-cn, fi-fi, fr-ca, ko-kr, pt-br, es-419Workplace Safety, Incident Reporting, Ethics, Employment Law United States, Australia, Brazil, Canada, Germany, Japan, Singapore, South Africa, United Kingdom, Belgium, Europe, France, Global, Ireland, Mexico, Netherlands, SwitzerlandCompliance Plus
"Tuesdays with Bernie Trader Edition Season 2 Ep 03: All Talk (Market Manipulation - Words Matter)" "Brad likes to brag about all the big deals he’s working on, even when in the local bar. Simon’s worried and enlists Bernie’s help, and between them they try to make Brad see the error of his ways." Video Module 4 2020-02-29T01:49:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-cn, ja-jp, pt-br, ru-ru, es-419Harassment Level 3
"Tuesdays with Bernie Trader Edition Season 2 Ep 06: Just Ask (Always Check With Compliance First)" "Simon is given a hero’s reception when he asks Compliance for help with a deal he’s working on. Even Bernie, although taken aback, waves a white flag and admits that sometimes it makes sense to just ask." Video Module 5 2020-02-28T21:50:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-cn, ja-jp, pt-br, ru-ru, es-419Harassment Level 3
"Tuesdays with Bernie Trader Edition Season 2 Ep 04: Fridays with Bernie (Anti Boycott - Contracts)" "Simon is terrified of telling the boss, Mr Dawson, that his latest deal has to be renegotiated after Brad missed the boycott language on the contract. So he turns to Bernie for advice." Video Module 5 2020-02-28T19:50:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-cn, ja-jp, pt-br, ru-ru, es-419Harassment Level 3
"Tuesdays with Bernie Trader Edition Season 2 Ep 02: Harmless (Anti Trust - Words Matter)" "After spending the previous day planning a big event with Lauren, Simon arrives at the prison in high spirits. However, Bernie quickly serves time on Simon’s excitement when he points out that the event can’t happen because the company they’d be entertaining is part-owned by their national government." Video Module 4 2020-02-28T14:49:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-cn, ja-jp, pt-br, ru-ru, es-419Harassment Level 3
"Tuesdays with Bernie Trader Edition Season 2 Ep 05: 50 Shades of Bernie (Sanctions - Check The List)" "When Bernie discovers that someone he knows is on the US Sanctions list, he launches into an impassioned defence of his friend. But Simon isn’t convinced by the performance." Video Module 5 2020-02-28T04:50:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-cn, ja-jp, pt-br, ru-ru, es-419Harassment Level 3
"Tuesdays with Bernie Trader Edition Season 2 Ep 01: Know Who You’re Playing With (Know Your Customer - Bad Actors)" "While still trying to find out why Bernie is behind bars, Simon mentions some irregularities about the deal he’s working on. Bernie points out something alarming." Video Module 3 2020-02-27T09:19:00Z KnowBe4 Studiosall, en-gb, ar-mod, zh-cn, ja-jp, pt-br, ru-ru, es-419Harassment Level 3
"Privacy Edition Season 1: Ep 00 Teaser Trailer" "With privacy an increasingly important part of corporate life and GDPR rapidly approaching in Europe, our characters are joined by new faces on both sides of the Atlantic to learn that the privacy of customers and colleagues is everyone’s responsibility." Video Module 1 2020-03-20T21:45:00Z KnowBe4 Studiosall, en-gb, de-de, ja-jp, ko-kr, pt-br, es-419Personal Security, Data Privacy Level 3
"Password Collection" "Password Collection provides an overview of how attackers use phishing to collect login credentials. Module for 'Basics from El Pescador' series. Video only." Video Module 4 2019-06-05T18:58:00Z KnowBe4 Studiosall, en-us, zh-cn, fr-fr, de-de, pt-br, es-419Phishing, Social Engineering, Passwords & Authentication Level 3
"Preventing Substance Use in the Workplace for Employees" "In this module, employees will learn the impacts of substance use, the goals and components of a substance-free work environment, and prohibited activities and substances. They also learn the signs of substance use, actions to take when co-worker impairment is suspected, and the importance of seeking help if they have a substance use issue. This module has been modified to remove references to United States of America laws."Training Module 25 2023-05-10T13:04:02Z KnowBe4 Studiosall, en-us, en-gb, fr-ca, pt-br, es-419Workplace Safety, Incident Reporting Australia, Brazil, Canada, Germany, Japan, Singapore, South Africa, United Kingdom, United States, Belgium, Europe, France, Global, Ireland, Mexico, Netherlands, Saudi Arabia, Switzerland, ItalyCompliance Plus
"Preventing Substance Use in the Workplace for Managers" " In this module, managers will learn the impacts of substance use in the workplace, the goals and components of a substance-free work environment, and prohibited activities and substances. They also learn the signs of substance use and actions to take when employee impairment is suspected. This module has been modified to remove references to United States of America laws."Training Module 25 2023-05-10T13:03:50Z KnowBe4 Studiosall, en-us, en-gb, fr-ca, pt-br, es-419Workplace Safety, Incident Reporting Australia, Brazil, Canada, Germany, Japan, Singapore, South Africa, United Kingdom, United States, Belgium, Europe, France, Global, Ireland, Mexico, Netherlands, Saudi Arabia, Switzerland, ItalyCompliance Plus
"Workplace Assailant: Manager Preparation"  "In this course, managers will learn ways to address an acƟve shooter or acƟve assailant situaƟon in the workplace, including establishing organizaƟonal policy, ways to prepare and support your team's plans, and suggesƟons for ways to lead with confidence.  " Training Module 7 2021-06-05T14:34:01Z KnowBe4 Studiosall, en-us, en-gb, fr-ca, pt-br, es-419Physical Security, Personal Security, Workplace Safety Executives & Leaders, United States, Australia, Brazil, Canada, Germany, Japan, Singapore, South Africa, United Kingdom, Belgium, Europe, France, Global, Ireland, Mexico, Netherlands, Saudi Arabia, Switzerland, ItalyCompliance Plus
"Tuesdays with Bernie Trader Edition Season 1 and 2: Trailer " "In this series, newbie Simon is sent to visit Bernie in prison, after the veteran trader is arrested. Through their conversations, Simon discovers that Bernie’s behaviour in prison is disappointingly similar to his behaviour in the office, and that even on the inside, he still has trouble telling right from wrong." Video Module 1 2021-04-29T13:14:12Z KnowBe4 Studiosall, en-gb, ar-mod, pt-br, ru-ru, es-419Harassment Level 3
"Tuesdays with Bernie Trader Edition Season 3 and 4: Trailer"  "Our hero Simon has been offered a job in compliance, trying to make the whole staff aware of their ethical responsibiliƟes... With new arrival Clive and uber-confident Jeff causing Simon and the rest of the Compliance Department headaches, his conversaƟons with Bernie have never been more important...  " Video Module 1 2020-03-12T20:05:00Z KnowBe4 Studiosall, en-gb, ar-mod, pt-br, ru-ru, es-419Harassment Level 3
"Tuesdays with Bernie Trader Edition Season 3 Ep 06: In Your Dreams (Wash Trades)"  "Simon suspects his office crush Lauren may be partaking in illegal Wash Trades.  He decides to confront her, but all is not what it seems...  " Video Module 3 2020-03-12T19:09:00Z KnowBe4 Studiosall, en-gb, ar-mod, pt-br, ru-ru, es-419Harassment Level 3
"Tuesdays with Bernie Trader Edition Season 3 Ep 03: All Business (Bribery/Corruption - Extravagant Gifts)" "Bernie 2.0 has arrived at the office, and he goes by the name of Clive Mortenson. Simon is jealous of a fancy trip Clive is taking to the Caribbean, a trip that Bernie himself seems to recall. Turns out Clive’s plans to dine on a yacht may not be above board...  " Video Module 4 2020-03-12T19:07:00Z KnowBe4 Studiosall, en-gb, ar-mod, pt-br, ru-ru, es-419Harassment Level 3
"Tuesdays with Bernie Trader Edition Season 3 Ep 02: Seize the Day (Authority Limits)" "New trader Jeff is an advocate of self affirmation and being the best Jeff he can be. However Simon is worried that with all this added confidence, Jeff may be promising clients more than he should...  " Video Module 4 2020-03-12T19:06:00Z KnowBe4 Studiosall, en-gb, ar-mod, pt-br, ru-ru, es-419Harassment Level 3
"Tuesdays with Bernie Trader Edition Season 3 Ep 01: Take Note (Words Matter - Digital Communications)" "Simon is sent to visit Bernie in prison, after the veteran trader is arrested. He takes him some items to trade, and discovers that Bernie’s behaviour in prison is rather similar to his behaviour in the office…  " Video Module 4 2020-03-12T19:05:00Z KnowBe4 Studiosall, en-gb, ar-mod, pt-br, ru-ru, es-419Harassment Level 3
"Tuesdays with Bernie Trader Edition Season 4 Ep 05: It's Good to Have Friends (Conflicts of Interest)" "Jeff thinks that one of his friend’s businesses could save the company “a tonne of money”, however Simon seems intent on raining on his parade. Meanwhile Bernie has been making friends of his own on the inside. It’s good to have friends..." Video Module 6 2020-03-12T18:12:00Z KnowBe4 Studiosall, en-gb, ar-mod, pt-br, ru-ru, es-419Harassment Level 3
"Tuesdays with Bernie Trader Edition Season 4 Ep 02: Trust Your Instincts (Red Flags)" "Simon is having a hard time getting the team to be more aware of Money Laundering schemes. After numerous quirky but ineffective campaigns Simon brings in the best of the best to help him brainstorm new ideas… the inmates of Westgate Prison." Video Module 4 2020-03-12T18:10:00Z KnowBe4 Studiosall, en-gb, ar-mod, pt-br, ru-ru, es-419Ethics Level 3
"Tuesdays with Bernie Trader Edition Season 3 Ep 05: The Elephant in the Room (Contract Terms)" "After witnessing Jeff playing fast and loose with his responsibilities in order to finalise a deal, Carol and Simon hatch a plot to teach him a lesson that he won’t forget…  " Video Module 4 2020-03-12T18:08:00Z KnowBe4 Studiosall, en-gb, ar-mod, pt-br, ru-ru, es-419Harassment Level 3
"Tuesdays with Bernie Trader Edition Season 3 Ep 04: Just Because You're Paranoid (Money Laundering)" "Office conspiracy theorist Leonard has some odd ideas about the world, so many in fact it is hard for anybody to take his theories seriously... but perhaps this time they should bring the culprit to light...  " Video Module 5 2020-03-12T18:08:00Z KnowBe4 Studiosall, en-gb, ar-mod, pt-br, ru-ru, es-419Harassment Level 3
"Tuesdays with Bernie Trader Edition Season 4 Ep 04: Under Cover (Reporting Incidents)" "Simon jumps at the opportunity to put his detective hat on, when he gets a mysterious phone call from an insider with information about a cover-up. Simon must do his best sleuthing to get to the heart of this scandal and bring the culprit to light..." Video Module 4 2020-03-12T17:12:00Z KnowBe4 Studiosall, en-gb, ar-mod, pt-br, ru-ru, es-419Ethics Level 3
"Tuesdays with Bernie Trader Edition Season 4 Ep 03: A Tale of Two Laurens (Insider Trading)" "Lauren becomes privy to proprietary information that she may be able to profit from. Simon is sure she will do the right thing… however Bernie thinks Lauren may have a dark side..." Video Module 4 2020-03-12T16:10:00Z KnowBe4 Studiosall, en-gb, ar-mod, pt-br, ru-ru, es-419Harassment Level 3
"Tuesdays with Bernie Trader Edition Season 4 Ep 01: Give Me Some Credit (Corruption)" "Clive has upset Simon again, this time by upstaging him on Laurens birthday with a fancy gift. Meanwhile Bernie remembers an old trick he used to use in his trading days involving gift vouchers..." Video Module 5 2020-03-12T15:09:00Z KnowBe4 Studiosall, en-gb, ar-mod, pt-br, ru-ru, es-419Ethics Level 3
"Tuesdays with Bernie Trader Edition Season 4 Ep 06: Helping Things Move Along (Legal Commitment)" "Clive is on the edge of finalising a big deal! They’re just waiting for a signature from legal.  With the legal department unavailable and the deadline drawing closer, Clive decides to take matters into his own hands..." Video Module 4 2020-03-11T18:13:00Z KnowBe4 Studiosall, en-gb, ar-mod, pt-br, ru-ru, es-419Ethics Level 3
"Tuesdays with Bernie Trader Edition Season 1 Ep 04: The Great Escape (Anti Trust - Leaving The Conversation)" "Simon shows off the way he got out of an awkward conversation at work, which makes Bernie remember when people have made abrupt exits from his own conversations. Simon points out that timing is everything, just as the prison alarm sounds." Video Module 4 2020-02-29T20:20:00Z KnowBe4 Studiosall, en-gb, ar-mod, pt-br, ru-ru, es-419Harassment Level 3
"Tuesdays with Bernie Trader Edition Season 1 Ep 03: And Eat It Too (Import and Export Misclassification)" "Bernie persuades Simon to bring in a giant ‘cookie’ from the local bakery, bending prison rules that ban cakes. Simon’s on edge, but Bernie attempts to calm him by pointing out that he’s done something similar before." Video Module 4 2020-02-29T09:50:00Z KnowBe4 Studiosall, en-gb, ar-mod, pt-br, ru-ru, es-419Harassment Logistics & TransportationLevel 3
"Tuesdays with Bernie Trader Edition Season 1 Ep 05: Keeping His Hand In (Know Your Counterparty)" "When Bernie subtly encourages Simon to keep his concerns over a deal he’s working on to himself, suspicions are aroused. Bernie offers to reveal why he’s in prison, in exchange for Simon’s silence." Video Module 5 2020-02-28T23:51:00Z KnowBe4 Studiosall, en-gb, ar-mod, pt-br, ru-ru, es-419Harassment Level 3
"Tuesdays with Bernie Trader Edition Season 1 Ep 01: You Just Might Learn Something (Spoofing)" "Simon is sent to visit Bernie in prison, after the veteran trader is arrested. He takes him some items to trade and discovers that Bernie’s behaviour in prison is rather similar to his behaviour in the office." Video Module 5 2020-02-28T20:20:00Z KnowBe4 Studiosall, en-gb, ar-mod, pt-br, ru-ru, es-419Harassment Level 3
"Tuesdays with Bernie Trader Edition Season 1 Ep 06: La Trivi-ata (Anti Trust - Bribery and Gifts)" "After receiving opera tickets as a gift from a company currently bidding on a deal, Simon turns to Bernie for advice. Soon the whole prison is begging to take the tickets off his hands. One way or another." Video Module 4 2020-02-28T06:51:00Z KnowBe4 Studiosall, en-gb, ar-mod, pt-br, ru-ru, es-419Harassment Level 3
"Tuesdays with Bernie Trader Edition Season 1 Ep 02: A Way With Words (Market Manipulation: Setting Prices)"  "Simon arrives at the prison and gets unwelcome aƩenƟon from the guards - he doesn’t know the lingo and says things that arouse suspicion. Bernie explains that on the inside words have different meanings, and you never know who might be listening  and get the wrong idea. But when Simon points out that the same is true in the work environment, Bernie looks confused."Video Module 5 2020-02-28T06:50:00Z KnowBe4 Studiosall, en-gb, ar-mod, pt-br, ru-ru, es-419Harassment Level 3
"Security Doc: Don't Be Like Rick: King of Passwords" "Don’t leave your password open for hackers to crack. By using terms that you publish frequently on Social Media or including special dates that can be seen publicly. You are making the job very easy for cybercriminals." Newsletters and Documents2019-09-20T18:04:00Z KnowBe4 Studiosen-gb, fr-fr, sw-ke, pt-br, es-419Human Firewall, Passwords & Authentication, Working Remotely Level 3
"Security Doc: Don't Be Like Rick: Apps Overshare" "When you sign up for apps or social media sites, you provide a lot of information. For some sites A LOT of information, and while it may seem fun to see what you have in common with friends, this information is ending up in the of people who want it. Often advertisers, sometimes criminals." Newsletters and Documents2019-09-20T17:05:00Z KnowBe4 Studiosen-gb, fr-fr, sw-ke, pt-br, es-419Human Firewall, Social Engineering, Working Remotely, Mobile Devices Level 3
"Security Doc: Don't Be Like Rick: Free WiFi" "We all love seeing free WiFi when out and about, but it is best to exercise caution when logging on and performing certain activities." Newsletters and Documents2019-09-20T16:06:00Z KnowBe4 Studiosen-gb, fr-fr, sw-ke, pt-br, es-419Human Firewall, WiFi, Working Remotely, Phishing Level 3
"Security Doc: Don't Be Like Rick: Social Media" "Don't friend people you don't know on social media, and beware of clicking on fake adverts. Social Media is an open door for cybercriminals to steal your personal details and trick you into downloading malware" Newsletters and Documents2019-09-20T15:05:00Z KnowBe4 Studiosen-gb, fr-fr, sw-ke, pt-br, es-419Human Firewall, Social Media, Working Remotely Level 3
"Avoiding Bribery in the Workplace" "In this course, employees will learn how to differentiate between a gift and a bribe. In addition, employees will learn about types and examples of bribery, the laws enacted to prevent bribes and corrupt behavior, as well as potential penalties for violating these laws." Training Module 10 2021-07-28T18:20:25Z KnowBe4 Studiosall, en-us, fr-ca, pt-br, es-419Employment Law, Ethics, Anti-Bribery & Corruption United StatesCompliance Plus
"Workplace Assailant: Awareness" "This course is designed to provide all employees with an understanding of the potential for violence and dangerous assaults by an active shooter and assailant in the workplace. In this course, employees will learn about warning behaviors and traits of assailants, the importance of acting rather than being a bystander if a situation occurs, and tips to increase awareness and alertness. "Training Module 9 2021-06-05T14:34:40Z KnowBe4 Studiosall, en-us, fr-ca, pt-br, es-419Physical Security, Personal Security, Workplace Safety United States, Australia, Brazil, Canada, Germany, Japan, Singapore, South Africa, United Kingdom, Belgium, Europe, France, Global, Ireland, Mexico, Netherlands, Saudi Arabia, Switzerland, ItalyCompliance Plus
"Workplace Assailant: Preparation" "This course is designed to provide all employees with techniques to increase mental and physical preparedness for the potential of an active shooter or active assailant situation in the workplace. Employees will learn the importance of being mentally prepared for an attack, tips for establishing a plan in your workplace in the event of an attack, and suggestions for developing an action plan while working at home."Training Module 10 2021-06-05T14:34:24Z KnowBe4 Studiosall, en-us, fr-ca, pt-br, es-419Physical Security, Personal Security, Workplace Safety United States, Australia, Brazil, Canada, Germany, Japan, Singapore, South Africa, United Kingdom, Belgium, Europe, France, Global, Ireland, Mexico, Netherlands, Saudi Arabia, Switzerland, ItalyCompliance Plus
"Workplace Assailant: Action and Recovery" "This course is designed to provide all employees with strategies for ways to react and respond to an active shooter or active assailant situation in the workplace. Employees will learn techniques focused on training and pre-planning procedures as well as actions to take during an attack. They will also become familiar with best practices when law enforcement arrives on the scene and tips for physical and mental recovery after an incident. "Training Module 10 2021-06-05T14:34:12Z KnowBe4 Studiosall, en-us, fr-ca, pt-br, es-419Physical Security, Workplace Safety, Personal Security United States, Australia, Brazil, Canada, Germany, Japan, Singapore, South Africa, United Kingdom, Belgium, Europe, France, Global, Ireland, Mexico, Netherlands, Saudi Arabia, Switzerland, ItalyCompliance Plus
"Security Doc: Don't Be Like Rick: Malware" "By opening attachments, or clicking on links you open yourself up to malware attacks. Malicious software, or malware can contain ransomware, which puts all your files and your device in jeopardy. The consequences can be severe" Newsletters and Documents2019-09-20T19:06:00Z KnowBe4 Studiosen-gb, fr-fr, sw-ke, pt-brHuman Firewall, Malware, Phishing, Working Remotely Level 3
"Security Doc: Don't Be Like Rick: Two-Factor Authentication" "Two-factor authentication combines something you know (a password) with something you own (an app on your phone). It is another layer of security to help protect you and your accounts from cybercriminals" Newsletters and Documents2019-09-20T15:06:00Z KnowBe4 Studiosen-gb, fr-fr, sw-ke, pt-brHuman Firewall, Working Remotely, Passwords & Authentication Level 3
"HR Sector Phishing" "Human Resources teams are recurring targets of phishing attacks. This module provides tips on how to avoid these targeted scams. Module for 'Basics from El Pescador' series. Video only." Video Module 5 2019-07-31T15:31:00Z KnowBe4 Studiosall, en-us, de-de, pt-br, es-419Human Firewall, Phishing, Spear Phishing Level 3
"Relationship Trust" "Relationship Trust shows how phishing attacks take advantage of hierarchical relationships to obtain information and manipulate potential victims. Learn how to spot and react to attacks that target you. Module for 'Basics from El Pescador' series. Video only." Video Module 4 2019-05-31T12:42:00Z KnowBe4 Studiosall, en-us, de-de, pt-br, es-419Phishing, Spear Phishing, Human Firewall Level 3
"Dreaming With AI: Revolutionizing Design With AI-Generated Visuals" "Join Miguel Santos, a graphic designer from Cuiabá, Brazil, as he navigates a dreamlike world where AI revoluƟonizes the creaƟve process. The module explores image generaƟon models reshaping visual design, enabling new forms of creaƟve expression while raising important ethical quesƟons. Learn effecƟve prompƟng techniques for AI art generaƟon, understand the balance between automaƟon and arƟsƟc vision, and discover pracƟcal applicaƟons across industries. Perfect for designers, marketers, and content creators seeking to harness AI's visual capabiliƟes while preserving the human touch that makes great design resonate. Video Module 4 2025-10-29T17:43:53Z KnowBe4 Studiosall, en-us, pt-br, es-419Social Media, AI, Ethics Level 3
"LATAM Data Protection: Costa Rica"   "This module will take you on a journey to explore key aspects of data protecƟon in Costa Rica and learn how to work with informaƟon securely and in compliance with local law.  " Mobile-First Module7 2025-10-06T18:27:14Z KnowBe4 Studiosall, en-us, pt-br, es-419Data Protection, Data Privacy Compliance Plus
"LATAM Data Protection: Argentina"    "This module will take you on a journey to explore key aspects of data protecƟon in ArgenƟna and learn how to work with informaƟon securely and in compliance with local law.   " Mobile-First Module7 2025-08-29T17:54:24Z KnowBe4 Studiosall, en-us, pt-br, es-419Data Protection, Data Privacy Compliance Plus
"LATAM Data Protection: Brazil"   "This module will take you on a journey to explore key aspects of data protecƟon in Brazil and learn how to work with informaƟon securely and in compliance with local law.  " Mobile-First Module7 2025-08-16T23:57:55Z KnowBe4 Studiosall, en-us, pt-br, es-419Data Protection, Data Privacy Brazil Compliance Plus
"LATAM Data Protection: Colombia"  "This module will take you on a journey to explore key aspects of data protecƟon in Colombia and learn how to work with informaƟon securely and in compliance with local law. " Mobile-First Module6 2025-08-04T12:24:54Z KnowBe4 Studiosall, en-us, pt-br, es-419Data Protection, Data Privacy Compliance Plus
"LATAM Data Protection: Dominican Republic"   "This module will take you on a journey to explore key aspects of data protecƟon in the Dominican Republic and learn how to securely work with informaƟon and comply with local law.  " Mobile-First Module5 2025-07-22T18:42:10Z KnowBe4 Studiosall, en-us, pt-br, es-419Data Protection, Data Privacy Compliance Plus
"LATAM Data Protection: Chile"   "This module will take you on a journey to explore key aspects of data protecƟon in Chile and learn how to securely work with informaƟon and comply with local law.  " Mobile-First Module6 2025-06-20T18:15:18Z KnowBe4 Studiosall, en-us, pt-br, es-419Data Protection, Data Privacy Compliance Plus
"SCADA: Maintenance and Troubleshooting" "In this training program, intern Laura guides you through the challenges and solutions for maintaining and troubleshooting SCADA systems in critical environments. The course covers everything from basic preventive maintenance practices to advanced real-time troubleshooting techniques. It provides a practical and in-depth look at how to ensure the reliability and efficiency of SCADA systems in sectors like agriculture and energy."Training Module 15 2025-03-14T09:27:38Z KnowBe4 Studiosall, en-us, pt-br, es-419Passwords & Authentication, Physical Security, Incident Reporting Energy & Utilities, Healthcare & Pharmaceuticals, Logistics & Transportation, Retail & WholesaleLevel 3
"Security Gossip: The Case of the Misplaced Performance Review" "Boost your organizaƟon's security culture with this engaging, bite-sized learning module that delivers criƟcal informaƟon security lessons through a relatable workplace scenario. It is perfect for new employee onboarding, regular security awareness training, and reinforcing exisƟng security policies. This module effecƟvely addresses common security vulnerabiliƟes, including unaƩended sensiƟve documents, unlocked computer screens, and improper disposal of confidenƟal materials. Audiocast 2 2025-02-26T21:09:32Z KnowBe4 Studiosall, en-us, pt-br, es-419Human Firewall, Physical Security, Workplace Safety Finance StaffLevel 3
"SCADA: Design and Implementation" "'SCADA: Design and Implementation' is essential for anyone working with SCADA systems in organizations across industries and countries. By the end of this training, you will be able to select the best communication protocol for a project, choose devices, test system functionality, and integrate SCADA with other applications and equipment. "Training Module 13 2025-01-06T21:09:54Z KnowBe4 Studiosall, en-us, pt-br, es-419NIST, NERC Energy & Utilities, Government, Healthcare & Pharmaceuticals, Retail & WholesaleLevel 3
"SCADA: Concepts, Functions, and Applications" "'SCADA: Concepts, Functions, and Applications' comprehensively introduces SCADA systems. This training module explains industrial automation systems and their uses, provides an overview of the components and software used in such systems, and shows how data is processed and used. Several examples from real-life situations are included, showing how SCADA systems are used across industries and countries. 'SCADA Systems: A Comprehensive Guide' is an El Pescador series."Training Module 13 2024-09-27T19:22:29Z KnowBe4 Studiosall, en-us, pt-br, es-419NIST, NERC Government, Energy & Utilities, Healthcare & Pharmaceuticals, Retail & WholesaleLevel 3
"LGPD: Penalties and Sanctions (with Quiz)" "Brazil's General Data Protection Law, also known as the LGPD, is the data privacy and security law that protects individuals whose data is collected or processed within the territory of Brazil. In this module, we will talk about the penalties and sanctions that organizations may face if they do not comply with the LGPD. Module for 'Get to Know the LGPD' series. Complete training: video + quiz"Training Module 10 2021-10-04T15:21:06Z KnowBe4 Studiosall, en-us, pt-br, es-419Human Firewall, Data Privacy, LGPD Brazil Level 3
"LGPD: Necessary Adjustments (with Quiz)" "Brazil's General Data Protection Law, also known as the LGPD, is the data privacy and security law that protects individuals whose data is collected or processed within the territory of Brazil. This module will discuss the main adjustments that organizations of all sizes and industries must make to their security procedures in order to comply with the LGPD. Module for 'Get to Know the LGPD' series. Complete training: video + quiz"Training Module 10 2021-10-04T15:20:42Z KnowBe4 Studiosall, en-us, pt-br, es-419Data Privacy, LGPD Brazil Level 3
"LGPD: National Data Protection Authority - ANPD (with Quiz)" "Brazil's General Data Protection Law, also known as the LGPD, is the data privacy and security law that protects individuals whose data is collected or processed within the territory of Brazil. This module discusses the National Data Protection Authority, or ANPD, and what we can expect from this government entity's oversight of the LGPD.  Module for 'Get to Know the LGPD' series. Complete training: video + quiz."Training Module 10 2021-10-04T15:20:32Z KnowBe4 Studiosall, en-us, pt-br, es-419Human Firewall, LGPD, Data Protection Brazil Level 3
"Get to Know the LGPD" "Brazil's General Data Protection Law, also known as the LGPD, is the data privacy and security law that protects individuals whose data is collected or processed within the territory of Brazil. This security document can be used to support the series 'Get to Know the LGPD' or as a stand-alone security awareness item." Newsletters and Documents2021-09-09T19:32:38Z KnowBe4 Studiosen-us, pt-br, es-419Data Protection, Human Firewall, Data Privacy, LGPD Level 3
"Basics of Phishing: Free Tickets!" "Basics of Phishing covers a simple type of attack that deceives a lot of people. This informational poster can be used to support the training module “Basics of Phishing” or as a stand-alone security awareness item. Related content for 'Basics from El Pescador' series." Posters & Artwork 2021-09-09T19:32:25Z KnowBe4 Studiosen-us, pt-br, es-419Phishing, Social Engineering, Human Firewall Level 3
"Credential Harvesting: Have you heard of the new social media platform?" "Credential Harvesting provides an overview of how attackers use phishing to steal login credentials. This informational poster can be used to support the training module “Credential Harvesting” or as a stand-alone security awareness item. Related content for the 'Basics from El Pescador' series." Posters & Artwork 2021-09-09T19:32:12Z KnowBe4 Studiosen-us, pt-br, es-419Phishing, Social Engineering, Passwords & Authentication Level 3
"This organization's executives respect the Security Policy" "This module helps employees in leadership roles be mindful of how sensitive information is shared. This informational poster can be used to support the training module 'C-Level Phishing' or as a stand-alone security awareness item. Related content for 'Basics from El Pescador' series." Posters & Artwork 2021-09-09T19:32:00Z KnowBe4 Studiosen-us, pt-br, es-419CEO Fraud, Social Engineering, Spear Phishing Executives & LeadersLevel 3
"Finance Sector and Security Policy" "The finance department is one of the most sensitive within an organization, making it an easy target for phishing attacks. This module provides tips on how to avoid these targeted scams. This informational poster can be used to support the training module 'Finance Sector Phishing' or as a stand-alone security awareness item. Related content for the 'Basics from El Pescador' series."Posters & Artwork 2021-09-09T19:31:45Z KnowBe4 Studiosen-us, pt-br, es-419Phishing, Social Engineering, Spear Phishing Finance StaffLevel 3
"LGPD: The Organization's Responsibilities (with Quiz)" "Brazil's General Data Protection Law, also known as the LGPD, is the data privacy and security law that protects individuals whose data is collected or processed within the territory of Brazil. In this module, we will discuss the responsibilities of organizations that collect, process, store, and dispose of personal and sensitive data of individuals protected by this law. Module for 'Get to Know the LGPD' series. Complete training: video + quiz"Training Module 10 2021-08-12T13:44:41Z KnowBe4 Studiosall, en-us, pt-br, es-419Human Firewall, Data Protection, Data Privacy, LGPD Brazil Level 3
"Poster: Get Familiar with the LGPD" "Brazil's General Data Protection Law, also known as the LGPD, is the data privacy and security law that protects individuals whose data is collected or processed within the territory of Brazil. This security document can be used to support the series 'Get to Know the LGPD' or as a stand-alone security awareness item." Posters & Artwork 2021-07-15T17:39:16Z KnowBe4 Studiosen-us, pt-br, es-419Human Firewall, Data Privacy, LGPD Level 3
"LGPD: Data Subject Rights (with Quiz)" "Brazil's General Data Protection Law, also known as the LGPD, is the data privacy and security law that protects individuals whose data is collected or processed within the territory of Brazil. This module will discuss how the law defines personal data and what every individual under this protection can claim as their basic rights. Module for 'Get to Know the LGPD' series. Complete training: video + quiz"Training Module 10 2021-07-08T12:53:25Z KnowBe4 Studiosall, en-us, pt-br, es-419Human Firewall, Data Privacy, LGPD Level 3
"LGPD: The Organization's Responsibilities" "Brazil's General Data Protection Law, also known as the LGPD, is the data privacy and security law that protects individuals whose data is collected or processed within the territory of Brazil. In this module, we will talk about the responsibilities of organizations that collect, process, store, and dispose of personal and sensitive data of individuals protected by this law. Module for 'Get to Know the LGPD' series. Video only."Video Module 3 2021-07-02T14:28:25Z KnowBe4 Studiosall, en-us, pt-br, es-419Data Protection, Human Firewall, Data Privacy, LGPD Brazil Level 3
"LGPD: Necessary Adjustments" "Brazil's General Data Protection Law, also known as the LGPD, is the data privacy and security law that protects individuals whose data is collected or processed within the territory of Brazil. This module will discuss the main adjustments that organizations of all sizes and industries must make to their security procedures in order to comply with the LGPD. Module for 'Get to Know the LGPD' series. Video only."Video Module 3 2021-07-02T14:28:16Z KnowBe4 Studiosall, en-us, pt-br, es-419Data Protection, Human Firewall, Data Privacy, LGPD Brazil Level 3
"LGPD: National Data Protection Authority (ANPD)" "Brazil's General Data Protection Law, also known as the LGPD, is the data privacy and security law that protects individuals whose data is collected or processed within the territory of Brazil. This module discusses the National Data Protection Authority, or ANPD, and what we can expect from this government entity's oversight of the LGPD. Module for 'Get to Know the LGPD' series. Video only."Video Module 2 2021-07-02T14:28:06Z KnowBe4 Studiosall, en-us, pt-br, es-419Data Protection, Human Firewall, Data Privacy, LGPD Brazil Level 3
"LGPD: Brazil’s General Data Protection Law" "Brazil's General Data Protection Law, or the LGPD, is valid throughout Brazilian territory. Organizations with operations inside and outside of the country have to know how to proceed if they collect and process personal and sensitive personal data in Brazil. With this training module, you will see the law's particularities: definitions, players, duties, and penalties. In the end, you will answer five questions to measure your knowledge of the LGPD."Training Module 13 2021-06-30T19:37:12Z KnowBe4 Studiosall, en-us, pt-br, es-419Data Protection, Data Privacy, LGPD Brazil Level 1
"LGPD: The Ten Principles (with Quiz)" "Brazil's General Data Protection Law, also known as the LGPD, is the data privacy and security law that protects individuals whose data is collected or processed within the territory of Brazil. In this module, we will talk about the ten LGPD principles that organizations must follow regarding handling personal and sensitive personal data in Brazil. Module for 'Get to Know the LGPD' series. Complete training: video + quiz"Training Module 10 2021-06-16T19:56:37Z KnowBe4 Studiosall, en-us, pt-br, es-419Human Firewall, Data Privacy, LGPD Brazil Level 3
"LGPD: Data Subject Rights" "Brazil's General Data Protection Law, also known as the LGPD, is the data privacy and security law that protects individuals whose data is collected or processed within the territory of Brazil. In this module, we will talk about how the law defines personal data and what every individual under this protection can claim as their basic rights. Module for 'Get to Know the LGPD' series. Video only."Video Module 4 2021-06-08T14:07:33Z KnowBe4 Studiosall, en-us, pt-br, es-419Data Privacy, Human Firewall, LGPD Brazil Level 3
"LGPD: Penalties and Sanctions" "Brazil's General Data Protection Law, also known as the LGPD, is the data privacy and security law that protects individuals whose data is collected or processed within the territory of Brazil. In this module, we will talk about the penalties and sanctions that organizations may face if they do not comply with the LGPD. Module for 'Get to Know the LGPD' series. Video only."Video Module 3 2021-06-08T14:07:24Z KnowBe4 Studiosall, en-us, pt-br, es-419Tailgating, Data Protection, Human Firewall, LGPD Brazil Level 3
"LGPD: The Ten Principles" "Brazil's General Data Protection Law, also known as the LGPD, is the data privacy and security law that protects individuals whose data is collected or processed within the territory of Brazil. In this module, we will talk about the ten LGPD principles that organizations must follow regarding the handling of personal and sensitive personal data in Brazil. Module for 'Get to Know the LGPD' series. Video only."Video Module 3 2021-06-08T14:07:12Z KnowBe4 Studiosall, en-us, pt-br, es-419Human Firewall, Data Privacy, LGPD Brazil Level 3
"Remote Work: Cyber and Physical Security" "Working from home can make you even more vulnerable to social engineering attacks. Find out which precautions you should take to stay safe physically while working from home, or in public, and how to protect yourself and your organization from cyber scams that target remote workers. This training module includes video modules 'Remote Work: Social Engineering,' 'Remote Work: Public Places' and 'Remote Work: Physical Security,' in addition to complementary content and a quiz at the end."Training Module 15 2021-04-09T18:37:28Z KnowBe4 Studiosall, en-us, pt-br, es-419Physical Security, Internet Use, Working Remotely Level 3
"A Guide To Change Your Router and Wi-Fi Network Password" "Most wireless routers come with extremely easy-to-crack default passwords. In order to improve your security, you’ll learn the step-by-step on how to change the password of your router and Wi-Fi network. Complementary content for 'Remote work with El Pescador' series. " Newsletters and Documents2021-02-19T13:48:28Z KnowBe4 Studiosen-us, pt-br, es-419Passwords & Authentication, Data Privacy, Working Remotely, Internet Use Level 3
"Remote Work: Keeping It Private" "It is important to follow our organization’s policies and take precautions in order to protect our sensitive data, as well as the data of clients, partners, and vendors. This training module includes video modules 'Remote Work: Policies & Procedures,' 'Remote Work: Internet Connections' and 'Remote Work: Corporate vs. Personal,' in addition to complementary content and a quiz at the end. Module for 'Remote Work with El Pescador'series. "Training Module 15 2021-02-10T15:48:44Z KnowBe4 Studiosall, en-us, pt-br, es-419Working Remotely, Data Privacy, WiFi Level 3
"Remote Work: Setting Everything Up" "Setting up devices and applications is the first step towards protecting data when working remotely. In addition to a comfortable environment, you need to understand which programs you can use, as well as the best practices for creating strong passwords. This training module includes video modules 'Remote Work: Setting Up Devices,' 'Remote Work: Software Settings' and 'Remote Work: Secure Devices,' in addition to complementary content and a quiz at the end. Module for 'Remote Work with El Pescador'series. "Training Module 15 2020-12-23T15:31:50Z KnowBe4 Studiosall, en-us, pt-br, es-419Working Remotely, Physical Security, Mobile Devices Level 3
"Remote Work: Holiday Season" "Holidays can be a source of great joy for attackers as they can easily exploit people's emotions and carry out scams. Listen to these stories and learn how to protect yourself during the holiday season, with tips that can even be applied throughout the year. Module for 'Remote Work with El Pescador' series. Video only." Video Module 3 2020-12-18T20:16:07Z KnowBe4 Studiosall, en-us, pt-br, es-419Social Engineering, Human Firewall, Working Remotely Level 3
"Remote Work: Policies and Procedures" "It is crucial that our organization’s security and policy procedures are followed not only at the office but also while working remotely. Make sure everyone follows, and can easily find, organizational policies. Module for 'Remote Work with El Pescador' series. Video only." Video Module 2 2020-11-19T17:58:34Z KnowBe4 Studiosall, en-us, pt-br, es-419Human Firewall, Working Remotely Level 3
"Remote Work: Social Engineering" "Social engineering is rampant. Remote employees need to be extra cautious in order to avoid scams and to maintain the organization's security. Module for 'Remote Work with El Pescador' series. Video only." Video Module 2 2020-10-26T12:34:41Z KnowBe4 Studiosall, en-us, pt-br, es-419Social Engineering, Human Firewall, Working Remotely Level 3
"Remote Work: Internet Connections" "Unsecure internet connections can be dangerous for anyone who works remotely. Learn how to properly set up and protect your connections to ensure the security of your organization's data. Module for 'Remote Work with El Pescador' series. Video only." Video Module 2 2020-10-26T12:34:32Z KnowBe4 Studiosall, en-us, pt-br, es-419Email Security, Internet Use, Working Remotely Level 3
"Never Worked Remotely?" "Complementary content for 'Remote work with El Pescador' series. Remote work is now a reality for many employees and it is important to remember how to ensure the security of your organization's data, and also all information from your employees, suppliers, and customers." Newsletters and Documents2020-10-05T18:01:49Z KnowBe4 Studiosen-us, pt-br, es-419Phishing, Social Engineering, Working Remotely Level 3
"Know More About Social Engineering" "Complementary content for 'Pay Attention to Cybercriminals' series in which you will meet the hacker who will show you how attacks are organized and different ways to trick people to collect their data." Newsletters and Documents2020-10-05T18:01:34Z KnowBe4 Studiosen-us, pt-br, es-419Human Firewall, Phishing, Social Engineering, Tailgating, Vishing Level 3
"Do You Know the Information Security Team?" "Complementary content for 'First Steps' series in which you will meet the crew of a pirate ship that is learning the importance of data protection on a daily basis. Recommended for those who are starting out in security awareness training." Newsletters and Documents2020-10-05T18:01:28Z KnowBe4 Studiosen-us, pt-br, es-419Human Firewall, Phishing, Social Engineering Level 3
"Does Your Social Media Affect the Organization's Security?" "Complementary content for 'Social Media is so Cool' series, which teaches you how to use social media without losing control of your personal and corporate data." Newsletters and Documents2020-10-05T18:01:21Z KnowBe4 Studiosen-us, pt-br, es-419Human Firewall, Social Media, Internet Use Level 3
"Poster: Remote Work with El Pescador" "Complementary content for 'Remote work with El Pescador' series. Remote work is now a reality for many employees and it is important to remember how to ensure the security of your organization's data, and also all information from your employees, suppliers, and customers." Posters & Artwork 2020-09-25T12:50:15Z KnowBe4 Studiosen-us, pt-br, es-419Phishing, Social Engineering, Working Remotely Level 3
"Remote Work: Physical Security" "The “clean desk” policy must always be followed, even when working remotely, in order to avoid data leakage. Module for 'Remote Work with El Pescador' series. Video only." Video Module 2 2020-08-26T12:35:41Z KnowBe4 Studiosall, en-us, pt-br, es-419Working Remotely, Physical Security, Data Privacy Level 3
"Remote Work: Corporate vs Personal" "Remote teams need to know the difference between professional and personal use of devices and accounts. A clear distinction between the two is necessary to ensure data security. Module for 'Remote Work with El Pescador' series. Video only." Video Module 3 2020-08-26T12:35:22Z KnowBe4 Studiosall, en-us, pt-br, es-419Email Security, Internet Use, Working Remotely Level 3
"Remote Work: Secure Devices" "After setting up your devices correctly, you need to establish a cybersecurity routine to ensure that no attacker will break into your system and accounts. Video only." Video Module 2 2020-08-26T12:35:12Z KnowBe4 Studiosall, en-us, pt-br, es-419Human Firewall, Mobile Devices, Working Remotely Level 3
"Remote Work: Setting Up Devices" "One of the first steps to ensure that remote teams are protecting the organization's data is to adequately configure the employees’ devices. This module will help you do that properly. Module for 'Remote Work with El Pescador' series. Video only." Video Module 2 2020-08-10T14:43:35Z KnowBe4 Studiosall, en-us, pt-br, es-419Human Firewall, Mobile Devices, Working Remotely Level 3
"Remote Work: Software Settings" "One of the first steps to ensure that remote teams are protecting the organization's data is to adequately configure software settings. This module will help you do that properly. Module for 'Remote Work with El Pescador' series. Video only." Video Module 2 2020-08-10T14:43:07Z KnowBe4 Studiosall, en-us, pt-br, es-419Human Firewall, Mobile Devices, Working Remotely Level 3
"Relationship Trust with Quiz" "Relationship Trust shows how phishing attacks take advantage of hierarchical relationships to obtain information and manipulate potential victims. Learn how to spot and react to attacks that target you. Module for 'Basics from El Pescador' series. Complete training: video + quiz." Training Module 13 2020-07-28T17:58:08Z KnowBe4 Studiosall, en-us, pt-br, es-419Spear Phishing, Email Security, Human Firewall Level 3
"Remote Work: Best Practices" "The perfect module for anyone who has recently started working from home and needs to remember the best practices for keeping the organization's data secure remotely. Module for 'Remote Work with El Pescador' series. Video only." Video Module 2 2020-07-21T14:54:00Z KnowBe4 Studiosall, en-us, pt-br, es-419Human Firewall, Data Privacy, Working Remotely Level 3
"Poster: Social Media is So Cool Series" "Collateral content for 'Social Media is so Cool' series which teaches you how to use social media without losing control of your personal and corporate data." Posters & Artwork 2020-07-15T22:35:00Z KnowBe4 Studiosen-us, pt-br, es-419Human Firewall, Social Media, Internet Use Level 3
"Poster: Pay Attention to Cybercriminals Series" "Collateral content for 'Pay Attention to Cybercriminals' series which you will meet the hacker who will show you how attacks are organized and different ways to trick people to collect data." Posters & Artwork 2020-07-15T22:32:00Z KnowBe4 Studiosen-us, pt-br, es-419Phishing, Vishing, Tailgating Level 3
"HR Sector Phishing: HR Sector and Security Policy" "HR Sector Phishing shows how HR teams are recurring phishing targets. This informational poster can be used to support the training module “HR Sector Phishing” or as a stand-alone security awareness item." Posters & Artwork 2020-02-13T20:30:00Z KnowBe4 Studiosen-us, pt-br, es-419Human Firewall, Social Engineering, Spear Phishing Level 3
"Basics of Phishing: Attention to details" "Phishing poses a risk for your personal data, client data and also organization data. Printable material.This informational poster can be used to support the training module “Basics of Phishing” or as a stand-alone security awareness item." Posters & Artwork 2020-02-13T20:29:00Z KnowBe4 Studiosen-us, pt-br, es-419Phishing, Social Engineering, Human Firewall Level 3
"C-Level Phishing: Few hours to answer so many emails?" "Criminals create targeted attacks to capture confidential information and persuade other employees to reveal sensitive data. This informational poster can be used to support the training module “C-Level Phishing” or as a stand-alone security awareness item." Posters & Artwork 2020-02-13T18:30:00Z KnowBe4 Studiosen-us, pt-br, es-419CEO Fraud, Social Engineering, Spear Phishing Executives & LeadersLevel 3
"Finance Sector Phishing: Finance Sector is strategic for the organization" "Finance Sector Phishing shows how the financial department is one of the most sensitive within an organization." Newsletters and Documents2020-02-13T17:31:00Z KnowBe4 Studiosen-us, pt-br, es-419Phishing, Social Engineering, Spear Phishing Finance StaffLevel 3
"Finance Sector Phishing: Attachments — Which Ones Are Safe?" "The finance department is one of the most sensitive within an organization, making it an easy target for phishing attacks. This module provides tips on how to avoid these targeted scams. Related content for the 'Basics from El Pescador' series." Posters & Artwork 2020-02-13T17:30:00Z KnowBe4 Studiosen-us, pt-br, es-419Phishing, Social Engineering, Spear Phishing Finance StaffLevel 3
"C-Level Phishing: Security is up to all of us" "Criminals create targeted attacks to capture confidential information and persuade other employees to reveal sensitive data. This security infographic can be used to support the training module “Basics of Phishing” or as a stand-alone security awareness item." Newsletters and Documents2020-02-13T15:31:00Z KnowBe4 Studiosen-us, pt-br, es-419CEO Fraud, Social Engineering, Spear Phishing Executives & LeadersLevel 3
"Basics of Phishing: How many messages do you get along the day?" "Phishing poses a risk for your personal data, client data and also organization data." Newsletters and Documents2020-02-13T15:31:00Z KnowBe4 Studiosen-us, pt-br, es-419Phishing, Social Engineering, Human Firewall Level 3
"Credential Harvesting: Would You Let Other People Borrow Your Identity?" "Credential Harvesting provides an overview of how attackers use phishing to collect login credentials. Complementary material of the 'Basics from El Pescador' series." Newsletters and Documents2020-02-13T15:31:00Z KnowBe4 Studiosen-us, pt-br, es-419Phishing, Social Engineering, Passwords & Authentication Level 3
"Password Collection: Set up 2-step verification for your accounts" "Password Collection provides an overview of phishing being used to collect access data. Printable.  This informational poster can be used to support the training module “Password Collection” or as a stand-alone security awareness item." Posters & Artwork 2020-02-13T15:29:00Z KnowBe4 Studiosen-us, pt-br, es-419Phishing, Social Engineering, Passwords & Authentication Level 3
"HR Sector Phishing: HR is strategic for the organization" "HR Sector Phishing shows how HR teams are recurring phishing targets. This security infographic can be used to support the training module “HR Sector Phishing” or as a stand-alone security awareness item." Newsletters and Documents2020-02-13T09:31:00Z KnowBe4 Studiosen-us, pt-br, es-419Human Firewall, Social Engineering, Spear Phishing Level 3
"Do Not Simply Type Your Data Around" "Printable material about the attackers’ persuasive ability while stealing your data." Posters & Artwork 2019-12-06T22:26:00Z KnowBe4 Studiosen-us, pt-br, es-419Phishing, Social Engineering, Email Security Level 3
"Vishing: Do Not Get Carried Away by the Mermaid’s Song!" "Printable material about ways to evade attackers during malicious phone calls." Posters & Artwork 2019-12-06T18:26:00Z KnowBe4 Studiosen-us, pt-br, es-419Phishing, Social Engineering, Vishing Level 3
"Banks and Security Policies" "Printable material about how the banking industry increasingly attracts the attention of scammers." Posters & Artwork 2019-12-06T15:26:00Z KnowBe4 Studiosen-us, pt-br, es-419Phishing, Social Engineering, Internet Use Level 3
"Finance Sector Phishing with Quiz" "The finance department is one of the most sensitive within an organization, making it an easy target for phishing attacks. This module provides tips on how to avoid these targeted scams. Module for 'Basics from El Pescador' series. Complete training: video + quiz." Training Module 7 2019-11-05T14:07:00Z KnowBe4 Studiosall, en-us, pt-br, es-419Phishing, Social Engineering, Spear Phishing Finance StaffLevel 3
"HR Sector Phishing with quiz" "Human Resources teams are recurring targets of phishing attacks. This module provides tips on how to avoid these targeted scams. Module for 'Basics from El Pescador' series. Complete training: video + quiz." Training Module 7 2019-11-05T10:07:00Z KnowBe4 Studiosall, en-us, pt-br, es-419Human Firewall, Phishing, Spear Phishing, Social Engineering Level 3
"Prevent your passwords from being stolen!" "Printable material about how strong and unique passwords prevent criminals from gaining access to your accounts." Posters & Artwork 2019-10-30T18:21:00Z KnowBe4 Studiosen-us, pt-br, es-419Phishing, Social Engineering, Passwords & Authentication Level 3
"End of Year Celebrations"  "The end-of-the-year celebraƟons are the most lucraƟve period for cybercriminals. Different poster sizes about email phishing aƩacks during the holidays." Posters & Artwork 2019-10-30T17:22:00Z KnowBe4 Studiosen-us, pt-br, es-419Phishing, Social Engineering, Email Security Level 3
"HR: The Biggest Gateway to Phishing Attacks" "Different poster sizes about phishing attacks targeting Human Resources departments." Posters & Artwork 2019-10-30T15:22:00Z KnowBe4 Studiosen-us, pt-br, es-419Human Firewall, Phishing, Social Engineering, Spear Phishing Level 3
"Protecting Information Is In Your Hands" "Trainings can generate changes in everyone's behavior." Posters & Artwork 2019-09-17T20:15:00Z KnowBe4 Studiosen-us, pt-br, es-419Phishing, Social Engineering, Email Security Level 3
"Preserve Your Privacy" "Social networks are the primary sources of data collection for phishing attacks." Posters & Artwork 2019-09-17T19:15:00Z KnowBe4 Studiosen-us, pt-br, es-419Phishing, Social Engineering, Social Media Level 3
"To Click Without Thinking is Like Driving Blindfolded" "Printable material about the procedure for checking the real address to which a link takes you." Posters & Artwork 2019-09-17T18:14:00Z KnowBe4 Studiosen-us, pt-br, es-419Phishing, Social Engineering, Email Security Level 3
"C-Level Phishing with quiz" "C-Level Phishing targets executives, celebrities, and other wealthy individuals. This module helps employees in leadership roles be mindful of how sensitive information is shared. Module for 'Basics from El Pescador' series. Complete training: video + quiz." Training Module 10 2019-08-27T17:14:00Z KnowBe4 Studiosall, en-us, pt-br, es-419Phishing, Spear Phishing, Social Engineering, CEO Fraud Executives & LeadersLevel 3
"Do You Know What Social Engineering Is?" "They are the practices used to gain access to important or sensitive information in organizations by deceiving or exploiting people's trust" Posters & Artwork 2019-08-23T12:54:00Z KnowBe4 Studiosen-us, pt-br, es-419Social Engineering, Phishing, Email Security Level 3
"Create a Secure Password" "Printable material about how to create secure passwords. They must be easy for you to remember and difficult for someone else to guess." Posters & Artwork 2019-08-23T12:39:00Z KnowBe4 Studiosen-us, pt-br, es-419Passwords & Authentication, Phishing, Social Engineering Level 3
"Password Collection with Quiz" "Password Collection provides an overview of how attackers use phishing to collect login credentials. Module for 'Basics from El Pescador' series. Complete training: video + quiz." Training Module 8 2019-06-13T13:46:00Z KnowBe4 Studiosall, en-us, pt-br, es-419Phishing, Social Engineering, Human Firewall Level 3
"Phishing: Why Should We Care" "Phishing emails increased 250" Posters & Artwork 2019-05-03T01:12:00Z KnowBe4 Studiosen-us, pt-br, es-419Phishing, Social Engineering, Email Security Level 3
"The Threat May Be Closer Than You Think" "Malicious emails often show ads and tempting sales to attract your click." Posters & Artwork 2019-05-03T00:13:00Z KnowBe4 Studiosen-us, pt-br, es-419Phishing, Social Engineering, Email Security Level 3
"Phishing, The Major Cause of Information Leakage" "Malicious e-mails are intended to steal personal data and information from victims" Posters & Artwork 2019-05-02T22:12:00Z KnowBe4 Studiosen-us, pt-br, es-419Phishing, Social Engineering, Personal Security Level 3



"Ship-Based Security Tips" "When it comes to security at sea, there are certain vulnerabilities that all employees must be aware of. Both the vessel's restricted areas and the ship's systems and automation can be targeted by social engineers. This module is part of the 'Ship-Based Security Tips' series, which teaches you how to avoid security incidents at sea. Complete module: video + interactives + quiz."Training Module 15 2022-05-09T19:52:30Z KnowBe4 Studiosall, en-us, pt-brPhishing, Social Engineering, Physical Security Logistics & TransportationLevel 3
"Port Security Tips (with Quiz)" "When embarking or disembarking, it is necessary to follow the security rules of each port. Each region offers a different level of risk, with physical and cyber threats. Mobile module: text only + quiz." Mobile-First Module5 2022-05-09T19:52:03Z KnowBe4 Studiosall, en-us, pt-brPhishing, Social Engineering, Physical Security Logistics & TransportationLevel 3
"Ship-Based Security Tips: Physical Security" "Ships are also targets of social engineering attacks. When it comes to physical security, ships are targets for piracy and armed robbery. They are equally vulnerable to  scams like tailgating, when someone accesses restricted areas without permission. In this module from the series 'Ship-Based Security Tips,' you will learn safe habits to avoid security incidents. Video Only."Video Module 3 2022-05-09T19:51:37Z KnowBe4 Studiosall, en-us, pt-brPhishing, Social Engineering, Physical Security Logistics & TransportationLevel 3
"Ship-Based Security Tips: Cybersecurity" "Ships are also targets of social engineering attacks. When it comes to cybersecurity, we need to be aware of USB attacks, phishing, malware, and any other threat to the ship's systems and information. In this module from the series 'Ship-Based Security Tips,' you will learn safe habits to avoid security incidents. Video Only." Video Module 2 2022-05-09T19:51:12Z KnowBe4 Studiosall, en-us, pt-brPhishing, Social Engineering, Physical Security Logistics & TransportationLevel 3
"Port Security Tips" "Ports can be targets of social engineering attacks. When embarking or disembarking, you need  to follow the security policies of each port. Each region offers a different level of risk regarding physical and cyber threats. In this module of the 'Ship-Based Security Tips' series, you will learn which habits can help you avoid security incidents. Video only."Video Module 3 2022-05-09T19:50:48Z KnowBe4 Studiosall, en-us, pt-brPhishing, Social Engineering, Physical Security Logistics & TransportationLevel 3
"Stages for Ship-Based Security" "Ships and ports are targets of social engineering attacks. Part of the 'Ship-Based Security Tips' series, this document will teach you safe habits to avoid security incidents." Newsletters and Documents2022-05-09T19:49:54Z KnowBe4 Studiosen-us, pt-brPhishing, Social Engineering, Physical Security Level 3
"Poster: Ship-Based Security Tips Series" "Ships and ports are targets of social engineering attacks.  In the 'Ship-Based Security Tips' series, you will learn safe habits to avoid security incidents." Posters & Artwork 2022-05-09T19:49:18Z KnowBe4 Studiosen-us, pt-brPhishing, Social Engineering, Physical Security Logistics & TransportationLevel 3
"Safe Passwords - Taking Care of Your Credentials" "Tips for creating safe passwords and protecting your credentials." Newsletters and Documents2021-09-09T19:32:56Z KnowBe4 Studiosen-us, pt-brSocial Engineering, Internet Use, Passwords & Authentication Level 3
"Poster: LGPD: Brazil’s General Data Protection Law" "Brazil's General Data Protection Law, or the LGPD, is valid throughout Brazilian territory. Organizations with operations inside and outside of the country have to know how to proceed if they collect and process personal and sensitive personal data in Brazil. Share this poster with your employees so they can learn how to comply with data protection in Brazil."Posters & Artwork 2021-07-15T17:39:30Z KnowBe4 Studiosen-us, pt-brHuman Firewall, Data Privacy, LGPD Level 1
"Security Beyond the Office with Quiz" "Security needs to be a routine. In this module, we analyze different places where we may accidentally leak information — even outside the organization. Module for 'Basics from El Pescador' series. Complete module: video + quiz." Training Module 10 2020-10-29T19:07:18Z KnowBe4 Studiosall, en-us, pt-brSocial Engineering, Personal Security, Physical Security Level 3
"Corporate Email Tips with Quiz" "All collaborators must use the email client established by the organization and always refrain from handling personal matters via corporate email. Module for 'Basics from El Pescador' series. Complete module: video + quiz." Training Module 10 2020-10-21T13:07:35Z KnowBe4 Studiosall, en-us, pt-brEmail Security, Human Firewall, Internet Use Level 3
"Safe Surfing with Quiz" "Having a healthy digital life requires knowing which sites are safe to access and consume content. Safe Surfing provides step-by-step instructions on how to surf the web safely. Complete module: video + quiz." Training Module 13 2020-10-09T15:13:43Z KnowBe4 Studiosall, en-us, pt-brSocial Engineering, Passwords & Authentication, Internet Use Level 3
"Security Doc: Taking Security Home: Working Remotely" "The modern work environment of most organizations offers more flexibility than ever before. In a lot of cases, communication, collaboration, and day-to-day processes need nothing more than an internet connection. Due to this recent trend, working from home is becoming a common new reality in many industries. Use this document to provide an overview of how employees can maintain security while working away from the office.  This security doc can be used in support of the training module: 'Taking Security Home: Working Remotely', or as a standalone security awareness tool."Newsletters and Documents2020-03-23T21:47:00Z KnowBe4 Studiosen-us, pt-brWorking Remotely Level 3
"Look out for the Attachments" "We receive thousands of emails every day, yet sometimes we overlook signs of an incoming attack, such as malicious attachments. Module for 'Basics from El Pescador' series. Video only." Video Module 3 2019-12-13T22:53:00Z KnowBe4 Studiosall, en-us, pt-brSocial Engineering, Email Security, Internet Use Level 3
"Security Beyond the Office" "Security needs to be a routine. In this module, we analyze different places where we may accidentally leak information — even outside the organization. Module for 'Basics from El Pescador' series. Video only. " Video Module 3 2019-12-13T21:53:00Z KnowBe4 Studiosall, en-us, pt-brSocial Engineering, Personal Security, Physical Security Level 3
"Security for Special Dates" "Special holidays such as Christmas, Thanksgiving, and Black Friday are gold mines for Cybercriminals. Learn to protect yourself from scams with this module. Module for 'Basics from El Pescador' series. Video only." Video Module 3 2019-12-13T17:52:00Z KnowBe4 Studiosall, en-us, pt-brSocial Engineering, Email Security, Phishing Level 3
"Corporate Email Tips" "All collaborators must use the email client established by the organization and always refrain from handling personal matters via corporate email. Module for 'Basics from El Pescador' series. Video only." Video Module 5 2019-10-29T00:20:00Z KnowBe4 Studiosall, en-us, pt-brEmail Security, Human Firewall, Internet Use Level 3
"Safe Surfing" "Having a healthy digital life requires knowing which sites are safe to access and consume content. Safe Surfing provides step-by-step instructions on how to surf the web safely. Video only." Video Module 5 2019-08-01T05:31:00Z KnowBe4 Studiosall, en-us, pt-brInternet Use, Social Engineering, Passwords & Authentication Level 3
"Direito do trabalho no Brasil: Discriminação" "O curso explora o tema da discriminação no ambiente de trabalho (assédio e outros) e as ações necessárias para promover a diversidade e a inclusão nas organizações. Por meio do exemplo inspirador de Anne, mulher trans e CEO de uma startup que emprega pessoas de grupos marginalizados, os parƟcipantes conhecerão os aspectos legais, éƟcos e gerenciais envolvidos nessa questão. Mobile-First Module5 2025-04-17T15:06:31Z KnowBe4 Studiosall, pt-br Diversity, Equity & Inclusion, ESG, Harassment, Ethics, Discrimination, Employment Law Executives & Leaders, Finance Staff, BrazilCompliance Plus
"Direito do trabalho no Brasil: Trabalho remoto" "Neste treinamento, você acompanhará a jornada de Antônio, Vice-Presidente de Engenharia, enquanto ele implementa o regime de trabalho remoto em sua equipe. Através de uma experiência prática, você aprenderá as melhores maneiras e os principais aspectos legais que regem o home office no Brasil, de acordo com a Consolidação das Leis do Trabalho (CLT) e outras normas trabalhistas vigentes."Mobile-First Module5 2025-03-17T18:47:08Z KnowBe4 Studiosall, pt-br Working Remotely, Internet Use, Mobile Devices, Employment Law Brazil Compliance Plus
"Direito do trabalho no Brasil: Remuneração e benefícios para MEI" "O curso aborda os principais aspectos legais, tributários, previdenciários e contratuais envolvidos na atuação como Microempreendedor Individual (MEI) no Brasil. Ao acompanhar a trajetória da profissional de relações públicas Raíssa, que presta serviços a uma agência de publicidade, você obterá conhecimentos fundamentais para atuar conforme esse regime de contratação."Mobile-First Module5 2025-02-27T18:56:33Z KnowBe4 Studiosall, pt-br Ethics, Employment Law Brazil Compliance Plus
"Direito do trabalho no Brasil: Remuneração e benefícios no regime estatutário" "O curso aborda os principais aspectos do regime jurídico dos servidores públicos no Brasil, com foco na remuneração e benefícios previstos no regime estatutário. Ao acompanhar a trajetória profissional do personagem Igor, especialista em infraestrutura de uma Secretaria Municipal, você obterá um amplo conhecimento sobre as condições de trabalho na Administração Pública brasileira."Mobile-First Module5 2025-01-09T18:29:37Z KnowBe4 Studiosall, pt-br Ethics, Employment Law Brazil Compliance Plus
"Direito do trabalho no Brasil: Remuneração e benefícios na CLT" "Cada país possui um conjunto de leis e normas que governam várias áreas da sociedade, e uma delas é a trabalhista. No Brasil, temos uma Consolidação das Leis do Trabalho (CLT) que estabelece diversos benefícios, direitos dos trabalhadores e deveres das organizações. Adaptado a um formato que respeita seu tempo e intensifica o aprendizado, este curso é perfeito para profissionais de RH, gestores e qualquer pessoa que busque compreender melhor os direitos e benefícios dos trabalhadores regidos pela CLT no Brasil. Uma jornada informativa projetada para esclarecer os aspectos da legislação trabalhista que impactam diretamente no bolso de quem trabalha segundo o regime da Consolidação das Leis do Trabalho. Você vai aprimorar seu conhecimento em importantes tópicos, tais como: salário bruto, salário líquido, horas extras, 13º salário, férias, vale transporte, vale alimentação, entre outros."Mobile-First Module5 2024-09-23T19:49:20Z KnowBe4 Studiosall, pt-br Ethics, Employment Law Brazil Compliance Plus
"Direito do trabalho no Brasil: Férias" "Cada país possui um conjunto de leis e normas que governam várias áreas da sociedade, e uma delas é a trabalhista. No Brasil, temos uma Consolidação das Leis do Trabalho (CLT) que estabelece diversos benefícios, direitos dos trabalhadores e deveres das organizações. Mas, além da CLT, existem outros formatos de contratação que operam esses benefícios de maneiras diferentes. Neste vídeo, você aprenderá um pouco mais sobre o direito às férias sob os regimes de contratação CLT e estatutário (para servidores públicos)."Video Module 3 2024-06-25T19:12:59Z KnowBe4 Studiosall, pt-br Ethics, Employment Law Government, BrazilCompliance Plus
"Direito do trabalho no Brasil: Licença-maternidade e licença-paternidade" "Cada país possui um conjunto de leis e normas que governam várias áreas da sociedade, e uma delas é a trabalhista. No Brasil, temos uma Consolidação das Leis do Trabalho (CLT) que estabelece diversos benefícios, direitos dos trabalhadores e deveres das organizações. Mas, além da CLT, existem outros formatos de contratação que operam esses benefícios de maneiras diferentes. Neste vídeo, você aprenderá um pouco mais sobre o direito à licença-maternidade, licença-paternidade e licença-adotante sob os regimes de contratação CLT, estatutário (para servidores públicos) e MEI (para microempreendedores individuais). Também mostramos como as licenças podem funcionar para casais hétero e homoafetivos."Video Module 2 2024-06-20T12:17:32Z KnowBe4 Studiosall, pt-br Ethics, Employment Law Government, BrazilCompliance Plus
"Ética no Brasil: Transparência e acesso à informação" "Transparência e acesso à informação são mecanismos que buscam garantir acesso a informações sobre gastos e investimentos do governo. No Brasil a Lei de Acesso à Informação (LAI – nº 12.846/2013) e a Lei da Transparência (Lei Complementar nº 131/2009) estabelecem processos para a divulgação de informações de utilidade pública e interesse coletivo. Módulo focado em dispositivos móveis: texto + teste. Série do El Pescador para a licença Compliance Plus: 'Ética no Brasil'."Mobile-First Module8 2023-01-11T13:21:03Z KnowBe4 Studiosall, pt-br Ethics Government, BrazilCompliance Plus
"Newsletter: Ética no Brasil" "Ética é um conceito subjetivo que sofre mudanças de acordo com a cultura na qual se aplica. No Brasil, são utilizadas as definições da Organização das Nações Unidas (ONU) e de suas autarquias para estabelecer leis de acordo com a realidade do país, como: a Lei da Transparência (LC nº 131/2009), Lei de Acesso à Informação (nº 12.527/2011), Lei da Lavagem de Dinheiro (nº 9.613/1998), Lei Anticorrupção (nº 12.846/2013) e Nova Lei das Licitações (14.133/2021). Conteúdo complementar da série do El Pescador para a licença Compliance Plus: 'Ética no Brasil'."Newsletters and Documents2023-01-11T13:20:12Z KnowBe4 Studiospt-br Ethics Government, BrazilCompliance Plus
"Ética no Brasil: Prevenção à lavagem de dinheiro" "A lavagem de dinheiro é um crime que cada país entende e criminaliza de maneiras específicas. No Brasil, a Lei nº 9.613/1998 traz definições e penalidades para essa violação. Entenda quais as possíveis consequências da lavagem de dinheiro no Brasil e como evitá-la. Módulo completo: vídeo + slides interativos + teste. Série do El Pescador para a licença Compliance Plus: 'Ética no Brasil'."Training Module 20 2022-11-21T15:33:54Z KnowBe4 Studiosall, pt-br Ethics Government, BrazilCompliance Plus
"Ética no Brasil: Para entender o conflito de interesses" "O conflito de interesses pode custar caro para as organizações. Com este treinamento, você vai entender quais as possíveis consequências do conflito de interesses e como evitá-lo em diversos contextos: na administração pública federal ou na assinatura de contratos e parcerias com o setor privado. No Brasil, algumas normas dão perspectiva ao tema: a Lei nº 12.813/2013, que define situações de conflito de interesses na administração pública federal, e as Leis nº 8.666/1993 e nº 14.133/2021, conhecidas como Leis de Licitações. Módulo completo: vídeo + slides interativos + teste. Série do El Pescador para a licença Compliance Plus: 'Ética no Brasil'."Training Module 20 2022-11-21T15:33:47Z KnowBe4 Studiosall, pt-br Ethics Government, BrazilCompliance Plus
"Ética no Brasil: Combate à corrupção" "Além do Código Penal e da Lei de Improbidade Administrativa, a Lei Anticorrupção (nº 12.846/2013) prevê sanções para a prática da corrupção e de outros atos lesivos no Brasil. Entenda quais as possíveis consequências da corrupção e como evitá-la. Módulo completo: vídeo + slides interativos + teste. Série do El Pescador para a licença Compliance Plus: 'Ética no Brasil'."Training Module 20 2022-11-21T15:29:45Z KnowBe4 Studiosall, pt-br Ethics Government, BrazilCompliance Plus
"Lavagem de dinheiro: O que é?" "O termo lavagem de dinheiro está na boca do povo e sempre é reproduzido em notícias e reportagens, mas você sabe o que significa? No Brasil, existem leis específicas que penalizam quem tenta acobertar e movimentar dinheiro de origem ilícita. Assista ao vídeo da série do El Pescador para a licença Compliance Plus: 'Ética no Brasil'."Video Module 2 2022-11-18T15:28:36Z KnowBe4 Studiosall, pt-br Ethics, Anti-Money Laundering Government, BrazilCompliance Plus
"Lavagem de dinheiro: ENCCLA" "A Estratégia Nacional de Combate à Corrupção e à Lavagem de Dinheiro (ENCCLA) foi criada com o objetivo de organizar diferentes órgãos e instituições para o combate a esse tipo de crime no Brasil. Assista ao vídeo da série do El Pescador para a licença Compliance Plus: 'Ética no Brasil'." Video Module 3 2022-11-18T15:27:57Z KnowBe4 Studiosall, pt-br Ethics, Anti-Money Laundering Government, BrazilCompliance Plus
"Conflito de interesses: Governança e governos" "Quem trabalha na Administração Pública precisa saber o que pode e o que não pode fazer na hora de contratar um serviço terceirizado. Licitações e contratos são fundamentais para garantir um processo equilibrado de escolha dos prestadores de serviços. Assista ao vídeo da série do El Pescador para a licença Compliance Plus: 'Ética no Brasil'."Video Module 2 2022-11-18T15:27:25Z KnowBe4 Studiosall, pt-br Ethics, Anti-Bribery & Corruption Government, BrazilCompliance Plus
"Conflito de interesses: Governança e setor privado" "Empresas que prestam serviços para a Administração Pública precisam conhecer a parte burocrática dos processos de contrato e licitação. Cada edital possui especificidades que precisam ser cumpridas para uma empresa ser aprovada. Assista ao vídeo da série do El Pescador para a licença Compliance Plus: 'Ética no Brasil'." Video Module 2 2022-11-18T15:27:03Z KnowBe4 Studiosall, pt-br Ethics, Anti-Bribery & Corruption Government, BrazilCompliance Plus
"Combate à corrupção: Lei anticorrupção brasileira" "A Lei Anticorrupção, também conhecida como “Lei da Empresa Limpa”, é focada na responsabilização de pessoas jurídicas por atos praticados contra a administração pública, nacional ou estrangeira, mas também ajuda a guiar as práticas de integridade em empresas privadas para redução de multas em caso de aplicação da lei. Assista ao vídeo da série do El Pescador para a licença Compliance Plus: 'Ética no Brasil'."Video Module 3 2022-11-18T15:26:23Z KnowBe4 Studiosall, pt-br Ethics, Anti-Bribery & Corruption Government, BrazilCompliance Plus
"Combate à corrupção: Acordos de leniência" "Nem todo mundo em uma organização é corrupto; muitas vezes são poucas pessoas que praticam atos ilícitos e sujam a imagem do grupo. Acordos de leniência são um mecanismo reconhecido pela Lei Anticorrupção que permite às organizações colaborar em investigações de corrupção. Assista ao vídeo da série do El Pescador para a licença Compliance Plus: 'Ética no Brasil'."Video Module 2 2022-11-18T15:26:05Z KnowBe4 Studiosall, pt-br Ethics, Anti-Bribery & Corruption Government, BrazilCompliance Plus
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PREGÃO ELETRÔNICO Nº 

PROCESSO Nº  

 

TERMO DE SIGILO E PRIVACIDADE VINCULADO AOS CONTRATOS 
 
Cláusula Primeira – OBJETO 
 
Constitui objeto deste Termo o estabelecimento de condições específicas para regulamentar as 
obrigações a serem observadas pela contratada, doravante denominada PARTE RECEPTORA, 
no que diz respeito ao trato de informações sigilosas, disponibilizadas pela contratante, doravante 
denominada PARTE REVELADORA, por força dos procedimentos necessários para a execução 
do objeto do Contrato Principal celebrado entre as partes. 

 

Cláusula Segunda – CONCEITOS E DEFINIÇÕES 

 
2.1 Para os efeitos deste TERMO aplicam-se os seguintes termos e definições: 

2.1.1 Confidencialidade ou Sigilo 

Propriedade de que a informação não seja revelada a pessoa física, sistema, órgão ou 

entidade não autorizados e credenciados. 

2.1.2 Contrato de trabalho ou Contrato principal 

Contrato celebrado entre as partes, ao qual este Termo de Sigilo se vincula. 

2.1.3 Dado pessoal 

Informação relacionada a pessoa natural identificada ou identificável (Lei nº 13.709/2018). 

2.1.4 Dado pessoal sensível 

Dado pessoal sobre origem racial ou étnica, convicção religiosa, opinião política, filiação 

a sindicato ou a organização de caráter religioso, filosófico ou político, dado referente à saúde ou 

à vida sexual, dado genético ou biométrico, quando vinculado a uma pessoa natural. 

2.1.5 Informação 
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Conjunto de dados organizados de acordo com procedimentos executados por meios 

eletrônicos ou não, que possibilitam a realização de atividades específicas e/ou tomada de 

decisão. 

2.1.6 Informação de acesso restrito 

Aquelas que estão submetidas temporariamente à restrição de acesso público. 

2.1.7 Informação sigilosa 

Aquelas que estão submetidas à restrição de acesso público, cujo conhecimento e 

divulgação estão regidos por esse instrumento. 

2.1.8 Informações de acesso restrito, sigilosas por legislação específica (não exaustivas): 

I. Hipóteses de sigilo aplicáveis a informações de natureza patrimonial:  

a) Segredo industrial (L. 9.279/1996); 

b) Direito autoral (L. 9.610/1998); e 

c) Propriedade intelectual de Software (L. 9.609/1998). 

II. Hipóteses de sigilo decorrentes de direitos de personalidade: 

a) Sigilo Fiscal (Art. 198 da Lei nº 5.172/196); 

b) Sigilo bancário (Art. 1º da Lc nº 105/2001); 

c) Sigilo Comercial (§2º do art. 155 da Lei nº 6.404/1976); 

d) Sigilo Empresarial (Art. 169 da Lei nº 11.101/2005); e 

e) Sigilo Contábil (Art. 1.190 e 1.191 da Lei nº 5.869/1973). 

III. Hipóteses de sigilo decorrentes de processos e procedimentos: 

a) Sigilo de inquérito policial (Art. 20 da Lei nº 3.689/1941); 

b) Segredo de justiça no processo civil (Art. 155 da Lei nº 5.869/1973); e 

c) Segredo de justiça no processo penal (§6º do art. 201 da Lei nº 3.689/1941). 

2.1.9 Necessidade de conhecer 

Condição pessoal inerente à função ou atividade, indispensável para que o colaborador 

tenha acesso a dados ou informações classificadas. De acordo com este princípio, os 
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colaboradores só devem ter acesso às informações necessárias para o desenvolvimento de suas 

atividades dentro da empresa. 

2.1.10 Tratamento ou processamento de dados pessoais 

Toda operação realizada com dados pessoais, como as que se referem a coleta, 

produção, recepção, classificação, utilização, acesso, reprodução, transmissão, distribuição, 

processamento, arquivamento, armazenamento, eliminação, avaliação ou controle da informação, 

modificação, comunicação, transferência, difusão ou extração. 

 
Cláusula Terceira – INFORMAÇÕES SIGILOSAS 
 

§1º Serão consideradas como informações sigilosas, toda e qualquer informação, revelada a 
outra parte por razão da execução do contrato, contendo ou não marcação ou rótulo de grau 
de sigilo. O termo “informação” abrangerá toda informação escrita, verbal, ou em linguagem 
computacional em qualquer nível, ou de qualquer outro modo apresentada, tangível ou 
intangível, podendo incluir, mas não se limitando, a: know-how, técnicas, especificações, 
relatórios, compilações, código fonte de programas de computador na íntegra ou em partes, 
fórmulas, desenhos, cópias, modelos, amostras de ideias, aspectos financeiros e 
econômicos, definições, informações sobre as atividades da contratante e/ou quaisquer 
informações técnicas/comerciais relacionadas/resultantes ou não ao Contrato Principal, 
doravante denominados INFORMAÇÕES, a que diretamente ou pelos seus empregados, a 
PARTE RECEPTORA venha a ter acesso, conhecimento ou que venha a lhe ser confiada 
durante e em razão das atuações de execução do Contrato Principal celebrado entre as 
partes. 

 
§2º A PARTE RECEPTORA compromete-se a não revelar, copiar, transmitir, reproduzir, utilizar 

ou dar conhecimento, em hipótese alguma, a terceiros, bem como a não permitir que 
qualquer empregado envolvido direta ou indiretamente na execução do Contrato Principal, 
em qualquer nível hierárquico de sua estrutura organizacional e sob quaisquer alegações, 
faça uso dessas informações, que se restringem estritamente ao cumprimento do Contrato 
Principal. 

 
§3º As estipulações e obrigações contidas neste Termo não serão aplicadas a qualquer 

informação que seja comprovadamente de domínio público, exceto se decorrer de ato ou 
omissão do beneficiado ou tenha sido comprovada e legitimamente recebida de terceiros, 
estranhos ao presente instrumento ou ainda informações resultantes de pesquisa pelo 
beneficiado. 

 
  
Cláusula Quarta – EXTENSÃO DA RESPONSABILIDADE 
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§1º A PARTE RECEPTORA se obriga a: 
 
a)  Responsabilizar-se por impedir, por qualquer meio em direito admitido, arcando com todos 

os custos do impedimento, mesmo judiciais, inclusive as despesas processuais e outras 
despesas derivadas, a divulgação ou utilização das informações sigilosas por seus agentes, 
representantes ou por terceiros; e 

 
b)  Comunicar à PARTE REVELADORA, de imediato, de forma expressa e antes de qualquer 

divulgação, caso tenha que revelar qualquer uma das informações, por determinação judicial 
ou ordem de atendimento obrigatório determinado por órgão competente. 

 
Cláusula Quinta – DIREITOS E OBRIGAÇÕES 
 
§1º A PARTE RECEPTORA se compromete e se obriga a utilizar a informação sigilosa revelada 

pela PARTE REVELADORA exclusivamente para os propósitos da execução do Contrato 
Principal, em conformidade com o disposto neste deste Termo. 

 
§2º A PARTE RECEPTORA se compromete a não efetuar qualquer tipo de cópia da informação 

sigilosa sem o consentimento expresso e prévio da PARTE REVELADORA. 
 
§3º A PARTE RECEPTORA se compromete a obter o aceite formal dos funcionários que 

atuarão direta ou indiretamente na execução do Contrato Principal sobre a existência deste 
Termo, bem como da natureza sigilosa das informações, a instruir sobre as formas de 
tratamento das informações a que terão acesso, e dar ciência à PARTE REVELADORA dos 
documentos comprobatórios quando solicitado. 

 
§4º A PARTE RECEPTORA obriga-se a tomar todas as medidas necessárias a proteção da 

informação sigilosa, bem como para evitar e prevenir a revelação a terceiros. 
 
§5º A PARTE RECEPTORA deve adotar Política de Segurança de Informação que comprove o 

atendimento dos requisitos de sigilo e segurança definidos no âmbito do contrato. 
 
§6º A PARTE RECEPTORA deverá, quando requerido pela PARTE REVELADORA, proceder 

com o imediato descarte de forma irreversível, incluindo todas e quaisquer cópias 
eventualmente existentes em qualquer suporte de todas as informações sigilosas sob sua 
custódia referentes ao contrato principal. 

 
Cláusula Sexta – PROTEÇÃO DE DADOS PESSOAIS 
 
§1º Ambas as partes se comprometem a proteger os direitos fundamentais de liberdade e de 
privacidade e o livre desenvolvimento da personalidade da pessoa natural, relativos ao tratamento 
de dados pessoais, em qualquer formato ou suporte, cooperando mutuamente para observar e 
seguir a Lei nº 13.709/2018, Lei Geral de Proteção de Dados Pessoais (LGPD). 
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§2º Necessidades de coleta de consentimento para outras finalidades deverão ser 
identificadas e correr sob responsabilidade da PARTE REVELADORA. 
 
§3º São escopo de tratamento somente os dados pessoais indispensáveis para a execução 
do objetivo contratual, e conforme bases legais pré-estabelecidas e acordadas, cabendo à PARTE 
RECEPTORA observar estritamente a finalidade a que se destinam os dados pessoais a que 
venha a ter conhecimento. 
 
§4º À PARTE RECEPTORA é vedada qualquer forma de compartilhamento de dados 
pessoais com terceiros fora do âmbito do contrato.  
 
§5º Ao término do contrato, a PARTE RECEPTORA deverá comprovar a cessação de 
acessos, uso e o descarte definitivo, conforme procedimentos a serem determinados pela PARTE 
REVELADORA. 
 
§6º A PARTE RECEPTORA adotará todas as medidas de segurança necessárias para impedir 
o acesso não autorizado, divulgação, alteração ou destruição não autorizada dos dados pessoais, 
no que couber. 
 
Cláusula Sétima – DISPOSIÇÕES GERAIS 
 
§1º Surgindo divergências quanto a interpretação do acordo pactuado neste instrumento ou 

quanto a execução das obrigações dele decorrentes ou, se constatados casos omissos, as 
partes buscarão solucionar as divergências de acordo com os princípios de boa-fé, da 
equidade, da razoabilidade e da economicidade. 

 
§2º O disposto no presente Termo prevalecerá sempre em caso de dúvida, e salvo expressa 

determinação em contrário, sobre eventuais disposições constantes de outros instrumentos 
conexos firmados entre as partes quanto ao sigilo de informações, tal como aqui definidas. 

 
Cláusula Oitava – DISPOSIÇÕES ESPECIAIS 
 
Ao assinar o presente instrumento, a PARTE RECEPTORA manifesta sua concordância no 
sentido de que: 
 
a)  O não exercício, por qualquer uma das Partes, de direitos assegurados neste instrumento 

não importará em renúncia aos mesmos, sendo considerado como mera tolerância para 
todos os efeitos de direito; 

 
b)  Todas as condições, termos e obrigações ora constituídas serão regidas pela legislação e 

regulamentação brasileiras pertinentes; 
 
c)  O presente Termo somente poderá ser alterado mediante termo aditivo firmado pelas partes; 
 
d)  Teve acesso e compromete-se a seguir a Política de Segurança da Informação e 



 

 

6/6 

 

Comunicações – POSIC e o Código de Ética e Integridade, disponíveis no Portal da 
DATAPREV;  

 
e) Alterações do número, natureza e quantidade das informações disponibilizadas para a 

PARTE RECEPTORA não descaracterizarão ou reduzirão o compromisso e as obrigações 
pactuadas neste Termo de Sigilo, que permanecerá válido e com todos seus efeitos legais 
em qualquer uma das situações tipificadas neste instrumento; 

 
f)  O acréscimo, complementação, substituição ou esclarecimento de qualquer uma das 

informações disponibilizadas para a PARTE RECEPTORA, serão incorporados a este 
Termo, passando a fazer dele parte integrante, para todos os fins e efeitos, recebendo 
também a mesma proteção descrita para as informações iniciais disponibilizadas; e 

 
g)  Este Termo não deve ser interpretado como criação ou envolvimento das Partes, ou suas 

afiliadas, nem em obrigação de divulgar informações sigilosas para a outra Parte, nem como 
obrigação de celebrarem qualquer outro acordo entre si. 

 
Cláusula Nona – VIGÊNCIA 
 
O presente Termo tem natureza irrevogável e irretratável, permanecendo em vigor desde a data 
de início das atividades pertinentes ao Contrato Principal, mantendo-se em vigor por prazo 
indeterminado, a não ser que haja disposição em contrário por escrito, estipulada pela PARTE 
REVELADORA mesmo após o término do Contrato Principal ao qual está vinculado. 
 
 

          ,      de                         de 2025. 

 

 
______________________________________ 

EMPRESA DE TECNOLOGIA E 
INFORMAÇÕES DA PREVIDÊNCIA DATAPREV 

  
__________________________________________ 

PARTE RECEPTORA 

 



FORNECEDOR (RAZÃO 
SOCIAL)

CNPJ

E-MAIL

TELEFONE

RESPONSÁVEL

Encaminhamos à Empresa de Tecnologia e Informações da Previdência – DATAPREV, CNPJ nº 42.422.253/0001-01, 
nosso orçamento para contratação de licenças da solução KNOWBE4 SECURITY AWARENESS TRAINING (KSAT) – 
modalidade SaaS – nível DIAMOND, pelo período de 60 (sessenta) meses, destinadas ao programa de treinamento e 
conscientização em Segurança da Informação para 3.500 (três mil e quinhentos) empregados, 300 horas de consumo, 
sob demanda, limitadas a 60h/ano de serviço gerenciado da plataforma, contemplando as seguintes atividades: 
Elaboração e customização de conteúdo personalizado de acordo com as necessidades da Dataprev, incluindo formato 
live e palestra e entregáveis (que podem ser vídeos, áudios, pílulas etc);
Treinamento de até 8h para simulações de phishing; Integração com o LMS/Sistema Corporativo da Dataprev via API;
Suporte técnico 24x7; Avaliações de maturidade e nível de risco., pelo período contratual total de 61 (sessenta e um) 
meses, sendo 1 (um) mês para ativação das licenças e 60 (sessenta) meses para disponibilização dos serviços, 
podendo ser rescindida pela contratante a qualquer tempo mediante aviso prévio de 60 (sessenta) dias.



PREÇO MENSAL  R$                                                                                                                                                                         -   

PREÇO GLOBAL  60 
MESES

 R$                                                                                                                                                                         -   

DECLARAÇÃO 
ATENDIMENTO TERMO 

DE REFERÊNCIA

Declaramos que nossa proposta atende integralmente ao Termo de Referência e 
aos seus anexos

ASSINATURA



ANEXO - PLANILHA DE FORMAÇÃO DE PREÇOS

Representante DESCRIÇÃO
QUANTIDADE 

TOTAL
 PREÇO UNITÁRIO  PREÇO TOTAL

Licenças na solução KNOWBE4 SECURITY AWARENESS TRAINING (KSAT) – SaaS 
– DIAMOND por 60 (sessenta) meses, para programa de treinamento em 

segurança da informação para 3500 empregados.
3.500 R$ 0,00

Horas de consumo, sob demanda, limitadas a 60h/ano de serviço gerenciado 
da plataforma, contemplando as seguintes atividades:

Elaboração e customização de conteúdo personalizado de acordo com as 
necessidades da Dataprev, incluindo formato live e palestra e entregáveis (que 

podem ser vídeos, áudios, pílulas etc);
Treinamento de até 8h para simulações de phishing;

Integração com o LMS/Sistema Corporativo da Dataprev via API;
Suporte técnico 24x7;

Avaliações de maturidade e nível de risco.

300 R$ 0,00

R$ 0,00VALOR GLOBAL

Licenças da solução KNOWBE4 SECURITY AWARENESS TRAINING (KSAT) – modalidade SaaS – nível DIAMOND, pelo período de 60 (sessenta) meses, destinadas ao programa de 
treinamento e conscientização em Segurança da Informação para 3.500 (três mil e quinhentos) empregados, 300 horas de consumo, sob demanda, limitadas a 60h/ano de serviço 
gerenciado da plataforma, contemplando as seguintes atividades:
Elaboração e customização de conteúdo personalizado de acordo com as necessidades da Dataprev, incluindo formato live e palestra e entregáveis (que podem ser vídeos, áudios, 
pílulas etc);
Treinamento de até 8h para simulações de phishing; Integração com o LMS/Sistema Corporativo da Dataprev via API; Suporte técnico 24x7;
Avaliações de maturidade e nível de risco., pelo período contratual total de 61 (sessenta e um) meses, sendo 1 (um) mês para ativação das licenças e 60 (sessenta) meses para 
disponibilização dos serviços
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CONTRATO Nº...................... 

PROCESSO Nº44129.011223/2025-98 

PREGÃO ELETRÔNICO  

Nº XXXX/202XXX  

 

CONTRATO DE FORNECIMENTO DE 

PLATAFORMA DE TREINAMENTO 

ONLINE DA KNOWBE4, QUE ENTRE SI 

FAZEM A EMPRESA DE TECNOLOGIA E 

INFORMAÇÕES DA PREVIDÊNCIA S.A. – 

DATAPREV E A …............................., NA 

FORMA ABAIXO: 

 

Pelo presente Instrumento Particular, a EMPRESA DE TECNOLOGIA E INFORMAÇÕES DA 

PREVIDÊNCIA S.A. – DATAPREV, empresa pública constituída nos termos da Lei nº 6.125, de 

04/11/1974, alterada pela MP nº 2.216-37, de 31/08/2001, e com Estatuto Social aprovado pela 

28ª Assembleia Geral Extraordinária realizada em 29 de abril de 2025, inscrita no CNPJ sob o nº 

42.422.253/0001-01, localizada no SAUS, Quadra 01, Blocos E/F, Brasília/DF, neste ato 

representada por seu(s) representante(s) legal(ais) infra-assinado(s), doravante denominada 

simplesmente DATAPREV, de um lado, e, de outro, a (Razão Social – nome empresa), inscrita 

no CNPJ sob o n.º (número), localizada na (endereço), doravante denominada, simplesmente, 

CONTRATADA, conforme Relatório de Adjudicação e Homologação e Solicitação de Compras 

nº ................, de ....../...../......, constantes do Processo nº ............................., Pedido de Compra nº .......,  

decorrente do Pregão Eletrônico nº ..............., e com fundamentação na IN SEGES/ME Nº 

073/2022, na Lei nº. 14.133/2021, Lei Complementar nº 123, de 14/12/2006, e na Lei nº 

13.303/2016, Regulamento de Licitações e Contratos da DATAPREV – RLCD e demais normas 

da legislação correlata, têm entre si ajustado o CONTRATO em referência, mediante as 

Cláusulas e condições seguintes: 

 

CLÁUSULA PRIMEIRA 

DO OBJETO: 

 

1.1. A Contratada, por este Instrumento e na melhor forma de direito, se obriga a prestar 

serviço de conteúdo na modalidade assíncrona em formato SaaS (Software as a Service - 

Software como Serviço) para treinamento do corpo funcional, utilizando a solução KNOWBE4 

SECURITY AWARENESS TRAINING (KSAT) – SaaS – DIAMOND para 3.500 (três mil e quinhentos) 

usuários e 300 (trezentas) horas de consumo, sob demanda, limitadas a 60h/ano de serviço 

gerenciado da plataforma, sendo 1 (um) mês para ativação das licenças, a contar da assinatura 

do Contrato/Pedido de Compras, e 60 (sessenta) meses para disponibilização das licenças e para 

o serviço gerenciado da plataforma (sob demanda), a contar do termo de aceite da ativação das 

licenças - contemplando cláusula rescisória. 

  

1.2.  São partes integrantes deste Instrumento o Edital do Pregão Eletrônico nº ............... e 

seus Anexos, o Pedido de Compra nº .............., de ....../....../......., e a proposta da Contratada, que, 

deverão, neste ato, também, ser assinados pelas partes contratantes. 

 

1.3. A eventual divergência entre as disposições contidas nos instrumentos integrantes deste 

CONTRATO será dirimida com a prevalência sobre as demais na seguinte ordem: pela redação 

deste instrumento de Contrato, do Termo de Referência e demais anexos, pelo texto do Edital, 

pelo Pedido de Compras e, por último, a proposta comercial da Contratada. 

 

1.4. Toda documentação citada e constante do processo, vinculada direta ou indiretamente ao 

presente Contrato, passa a fazer parte integrante deste instrumento, independentemente de sua 

transcrição. 
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1.5. Não se aplicam as premissas presentes na Proposta Comercial que conflitem ou limitem o 

escopo da contratação, os serviços a serem desenvolvidos, as responsabilidades das partes, a 

esteio da disciplina deste instrumento contratual e do Termo de Referência. 

 

CLÁUSULA SEGUNDA 

DAS OBRIGAÇÕES DAS PARTES: 

 

2.1. As obrigações da Dataprev e da Contratada estão previstas nos documentos que integram 

este Contrato, especialmente no Termo de Referência anexo do Edital, bem como nas cláusulas 

abaixo identificadas: 

 

2.2. São obrigações complementares da Contratada: 

2.2.1. Observar a disciplina da Lei nº. 12.846, de 2013, que dispõe sobre a responsabilização 

administrativa e civil de pessoas jurídicas pela prática de atos contra a administração pública, 

nacional ou estrangeira. 

2.2.2. Dar conhecimento do Código de Conduta Ética e Integridade da Dataprev aos seus em-

pregados que exerçam atividades nas dependências desta Empresa Pública Federal, a fim de 

garantir a fiel observância das regras e orientações éticas contidas no referido código. 

2.2.3. Observar os ditames do Decreto nº. 7.203, de 2010, que dispõe sobre a vedação do nepo-

tismo no âmbito da administração pública federal. 

CLÁUSULA TERCEIRA 

DO PRAZO: 

 

3.1. O prazo de vigência contratual é de .............., com início a partir da data da última assinatura 

digital neste Contrato e término em .......................... 

 

3.2. A critério da Dataprev, o contrato poderá ser rescindido, mediante comunicação prévia de 

30 60 (sessenta) dias corridos para a Contratada.  
 

 

CLÁUSULA QUARTA 

DA CONFIDENCIALIDADE: 

 

4.1. A Contratada reconhece a necessidade da guarda do sigilo das informações observadas ou 

prestadas pela Dataprev e do cumprimento dos regulamentos de disciplina e segurança física e 

patrimonial. 

 

CLÁUSULA QUINTA 

DO PREÇO E DO REAJUSTAMENTO: 
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5.1. O preço global estimado do CONTRATO é de R$........................... (.....................), nele incluído 

tudo quanto seja preciso para sua realização, tal como mão de obra, impostos federais, 

estaduais e municipais, taxas, contribuições e emolumentos, vale-transporte, auxílio-

alimentação, seguros de acidente de trabalho ou outras despesas que incidam ou venham a 

incidir sobre a contratação.  

 

5.2. A Contratada, por este instrumento e na melhor forma de direito, exime a Dataprev de 

qualquer responsabilidade fiscal ou tributária decorrente da má interpretação na aplicação dos 

institutos da imunidade, isenção, não-incidência e suspensão da incidência dos tributos ou 

contribuições de qualquer espécie. 

 

5.3. Os pagamentos pela Dataprev oriundos deste Contrato correrão à conta dos recursos 

consignados Solicitação de Compra (SC) nº. ...................., Classificação Contábil nº. .......... 

5.4. O preço consignado no contrato será corrigido anualmente, observado o interregno mínimo 

de um ano, contado a partir da data-limite para a apresentação da proposta, pela variação do 

..............  

5.5. Nos reajustes subsequentes ao primeiro, o interregno mínimo de um ano será contado a 

partir dos efeitos financeiros do último reajuste. 

5.6. Caberá à Contratada apresentar o pleito de reajuste, baseado na variação dos componen-

tes dos custos ocorrida no período, devidamente justificado e demonstrado em planilha de 

composição analítica dos custos. 

5.7. As situações descritas no art. 105, §1º do Regulamento de Licitações e Contratos da Data-

prev, podem ser registradas por simples apostila, dispensada a celebração de Termo Aditivo.  

CLÁUSULA SEXTA 

DO PAGAMENTO: 

 

6.1. O pagamento pela prestação de serviços será efetuado em conformidade com o Termo de 

Referência, no prazo de XXXXXXXXXXXXX (xxxx) dias, após ter recebido a documentação fiscal 

da Empresa (Nota Fiscal/Fatura), atestada pelo setor competente, desde que esteja 

acompanhada da cópia das Certidões emitidas pela Receita Federal do Brasil (encargos 

previdenciários, dívida ativa da União e débitos tributários), do CRF do FGTS emitido pela Caixa 

Econômica Federal, da Certidão Negativa de Débitos Trabalhistas – CNDT ou a Certidão Positiva 

de Débitos Trabalhistas com Efeitos de Negativa, conforme art. 58, inciso I, da Lei nº 

13.303/2016 c/c art. 642-A da CLT, das certidões de regularidade para com a Fazenda Estadual e 

Municipal do domicílio ou sede da Contratada, todas dentro do prazo de validade, conforme 

estabelecem a Lei nº 8.212/1991 e a legislação correlata. 

 

6.2. Não se admitirá, a qualquer título, adiantamento ou pagamento antecipado.  

 

6.3. A documentação de cobrança deverá ser enviada à Unidade Central de Recebimento, 

situada na .............................., dentro do horário comercial, devendo indicar o número do Pedido de 

Compras/Contrato. 
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6.4. O documento de cobrança deverá estar acompanhado da seguinte documentação, dentro 

da data de validade, sob pena de aplicação das penalidades cabíveis: 

 

a) Certidão Conjunta de Débitos relativos a Tributos Federais e à Dívida Ativa da União; 

b) Certidões Negativas de Débitos do Estado e do Município; 

c) Certificado de Regularidade do FGTS - CRF emitido pela Caixa Econômica Federal; 

d) Certidão Negativa de Débitos Trabalhistas – CNDT emitida pelo Poder Judiciário do Trabalho; 

(e) Certidão de regularidade do Cadastro Informativo de créditos não quitados do setor público 

federal (CADIN). 

 

6.4.1. A documentação referida no item anterior relativa às certidões de comprovação de 

regularidade fiscal, previdenciária e trabalhista poderá ser substituída por registro cadastral 

emitido por órgão ou entidade pública, a exemplo do SICAF – Sistema de Cadastramento 

Unificado de Fornecedores, nos termos do art. 65 da Lei 13.303/2016. 

 

6.5. A Dataprev irá reter os valores referentes ao IRPJ, CSLL, COFINS e PIS/PASEP, conforme 

tabela anexa à Instrução Normativa/RFB vigente.  

 

6.5.1. Caso a Contratada esteja dispensada da retenção, por força de isenção, não incidência ou 

alíquota zero, na forma da legislação específica, deverá ser destacada no corpo da Nota 

Fiscal/Fatura a fundamentação legal da dispensa da retenção, conforme estabelece a aludida 

Instrução Normativa/RFB. 

 

6.6. A Dataprev irá reter, se devido, o ISSQN (Imposto sobre Serviços de Qualquer Natureza) 

sobre os valores faturados pela Contratada, na forma prevista pela Lei Complementar n° 116, 

de 31/07/03, e respectiva Legislação Municipal competente. 

 

6.7. Ocorrendo a alteração de alíquota ou a criação ou extinção de quaisquer tributos que 

venham a incidir sobre o valor do Contrato, os preços básicos vigente à época serão reajustados 

em igual proporção, mediante aditamento. 

 

6.8. O pagamento será feito, preferencialmente mediante crédito em conta bancária ou, 

alternativamente, por meio de ordem bancária, fatura com código de barra ou ordem bancária 

de crédito. A Contratada deverá indicar no documento de cobrança a modalidade e os 

elementos para o correto pagamento. 

 

6.9. A Dataprev não pagará juros de mora por atraso de pagamento referente à prestação de 

serviço com ausência total ou parcial de documentação hábil, ou pendente de cumprimento de 

quaisquer cláusulas constantes do Pedido de Compra (PC) ou do Contrato. 

 

6.10. Do pagamento a ser efetuado na forma e condições estipuladas neste Instrumento serão 

descontadas as multas ou acrescidos os créditos porventura devidos ou a receber pela 

Contratada. 

 

6.11. A Dataprev se reserva o direito de deduzir de qualquer crédito devido as eventuais 

diferenças pagas a maior. 
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6.12. No caso de eventuais atrasos de pagamento, desde que a Contratada não tenha 

concorrido de alguma forma para tanto, fica convencionado que a taxa de compensação 

financeira devida pela Dataprev será calculada mediante a aplicação da seguinte fórmula: 

EM= I x N x VP, onde: 

 

EM = Encargos Moratórios; 

N = Número de dias entre a data prevista para o pagamento e a do efetivo pagamento; 

VP = Valor da parcela pertinente a ser paga; 

I = Índice de compensação financeira, assim apurado: 

 

I =   (TX)    I =    (6/100)     I = 0,00016438 

        365           365 

 

TX = Percentual da taxa anual = 6% 

 

6.13. A compensação financeira prevista nesta condição dar-se-á no mesmo ato da fatura em 

mora, desde que o atraso não tenha decorrido de fato de responsabilidade direta ou indireta da 

Contratada. 

 

6.14. A Contratada terá o prazo de 05 (cinco) dias corridos, após a data do pagamento, para 

qualquer reclamação. Vencido esse prazo, a Dataprev considerará quitada sua obrigação. 

 

CLÁUSULA SÉTIMA 

DA GARANTIA DO CONTRATO: 

 

7.1. Para garantir a fiel execução do Contrato, a Contratada deverá prestar, no prazo máximo de 

10 dias úteis, prorrogáveis por igual período, contados da assinatura do contrato, a garantia de 

5% (cinco por cento) do valor deste Contrato, correspondendo a R$................ (...), em uma das 

modalidades previstas no art. 70, §1°, da Lei n° 13.303/2016, ficando ressalvada desde já a 

exigência de eventuais reforços de Garantia, dentro dos limites da Lei. 

7.2. O atraso superior a 25 (vinte e cinco) dias autoriza a Dataprev a promover a retenção dos 

pagamentos devidos à Contratada, até o limite do valor da garantia. 

7.2.1. A retenção efetuada com base no item 7.2 desta cláusula não gera direito a nenhum tipo 

de compensação financeira à Contratada. 

7.2.2. A Contratada, a qualquer tempo, poderá substituir a retenção efetuada com base no item 

7.2 desta cláusula por quaisquer das modalidades de garantia previstas no art. 70, §1º, da Lei nº 

13.303/2016. 

7.3. A garantia oferecida na modalidade seguro-garantia ou fiança bancária deverá ter seu prazo 

final de vigência estabelecido excedendo em, no mínimo, 03 (três) meses o prazo final do 

presente Contrato. 

 

7.4. A garantia prestada assegurará o pagamento de: 

 

a) prejuízos advindos no inadimplemento do contrato; 
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b) prejuízos causados à Administração, decorrentes de culpa ou dolo, durante a execução do 

contrato; 

c) multas moratórias e punitivas aplicadas à Contratada; 

d) obrigações trabalhistas, fiscais e previdenciárias, não adimplidas pela Contratada. 

 

7.5. Não serão aceitas garantias oferecidas na modalidade seguro-garantia ou fiança bancária 

que possuam cláusulas ou condições que impeçam ou restrinjam seu uso em favor da Dataprev 

durante a execução deste Contrato. 

 

7.6. Nos casos em que valores de multas ou indenizações venham a ser descontados da 

garantia, o valor original desta deverá ser recomposto no prazo de 05 (cinco) dias úteis, sob 

pena de eventual rescisão administrativa do Contrato. 

 

7.7. A garantia prestada pela Contratada somente será liberada ou restituída após a integral 

execução do Contrato, bem como a comprovação de quitação de todos os encargos trabalhistas 

e fiscais, e das sanções eventualmente aplicadas. 

 

7.8. Rescindido o contrato por culpa da Contratada, perderá esta, em favor da Dataprev, a 

garantia prestada, na condição de multa meramente moratória. 

 

CLÁUSULA OITAVA 

DA FORÇA MAIOR: 

 

8.1. Para os efeitos do presente CONTRATO, entende-se por força maior todo fato ou 

circunstância imprevisível, ou, se previsível, impossível de ser evitado e que impeça o 

cumprimento de obrigações contratuais. 

 

8.2. Só serão considerados motivos de força maior os que forem comunicados ao Gestor do 

CONTRATO no prazo de 3 (três) dias, contados a partir da data de sua verificação e 

comprovados até 7 (sete) dias depois de sua cessação. 

 

8.3. Cessados os efeitos decorrentes dos motivos de força maior, serão restabelecidos os 

prazos afetados, com as devidas correções guardando proporção aos atrasos verificados, 

podendo o valor de tais correções atingir, no máximo, o correspondente a dois atrasos. 

 

8.4. No caso de não ser reconhecida a alegação de motivo de força maior, o tempo 

desperdiçado será computado como atraso, para todos os efeitos. 

 

8.5. Não poderá invocar as exceções da força maior a parte que houver agido com culpa 

concomitante ou anteriormente ao evento. 

 

CLÁUSULA NONA 

SANÇÕES ADMINISTRATIVAS: 

 

9.1. Por inadimplência de qualquer cláusula ou condição do presente Contrato, a Dataprev 

poderá, garantida a prévia defesa e ressalvados os motivos de força maior ou caso fortuito, 

aceitos pela Dataprev, aplicar à Contratada, conforme o tipo e gravidade da infração, as 

seguintes sanções administrativas, isolada ou cumulativamente, além daquelas específicas 

previstas no Termo de Referência: 
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a) advertência por escrito, em razão de descumprimentos contratuais que não causem qualquer 

espécie de prejuízo financeiro, econômico, material ou institucional para a Dataprev; 

b) multas previstas no Termo de Referência – Anexo do Edital de Pregão Eletrônico nº ............. 

c) suspensão temporária do direito de licitar e contratar com a Dataprev, por prazo não exce-

dente de 02 (dois) anos, a ser fixado no ato da suspensão, segundo a natureza e a gravidade da 

falta, quando a Contratada cometer falta grave, sob a perspectiva da Dataprev. 

9.2. As sanções eventualmente aplicadas não excluem, em hipótese alguma, a obrigação de 

reparação integral do dano causado à Dataprev. 

9.3. À aplicação de qualquer das penalidades previstas neste contrato será assegurado direito 

de defesa que resguarde os princípios do contraditório e da ampla defesa, observando-se o 

previsto na Lei nº 13.303/2016. 

9.4. Se a(s) multa(s) aplicada(s) não for(em) paga(s) espontaneamente, a Dataprev poderá optar 

pelo desconto do valor caucionado em garantia do cumprimento das obrigações contratuais ou 

do(s) pagamento(s) eventualmente devido(s) à Contratada. 

9.5. As multas podem ser aplicadas cumulativamente e estão limitadas em 10% (dez por cento) 

do valor desta contratação, sem prejuízo da rescisão unilateral por inadimplemento da Contra-

tada. 

9.6. As sanções serão registradas no Sistema Unificado de Cadastro de Fornecedores – SICAF. 

9.7. A Dataprev deverá informar os dados relativos às sanções por ela aplicada aos contratados 

de forma a manter atualizado o Cadastro Nacional de Empresas Inidôneas e Suspensas - CEIS de 

que trata a Lei nº 12.846 de 2013. 

9.8. As infrações penais tipificadas no Capítulo II-B do Código Penal serão objeto de processo 

judicial na forma legalmente prevista, sem prejuízo das demais cominações aplicáveis. 

CLÁUSULA DÉCIMA 

DA RESCISÃO: 

 

10.1. A inexecução total ou parcial deste Contrato por parte da Contratada assegurará à 

Dataprev o direito de rescisão, nos termos do artigo 69, VII, da Lei nº 13.303/2016 e do Código 

Civil, preferencialmente mediante notificação por carta contra recibo, respeitado o direito de 

defesa previsto no §2°, do artigo 82 da citada Norma. 

 

10.2. A notificação poderá ser realizada por outro meio hábil, desde que seja comprovado o 

envio e respectivo recebimento pela Contratada. 

 

10.3. A rescisão do Contrato poderá ocorrer: 

 

10.3.1. De forma unilateral; 
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10.3.2. Por acordo entre as partes, reduzido a termo no processo, desde que haja conveniência 

para a Dataprev e para a Contratada; 

 

10.3.3. Por determinação judicial. 

 

10.4. Constituem motivo para rescisão unilateral do contrato: 

 

a) O não cumprimento de cláusulas contratuais, especificações, projetos ou prazos; 

 

b) A decretação de falência ou a instauração de insolvência civil; 

 

c) O descumprimento do disposto no inciso XXXIII do artigo 7º da Constituição Federal, que 

proíbe o trabalho noturno, perigoso ou insalubre a menores de 18 anos e qualquer trabalho a 

menores de 16 anos, salvo na condição de aprendiz, a partir de 14 anos; 

 

d) A prática de atos lesivos à administração pública previstos na Lei 12.846 de 2013;  

 

e) Inobservância da vedação ao nepotismo; 

 

f) Prática de atos que prejudiquem ou comprometam a imagem ou reputação da Dataprev, 

direta ou indiretamente; 

 

g) Houver razões de interesse público por parte da Dataprev. 

 

10.5. A rescisão amigável pressupõe comunicação prévia e formal com antecedência mínima de 

30 (trinta) dias. 

 

10.5.1. A efetivação da rescisão de forma amigável só poderá se dar após a comprovação de 

quitação de todos os débitos da Contratada perante os prestadores de serviços, ao fisco e à 

Dataprev. 

 

10.6. Caso a Dataprev não utilize o direito de rescindir o Contrato nos termos desta Cláusula, e 

sem prejuízo das sanções previstas neste Contrato, poderá, a seu exclusivo critério, suspender 

ou intervir na execução do Contrato, até que a Contratada cumpra integralmente a(s) 

condição(ões) contratual(is) infringida(s). 

 

10.7. A Contratada responderá ainda, em caso de rescisão unilateral por culpa exclusiva da 

Contratada, pelo eventual dano causado à Dataprev correspondente à diferença entre o preço 

estabelecido neste instrumento e aquele que a Dataprev vier a pagar a outro prestador de 

serviço pelo período em que este contrato deveria permanecer vigente, sem prejuízo da 

responsabilidade civil decorrente do disposto nos artigos 927 e 935 do Código Civil. 

 

10.8. A rescisão decorrente dos motivos elencados nas alíneas “c”, “d”, “e” e “f” do item 10.4 

retro será efetivada após o regular processo administrativo.  

 

10.9. Os efeitos da rescisão do contrato se operarão a partir da comunicação escrita sobre o seu 

julgamento, ou, na impossibilidade de notificação do interessado, por meio de publicação 

oficial. 
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CLÁUSULA DÉCIMA PRIMEIRA 

DAS ALTERAÇÕES DO CONTRATO: 

 

11.1. Este Contrato poderá ser alterado nos casos previstos nos arts. 72 e 81 da Lei 13.303/2016, 

sempre mediante celebração de Termo Aditivo. 

 

CLÁUSULA DÉCIMA SEGUNDA 

DAS DISPOSIÇÕES GERAIS: 

 

12.1. A Dataprev não efetuará aceite de títulos negociados com terceiros, isentando-se de 

quaisquer consequências surgidas e responsabilizando a Contratada por perdas e danos em 

decorrência de tais transações. 

 

12.2. Fica acordado entre as partes que, na hipótese de qualquer das cláusulas deste 

Instrumento ser considerada inválida ou inexequível, todas as demais cláusulas e itens 

permanecerão em pleno vigor e efeito.  

 

12.3. Fica expressa e irrevogavelmente estabelecido que a abstenção, por parte da Dataprev, de 

quaisquer direitos ou faculdades que lhe assistam pelo contrato, ou a concordância com o 

atraso no cumprimento das obrigações, que poderão ser exercidos, a qualquer momento, a seu 

exclusivo critério, não alterará, de modo algum, as condições estipuladas no Contrato, nem 

obrigará a Dataprev, relativamente a vencimentos ou inadimplementos futuros. 

 

12.4. Todos os prazos e condições do Contrato, salvo expressa disposição em contrário, 

vencem-se independentemente de aviso ou interpelação judicial e os dias citados se 

compreendem como corridos. 

 

12.5. Qualquer omissão ou tolerância no exigir o estrito cumprimento dos termos e condições 

deste Contrato ou no exercer prerrogativa dele decorrente não constituirá novação ou renúncia, 

nem afetará o direito das partes de exercê-lo, a qualquer tempo. 

 

12.6. Havendo propositura de qualquer ação, de natureza civil ou trabalhista, em decorrência 

deste Contrato, mesmo que a Dataprev não figure como parte, fica desde já autorizada a 

retenção dos valores dos serviços mensais a serem pagos, até o montante compatível ao valor 

pleiteado na demanda, que será retido até a solução definitiva da lide, ficando a Contratada 

impossibilitada de rescindir o presente Instrumento seja a que título for, sob pena de 

pagamento de indenização cumulada com perdas e danos e perda da garantia. 

 

12.7. A subcontratação parcial não mitiga ou exclui a responsabilidade da Contratada sobre 

toda a execução contratual. 

 

12.8. Aplicam-se à execução do contrato e, especialmente aos casos omissos, a Lei nº 

13.303/2016, o Regulamento Interno de Licitações e Contratos Administrativos e os preceitos de 

direito privado. 
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CLÁUSULA DÉCIMA TERCEIRA 

DAS COMUNICAÇÕES E REGISTROS DE OCORRÊNCIA: 

 

13.1. Todas as comunicações relativas ao presente Instrumento serão consideradas como feitas 

regularmente se entregues mediante recibo ou enviadas por carta protocolada, telegrama, fac-

símile (fax) ou e-mail. 

 

13.2. As comunicações dirigidas à Contratada deverão ser encaminhadas ao seguinte endereço 

-  ...................................  

13.3. As comunicações dirigidas à Dataprev deverão ser encaminhadas ao Gestor do 

CONTRATO, no seguinte endereço -  .................................... 

 

13.4. Eventuais alterações dos endereços mencionados nesta Cláusula poderão ser formalizadas 

mediante comunicação com confirmação de recebimento, sem necessidade de aditamentos ao 

presente Contrato. 

 

CLÁUSULA DÉCIMA QUARTA 

DO GESTOR: 

 

14.1. O Gestor da execução do presente Contrato pela Dataprev é aquele especificado no 

Termo de Referência, que ficará responsável pelo controle e acompanhamento da execução 

deste Contrato, em todas as suas fases, e a quem deverão ser encaminhados, pela Contratada, 

todos os documentos pertinentes do objeto do presente Contrato, para atesto, ciência e outras 

observações que julgar necessárias ao cumprimento integral das Cláusulas ora acordadas. 

 

14.2. O Gestor deverá, ainda: 

a) Zelar pela proteção dos dados pessoais, conforme disciplinado na cláusula décima sexta; 

b) Anotar em registro próprio, físico ou eletrônico, todas as ocorrências relacionadas com a 

execução do contrato, determinando o que for necessário à regularização das faltas ou defeitos 

observados; 

c) Prestar informações à Contratada sobre os resultados do controle e acompanhamento dos 

serviços, bem como de aprovações, observações ou irregularidades havidas; 

d) Transmitir à Contratada as determinações da Dataprev; 

e) Aplicar as sanções previstas neste Instrumento; 

f) Solicitar, a qualquer tempo, os documentos que comprovem o adimplemento, pela Contrata-

da, das obrigações fiscais, previdenciárias e trabalhistas relativas ao Contrato; 
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g) Solicitar à Contratada todas as informações e esclarecimentos necessários ao perfeito co-

nhecimento e controle das atividades; 

h) Determinar a prioridade de atividade e controle das suas condições de execução e solucionar 

quaisquer casos concernentes a esses mesmos assuntos; 

i) Solicitar, sem qualquer ônus para a Dataprev, a substituição de qualquer empregado da Con-

tratada que embaraçar ou dificultar a ação fiscalizadora da Dataprev;  

j) Dirimir eventuais dúvidas perante o “DPO” da Dataprev, para a correta aplicação do disposto 

no item 16.6. 

14.3. A ação ou omissão, total ou parcial, por parte da fiscalização não eximirá a Contratada de 

sua responsabilidade pelo fiel cumprimento do Contrato. 

CLÁUSULA DÉCIMA QUINTA 

DAS DISPOSIÇÕES ANTICORRUPÇÃO, CONFORMIDADE E DE INTEGRIDADE: 

 

15.1. As partes cumprirão a Lei n.º 12.846/2013 (Lei Anticorrupção) e o respectivo Decreto 

regulamentador, nº 11.129/2022, notadamente em ter e manter mecanismos para a Integridade, 

e a Contratada tomará ciência das normas e exigências constantes das políticas internas da 

Dataprev, em especial a Política de Conformidade e Integridade da Dataprev, a Política de 

Transações com Partes Relacionadas, Plano Diretor de Integridade e Conformidade e o Código 

de Conduta Ética e Integridade da Dataprev, todos disponíveis no portal da Dataprev, 

comprometendo-se a não praticar qualquer atividade que constitua uma violação à referida 

legislação. 

 

15.1.1 As Partes declaram e garantem que nenhuma fase da execução do contrato, como, a 

título de exemplificação, a de obtenção de licenças ou autorizações oficiais relevantes, 

aprovação de testes operacionais ou inspeções de bens ou locais, será realizada por meios 

ilícitos. 

 

15.1.2 As Partes comprometem-se ainda a adotar medidas razoáveis e eficazes para assegurar 

que todos seus colaboradores, empregados e dirigentes, que trabalham direta ou indiretamente 

no Contrato, cumpram tal garantia. 

 

15.1.3 A obrigação de não corrupção das Partes mantém-se após a cessação de vigência do 

presente Contrato. 

 

15.2. As partes declaram, garantem e aceitam que, com relação a este Contrato, não houve e 

não haverá nenhuma tentativa, solicitação, exigência, cobrança ou obtenção para si e para 

outrem de vantagem indevida ou promessa de vantagem  indevida, a pretexto de influir em ato 

praticado por agente público e/ou privado, restando expresso,  ainda, que nenhum 

favorecimento, taxa, dinheiro ou qualquer outro objeto de valor foi ou será pago, oferecido, 

doado ou prometido pelas Partes ou por qualquer de seus agentes ou empregados, direta ou 

indiretamente. 
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15.3. As Partes, por meio de todos seus colaboradores, empregados e dirigentes, que trabalham 

direta ou indiretamente no Contrato, também se obrigam a cumprir a legislação referida no 

item 15.1 e garantem que não irão, em razão deste Contrato, ou de quaisquer outras transações 

comerciais envolvendo as partes, transferir qualquer coisa de valor, direta ou indiretamente, a 

qualquer pessoa do setor privado ou servidores e empregados públicos, de todas as esferas, a 

fim de obter ou manter qualquer outro benefício ou vantagem indevida. 

 

15.4. A Contratada declara e garante que nem ela nem seus dirigentes foram (i) condenados ou 

indiciados sob a acusação de corrupção ou suborno; (ii) listados em alguma entidade 

governamental, como o CGU-CEIS e o CNEP; (iii) sujeitos a restrições ou sanções econômicas e 

de negócios por prática anticoncorrencial; e (iv) banidos ou impedidos, de acordo com qualquer 

lei que seja imposta ou fiscalizada por qualquer entidade governamental. 

 

15.5. A Contratada obriga-se a manter registros contábeis fidedignos e concorda que, a 

Dataprev poderá, nos termos da legislação aplicável, proceder à verificação de Integridade (Due 

Diligence) e verificação de compliance com a Contratada de que trata essa Cláusula, inclusive 

diligências visando avaliar a conformidade, qual seja, o cumprimento de todos os regulamentos, 

leis e legislação anticorrupção pela Contratada, sendo que a Contratada irá cooperar 

totalmente no curso de qualquer verificação de integridade e conformidade, obrigando-se a 

apresentar as informações e documentos eventualmente necessários, sempre que solicitado, 

inclusive quanto ao preenchimento, sempre que provocado, do questionário de Due Diligence 

de Integridade da Dataprev. 

 

15.5.1. O exercício dessas prerrogativas está restrito, em regra, ao presente processo licitatório e 

à vindoura execução contratual. 

 

15.6. Caberá a Dataprev, avaliar as providências cabíveis, de suspensão e/ou demais 

penalidades legais e contratuais, inclusive de processo administrativo interno de 

responsabilização de pessoa jurídica, previsto na legislação descrita no item 15.1, bem como 

normatizado internamente pela Dataprev, e a ser conduzido pela Corregedoria da Dataprev.  

 

15.7. O descumprimento dessa Cláusula pela Contratada ou seus colaboradores, empregados e 

dirigentes, ressalvadas as demais hipóteses de rescisão previstas em lei ou neste instrumento, 

será considerado uma infração grave e conferirá à Dataprev o direito de rescindir de imediato o 

Contrato, ficando a Contratada obrigada a eximir a Dataprev de quaisquer ações, perdas e 

danos decorrentes de tal descumprimento. Ainda, nessa hipótese de violação a qualquer 

legislação anticorrupção, conformidade e de integridade, Contratada ficará responsável por 

indenizar a Dataprev contra todo e qualquer dano que esta suporte em razão do 

descumprimento das obrigações e declarações estabelecidas nesta Cláusula. 

 

CLÁUSULA DÉCIMA SEXTA 

DA PROTEÇÃO DOS DADOS PESSOAIS: 

 

16.1.  A Dataprev e a Contratada, durante toda a execução do contrato, se obrigam a observar a 

disciplina da Lei nº 13.709/2018, que dispõe sobre o tratamento de dados pessoais, inclusive nos 

meios digitais, com o objetivo de proteger os direitos fundamentais de liberdade e de privacidade 

e o livre desenvolvimento da personalidade da pessoa natural. 
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16.2 A Contratada somente transferirá dados pessoais e dados pessoais sensíveis à Dataprev 

quando houver o consentimento específico do titular, ressalvadas as hipóteses de dispensa de 

consentimento previstas na Lei nº 13.709/2018. 

 

16.3 A Contratada se compromete a cooperar com a Dataprev no atendimento aos requisitos 

legais relativamente à proteção dos dados pessoais no propósito, notadamente, de respeitar os 

direitos dos titulares dos dados, de acordo com o Capítulo III da Lei 13.709/18. 

 

16.4 A Contratada informará formalmente seus empregados e colaboradores sobre as obrigações 

constantes na presente Cláusula, bem como sobre a Política de Segurança da Informação e 

Privacidade – PSIP da Dataprev.  

 

16.5 Quando a coleta de dados pessoais for condição para o fornecimento de produto ou de 

serviço, após a aprovação prévia e fundamentada da Dataprev, a Contratada deverá informar e 

obter o consentimento do titular do dado pessoal. 

 

16.5.1 Após a aprovação prévia e fundamentada da Contratada, a Dataprev poderá obter 

diretamente o consentimento do titular do dado pessoal. 

 

16.5.2 Os dados pessoais coletados somente poderão ser utilizados na prestação dos serviços/ 

aquisição dos produtos especificados no objeto da presente contratação. 

16.5.3 Os dados pessoais coletados serão armazenados em banco de dados seguro, mantido no 

território nacional, preferencialmente na estrutura da própria Dataprev, vedado o compartilhamen-

to com terceiro. 

16.6 A Contratada, por meio do seu “DPO”, comunicará ao “DPO” da Dataprev a ocorrência de 

qualquer violação de segurança que tenha consequências diretas ou indiretas no tratamento, bem 

como qualquer reclamação que possa ser endereçada a ele por qualquer indivíduo interessado no 

tratamento realizado sob o Contrato. Essa comunicação deve ser feita no prazo máximo de 24 (vin-

te e quatro) horas após a descoberta da violação de segurança ou após o recebimento de reclama-

ção. 

 

16.6.1 A Dataprev poderá solicitar à Contratada que preencha o Relatório de Impacto à Proteção 

de Dados Pessoais – RIPD, caso entenda que o serviço a ser prestado tenha riscos para os dados 

pessoais a serem coletados. 

16.7 A Contratada deverá realizar o descarte dos dados pessoais, de forma segura, após o término 

do contrato ou quando deixarem de ser necessários ou pertinentes para a execução do presente 

contrato. 

16.8 A não observância de qualquer disposição da Lei nº 13.709/2018 implicará responsabilidade 

solidária, salvo as exceções previstas no art. 43 da Lei nº 13.709/2018. 

 

16.9 A Contratada responderá pelos danos decorrentes da violação da segurança dos dados, 

quando comprovadamente deixar de adotar as medidas de segurança previstas no art. 46 da Lei nº 

13.709/2018. 
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16.10 As empresas subcontratadas, em sendo o caso, também deverão observar as determinações 

estabelecidas na Lei nº 13.709/2018. 

 

CLÁUSULA DÉCIMA SÉTIMA 

DA PUBLICAÇÃO: 

 

17.1. Incumbirá à Dataprev providenciar a publicação dos termos desta contratação, por 

extrato, no Diário Oficial da União, nos termos do artigo 51, §2°, da Lei nº 13.303/2016. 

 

CLÁUSULA DÉCIMA OITAVA 

DO FORO: 

 

18.1. Fica eleito o Foro da Justiça Federal - Seção Judiciária do Distrito Federal, para dirimir e 

resolver qualquer questão oriunda da interpretação deste CONTRATO. 

 

E, por estarem assim justas e contratadas, as partes, assinam o presente na presença das 

testemunhas abaixo. 

 

 

EMPRESA DE TECNOLOGIA E INFORMAÇÕES 

DA PREVIDÊNCIA S.A. – DATAPREV 

 

 

CONTRATADA 

 

TESTEMUNHAS: 

1. ______________________     2. ______________________ 
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Anexo I do Contrato - MAPA DE RISCO 

 

 

 

Risco  Descrição 
Alocação do 

Risco 
Impacto Probabilidade Tratamento 

Atraso na 

execução 

contratual 

Riscos de atrasos na 

entrega ou etapas 

posteriores de serviços 

contratados, 

decorrentes do não 

cumprimento das 

obrigações pela 

Contratada 

Contratada Alto Baixa 

Aplicação das cláusulas de 

sanções administrativas 

e/ou multa de mora e/ou 

rescisão unilateral, com 

contratação direta de 

remanescente de obra, 

serviço ou fornecimento 

Quantidades 

insuficientes 

Alteração na demanda 

da Dataprev com a 

necessidade de 

aumento ou redução 

das quantidades 

Contratante / 

Contratada 
Alto Média 

Termo aditivo para 

regular a alteração da 

demanda. Se houver 

recusa da Contratada, 

avaliar nova contratação 

ou, se viável, contatação 

emergencial  

Fato exógeno 

superveniente  

Ocorrência de fato 

superveniente que 

implique na alteração 

das condições de 

execução do objeto 

Contratante / 

Contratada 
Médio Baixa 

Termo aditivo para 

regular a alteração das 

condições de execução do 

objeto 

Reajuste 

negociado 

O índice oficial 

previamente 

estabelecido no edital 

ou no contrato, pode 

não refletir a real 

variação dos preços de 

mercado 

Contratante / 

Contratada 
Médio Baixa 

Pesquisa de preços para 

garantir refletir a real 

variação dos preços de 

mercado e celebração de 

termo aditivo 

Perda da 

vantajosidade 

quando do 

reajuste / 

repactuação / 

revisão do valor 

do contrato 

Constatação de que os 

valores do contrato 

estão acima daqueles 

praticados pelo mercado 

Contratante Alto Média 

Negociar os valores e/ou 

a alteração do índice de 

correção monetária. Se a 

Contratada não aceitar, 

avaliar nova contratação 

Eventos de Força 

Maior 

Eventos caracterizados 

como Força Maior, que 

prejudiquem  

a continuidade da 

prestação de serviços 

Contratante / 

Contratada 
Alto Média 

Aplicação da cláusula 

contratual específica 

regulando o 

procedimento de 

reconhecimento e 

cessação dos efeitos 

Alteração 

legislativa 

Alteração na legislação 

que modifica os custos 

Contratante / 

Contratada 
Médio Alta 

Aplicação de cláusula 

contratual que permite a 
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do contrato alteração do valor 

Dificuldade em 

atingir 

parâmetros 

mínimos de 

performance 

Serviços prestados pela 

Contratada abaixo do 

nível de qualidade 

Contratada Alto Baixa 

Aplicação das cláusulas de 

sanções contratuais e/ou 

rescisão unilateral  

Inadimplemento 

contratual 

Descumprimento de 

cláusulas contratuais 

Contratante / 

Contratada 
Alto Média 

Aplicação das cláusulas de 

sanções contratuais e da 

rescisão unilateral. 

Avaliar a manutenção do 

contrato 

Violação da 

integridade nas 

contratações 

Adoção de providências  

que promovam o 

combate à corrupção 

Contratante / 

Contratada 
Alto Média 

 Fiscalização do 

cumprimento das 

cláusulas de 

anticorrupção 

Violação das 

regras e políticas 

de segurança da 

informação 

Acesso, processamento 

ou armazenamento 

indevido dos dados da 

Dataprev e/ou dos seus 

clientes que viole as 

regras e políticas de 

segurança da Dataprev 

Contratada Alto Média 

Aplicação de cláusula 

contratual que garanta o 

cumprimento das regras e 

políticas de segurança das 

informações e as 

penalidades em caso de 

violação 

Violação das 

regras definidas 

de Privacidade e 

Proteção de 

dados, previstos 

na LGPD 

Acesso, processamento 

ou armazenamento 

indevido dos dados 

pessoais sob o controle 

da Dataprev e/ou dos 

seus fornecedores que 

viole as regras 

estabelecidas na LGPD 

Contratante / 

Contratada 
Alto Média 

Aplicação de cláusula 

contratual que garanta o 

cumprimento sobre as 

regras estabelecidas na 

LGPD e as penalidades em 

caso de violação 

Violação das 

regras de 

anticorrupção, 

conformidade e 

integridade 

Ações indevidas que 

violem as regras 

Anticorrupção, 

Conformidade e 

Integridade 

Contratada Alto Baixa 

Aplicação da cláusula 

contratual que garante o 

cumprimento das regras 

de anticorrupção, de 

conformidade e 

integridade e as 

penalidades em caso de 

violação 

Danos a 

terceiros 

Danos causados a 

terceiros em decorrência 

da execução do objeto 

Contratada Alto Baixa 

Aplicação de sanções 

administrativas e da 

cláusula indenizatória 

Desnecessidade 

superveniente 

do objeto 

Alteração da 

necessidade do objeto 

por interesse da 

Dataprev 

Contratante Alto Média 

Rescisão amigável ou 

execução da cláusula de 

rescisão antecipada 

Encerramento do 

contrato sem 

verificação de 

Verificação da 

inexistência de 

pendências contratuais e 

Contratada Alto Média 

Reter o pagamento e 

notificar a Contratada 

para a regularização das 
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todas as 

obrigações da 

Contratada 

legais pendências, se existirem 

Recusa da 

empresa em 

prorrogar o 

contrato  

Risco de 

descontinuidade da 

prestação do serviço/ 

fornecimento 

Contratada Alto Média 

Iniciar os procedimentos 

visando a prorrogação 

contratual com 

antecedência mínima de 

180 dias do fim da 

vigência contratual. 

Avaliar a possibilidade de 

realizar contratação 

emergencial a fim de 

possibilitar o atendimento 

da demanda. Instaurar 

novo procedimento de 

planejamento para 

contratação do objeto 

Alteração do 

modelo de 

negócio do 

Fabricante 

Impossibilidade de 

realizar atualizações na 

solução 

Contratada Alto Média 

Prever cláusula 

obrigatória de 

comunicação de 

alterações no modelo de 

negócio do Fabricante em 

prazo adequado. Prever 

sanções administrativas 

no caso de 

descumprimentos 

contratuais. Instaurar 

novo procedimento de 

planejamento para 

contratação do objeto 

Aplicação de 

penalidade 

pecuniária 

abusiva 

Comprometimento da 

saúde financeira da 

empresa e da execução 

contratual 

Contratante Alto Média 

Termo aditivo para 

regular cláusula 

pecuniária abusiva 

Dependência 

excessiva em 

relação à solução 

fornecida pela 

Contratada 

Descontinuidade da 

solução por falta de 

conhecimento 

Contratante Médio Médio 

Prever procedimentos 

relativos à transferência 

de conhecimentos, como 

reuniões mensais, oficinas 

e treinamentos 
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